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1. Revision History 
This document outlines the configuration of a ScreenOS based Juniper VPN gateway 
and the NCP VPN client. 
 
Junos Version NCP Client Version Date Changes 
6.1.0r7.0 9.22 Build 63 2010-06-23 Initial document 
 9.23 Build 17 2010-07-21 New NCP client version 
6.3.0r4.0 9.23 Build 17 2010-08-06 New ScreenOS version 
  2010-09-01 Edits and formatting 
  2010-09-14 Edits and formatting 
  2010-09-29 Policy and Route VPN 
  2010-10-15 Update in AD config 
  2010-12-20 Added Certificate config 
 9.23 Build 64 2011-01-30 New NCP client version 
6.3.0r7.0 9.24 Build 65 2011-05-13 New NCP client version supporting IKEv2 
 9.24 Build 95 2011-09-07 Revised Multiple Logins with same IKE ID 

 
 
Network Diagram 
The following simple network is used for testing. The Test Server runs on Windows Server 2008 R2 
Enterprise. It runs a Web Server (IIS 7) as well as Network Policy and Access Service, which pro-
vides for RADIUS authentication. 
 

 
Because the SSG5 VPN pool is in the 172.16.100.0 network range we must add a persistent route in 
the Test Server unless the Juniper is the default gateway. 
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2. Policy-Based VPN & Shared IKE ID with Preshared Key 
With policy-based VPN tunnels, a tunnel is treated as an object (or a building block) that together 
with source, destination, service, and action, comprises a policy that permits VPN traffic. (Actually, 
the VPN policy action is tunnel, but the action permit is implied, if unstated). In a policy-based VPN 
configuration, a policy specifically references a VPN tunnel by name. 
 
With route-based VPNs – which we will show later in this document, the policy does not specifically 
reference a VPN tunnel. Instead, the policy references a destination address. When the security 
device does a route lookup to find the interface through which it must send traffic to reach that 
address, it finds a route through a tunnel interface, which is bound to a specific VPN tunnel. We will 
explain the particular benefits of route-based VPN in the relevant section below in the document. 
 
The Shared IKE ID feature facilitates the deployment of a large number of dialup users. With this 
feature, the security device authenticates multiple dialup VPN users using a single Group IKE ID and 
preshared key. Thus, it provides IPsec protection for large remote user groups through a common 
VPN configuration. 
 
This feature is similar to the Group IKE ID with preshared keys feature (not described in this docu-
ment), with the following differences: 
 
► With the Group IKE ID feature, the IKE ID can be an email address or a fully qualified domain 

name (FQDN). For this feature, the IKE ID must be an email address. 
 
► Instead of using the preshared key seed value and the full user IKE ID to generate a preshared 

key for each user, you specify a single preshared key for all users in the group. 
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► You must use XAuth (for IKEv1) or EAP (for IKEv2) to authenticate the individual users. 

To set up a Shared IKE ID and preshared key on the security device: 
1.   Create a new Group IKE ID user, and specify how many dialup users can use the Group  

IKE ID to log on. For this feature, use an email address as the IKE ID. 
2.  Assign the new Group IKE ID to a dialup user group. 
3.   In the dialup-to-LAN AutoKey IKE VPN configuration, create a Shared IKE ID gateway. 
4.   Define the XAuth users and enable XAuth on the remote IKE gateway. 
 
On the VPN Client: 
Configure a VPN tunnel to the security device using aggressive mode for Phase 1 negotiations, and 
enter the preshared key that you previously defined on the security device. Thereafter, the security 
device authenticates each remote user as follows: 
► During Phase 1 negotiations, the security device first authenticates the VPN client by matching 

the IKE ID and preshared key that the client sends with the IKE ID and preshared key on the 
security device. 

► If there is a match, then the security device uses XAuth to authenticate the individual user. It 
sends a login prompt to the user at the remote site between Phase 1 and Phase 2 IKE negotia-
tions. 

► If the remote user successfully logs on with the correct username and password, Phase 2 nego-
tiations begin. 

In this example, you create a new Group IKE ID user named “NCP Users”. It accepts up to 25 
Phase 1 negotiations concurrently from VPN clients with the same preshared key (Tunneling123). 
You name the dialup IKE user group “Office”. In addition, you configure two XAuth users, 
test1@juniper.net and test2@juniper.net with Password “password”. 
 
 

 
  

mailto:test1@juniper.net�
mailto:test2@juniper.net�
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3. Juniper Gateway Configuration - WebUI 
Interfaces 
Network > Interfaces > List > Edit (for ethernet0/3): Enter the following, and then click OK: 
Zone Name: Trust 
Static IP: (select this option when present) 
IP Address/Netmask: 192.168.66.1/24 
Select the following, and then click OK: 
Interface Mode: NAT 
Network > Interfaces > List > Edit (for ethernet0/0): Enter the following, and then click OK: 
Zone Name: Untrust 
Static IP: (select this option when present) 
IP Address/Netmask: 10.20.10.211/16 
 
IP Pool 
Objects > IP Pools > Local > New:  
Enter the following, and then click OK: 
IP Pool Name: VPN Pool 
Start IP: 172.16.100.100 
End IP: 172.16.100.200 
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Users 
Create the Shared IKE ID: 
Objects > Users > Local > New: Enter the following, and then click OK: 
User Name: NCP Users 
Status: Enable 
IKE User: (select) 
Number of Multiple Logins with Same ID: 25 
Simple Identity: (select)  
IKE ID Type: U-FQDN 
IKE Identity: users@juniper.net 
 

 
 
Create a Group: 
Objects > Users > Local Groups > New: Type Office in the Group Name field, do the following, and 
then click OK: 
Select NCP Users and use the << button to move him from the Available Members column to the 
Group Members column. 
 

 

mailto:users@juniper.net�
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Create the Xauth Users: 
Objects > Users > Local > New: Enter the following, and then click OK: 
User Name: test1@juniper.net 
Status: Enable 
XAuth User: Checked 
User Password: password 
Confirm Password: password 
L2TP/XAuth Remote Settings 
 IP Pool: VPN Pool 
 

 
 
Objects > Users > Local > New: Enter the following, and then click OK: 
User Name: test2@juniper.net 
Status: Enable 
XAuth User: Checked 
User Password: password 
Confirm Password: password 
L2TP/XAuth Remote Settings 
 IP Pool: VPN Pool 
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If you don’t use the Shared IKE ID functionality but configure each user individually you can com-
bine both configuration steps (IKE User and Xauth User) for every user. Create one user as IKE 
User, Simple Identity (either FQDN or U-FQDN) and enable Xauth User with Password and IP Pool 
assigned. Then add all the users into one Group. 
 
Gateway 
The Gateway configuration needs to be bound to the correct external interface. So before you go to 
the Gateway configuration screen you should validate your correct Outgoing Interface, the interface 
that is in the Untrust Zone and where the users will connect to from the Outside. 
 
For this go to Network > Interfaces (List) and identify the correct Interface 
 

 
 
Here the external facing Interface is the default ethernet0/0.  
 
Now turn to the Gateway configuration. 
VPNs > AutoKey > Advanced > Gateway > New: Enter the following, and then click OK: 
Gateway Name: VPN Gateway 
Version: IKEv1 
Remote Gateway: (select) 
Dialup User Group: (select) 
 Group: Office 
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Advanced 
Preshared Key: Tunneling123 
Outgoing Interface: ethernet0/0 (Note your own configuration may be different!) 
 Security Level: User Defined: Custom (select) 
      Phase 1 Proposal: pre-g2-aes128-sha 
      Mode (Initiator): Aggressive 
      Enable NAT-Traversal (recommended) 
      UDP Checksum (recommended) 
 

 
 
You will get a Warning message to configure Xauth. 
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VPNs > AutoKey > Advanced > Gateway > Xauth: Enter the following, and then click OK: 
Xauth Server: (select) 
 Local Authentication: (select) 
  Allow Any 
 

 
 
AutoKey IKE 
VPNs > AutoKey IKE > New: Enter the following, and then click OK: 
VPN Name: Secure Remote Access 
Remote Gateway: (select) 
 Predefined: VPN Gateway 
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Advanced 
 Security Level: User Defined: Custom (select) 
    Phase 2 Proposal: nopfs-esp-aes128-sha 
   VPN Monitor: (select) 
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Policies 
For your Policies you have the option to create either a generic Policy to any unspecified network or 
to specify a specific network for which the SA is created. 
 
First we show the configuration for a generic Any network.  
 
Policy > Policies 
From: Untrust  To: Trust 
> New: Enter the following, and then click OK: 
Source Address: Address Book Entry: Dial-Up VPN 
Destination Address: Address Book Entry: Any 
Action: Tunnel 
Tunnel: VPN: Secure Remote Access 
 Modify matching bidirectional VPN policy: (enable) 
Logging: (select) 
 at Session Beginning: (select) 
Position at Top: (select) 
 

 
 
Watch for two policies created in the two specified zones. 
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For a specific Network Policy, which is recommended over the Any approach, you first create an 
entry in the Addresses List for the protected network segment(s) in the Trust Zone. Here we want 
to protect the network 192.168.66.0/24. 
 
Policy > Policy Elements > Addresses > List 
Select Filter Trust 
 

 
 
Select New 
Address Name: Trusted Access 
IP Address/Netmask: 192.168.66.0 / 24 
Zone: Trust 
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Select OK 
 

 
 
Now we show the configuration of a Policy for a specific protected network.  
 
Policy > Policies 
From: Untrust  To: Trust 
> New: Enter the following, and then click OK: 
Source Address: Address Book Entry: Dial-Up VPN 
Destination Address: Address Book Entry: Trusted Access 
Action: Tunnel 
Tunnel: VPN: Secure Remote Access 
 Modify matching bidirectional VPN policy: (enable) 
Logging: (select) 
 at Session Beginning: (select) 
Position at Top: (select) 
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Select OK 
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4. NCP Client Wizard:  
4.1. Connection Type 
Configuration > Profiles > Add/Import 
Link to Corporate Network Using IPsec: (select) 
 
> Next 
 
 
 
 
 
 
 
 
 
4.2. Profile Name 
Configuration 
Profile Name:  ScreenOS VPN test1@juniper.net 
 
> Next 
 
 
 
 
 
 
 
 
 
 
 
4.3. VPN Gateway Parameters 
Gateway (Tunnel Endpoint): 10.20.10.210 
Extended Authentication (XAUTH): (select) 
 UserID:   test1@juniper.net 
 Password:  password 
 Password (confirm): password 
 
> Next 
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4.4. Exchange Mode 
Exchange Mode: aggressive mode 
PFS Group:  none 
 
> Next 
 
 
 
 
 
 
 
 
 
 
 
4.5. Pre-shared Key 
Shared Secret: Tunneling123 
Confirm Secret: Tunneling123 
Local Identity (IKE): Fully Qualified Username 
ID: users@juniper.net 
 
> Next 
 
 
 
 
 
 
 
 
 
4.6. IPsec Configuration: IP Addresses 
IP Address Assignment:  IKE Config Mode 
 
> Next > OK 
 
 
 
 
 
 
 
 
 

mailto:users@juniper.net�
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5. NCP Client Configuration – Pro-

file changes 
Edit the Profile to specify specific  
Profile > Juniper VPN > Edit 
 
 
 
 
 
 
 
 
 
 
 
Select IPsec General Settings: 
Select Policy Editor 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Select IKE Policy – Add 
 
Enter the following parameters and select OK: 
Name: PSK-AES-SHA-DH2 
Authentication: Pre-shared Key 
Encryption: AES 128 Bit 
Hash: SHA 
DH-Group: DH-Group 2 (1024 Bit) 
 
 
 
 
 
Select IPsec Policy – Add 
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Enter the following parameters and select OK: 
Name: ESP-AES-SHA 
Encryption:  AES 128 Bit 
Hash:  SHA 
 
 
 
 
 
 
 
 
Select Close 
Select the configured policies from the IKE Policy 
and IPsec Policy drop-down menu 
 
 
 
 
 
 
 
 
 
 
 
 
 
The Spit Tunneling parameter must be set if you 
configured a specific Policy on the Juniper gateway. 
So if you did not set the target network to Any but 
chose a specific network such as our Trusted Ac-
cess network you must specify the matching net-
work addresses and netmasks for all your specific 
policies. 
 
Select Split Tunneling and enter the Remote Net-
work address(es) – here 192.168.66.0/24. 
 
 
 
Select OK and close all the windows. 
 
Verify client network configuration via ipconfig/all and netstat –rn 
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Perform the same configuration on a second client on another test computer. 
 
Click the connection button to establish the VPN gateway connection.  
Verify the Juniper gateway log. 
 

 
Verify client network configuration via ipconfig/all and netstat –rn 
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Verify a connection to the web server. 
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6. Route-Based VPN & Multiple Proxy ID support on a Route-Based VPN  

(Support for this feature started with ScreenOS 6.3!) 
With route-based VPNs, the policy does not specifically reference a VPN tunnel. Instead, the policy 
references a destination address. When the security device does a route lookup to find the interface 
through which it must send traffic to reach that address, it finds a route through a tunnel interface, 
which is bound to a specific VPN tunnel. 
 
Thus, with a policy-based VPN tunnel, you can consider a tunnel as an element in the construction 
of a policy. With a route-based VPN tunnel, you can consider a tunnel as a means for delivering 
traffic, and the policy as a method for either permitting or denying the delivery of that traffic. 
When a tunnel does not connect large networks running dynamic routing protocols and you do not 
need to conserve tunnels or define various policies to filter traffic through the tunnel, a policy-based 
tunnel makes sense. Also, because there is no network beyond a dialup VPN client, policy-based 
VPN tunnels can be a good choice for dialup VPN configurations. 
That said, when the dialup client supports a virtual internal IP address—which the NCP Juniper cli-
ent does—there are also compelling reasons for using a route-based VPN configuration. A route-
based dialup VPN tunnel offers the following benefits: 
 
► You can bind its tunnel interface to any zone to require or not require policy enforcement. 
► You can define routes to force traffic through the tunnel, unlike a policy-based VPN configura-

tion. 
► You can adjust the proxy ID to accept any IP address from the dialup VPN client by configuring 

the remote client’s address as 255.255.255.255/32. 
► You can define one or more Mapped IP (MIP) addresses on the tunnel interface. 

When configuring a VPN to a non-ScreenOS device, that has multiple subnets behind it, it requires 
defining a separate set of proxy id's to match each network that is behind the other side of the 
VPN. Support for multiple proxy id's is only available beginning with ScreenOS 6.3.0. 
 
For this feature I created a new configuration as follows. Also the existing network diagram was enhanced. 
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First create a new IP Pool called “Remote” 
 

 
 
 
a new IKE User and a new IKE Group “Proxy”. 
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Next create a new Gateway configuration “VPN Access” 
 

 
 

 
 

Now we need to create a new Tunnel Interface “tunnel.2”. This tunnel interface is created for the 
trust-vr Virtual Router in the Untrust zone. The tunnel interface is Unnumbered and bound to the 
external (here Ethernet0/0) interface of the gateway. 
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Now we create a new AutoKey IKE “VPN Access Tunnel” for the gateway “VPN Access” and bind 
this tunnel configuration to the Tunnel Interface “tunnel.2” 
 

 
 

 
 
In the Policies Address List we create new Network Address entries for our networks “Trusted Ac-
cess” and “Remote Zone 10” (see network diagram above). 
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 Now go back to AutoKey IKE and select the Proxy ID setting for the “VPN Access Tunnel” configura-
tion. We create two Proxy ID entries, one for each VPN access network. 
 

 
 
Finally we must create a static route in the trust-vr routing domain for the remote network 
10.50.50.0 with the appropriate next hop gateway. Otherwise the trust-vr router would not know 
how to route the packets as we can see in the troubleshooting section further below in this docu-
ment. 
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For the NCP client the configuration is identical to the previous configurations. The main configura-
tion sections are shown here. 
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7. Advanced Configuration 
 
NAT-T 
IPsec does not work across NAT devices. Therefore NAT Traversal is required. 
 

 
 
Replay Protection 
Replay Protection provides a safeguard against snooped connection and injected packets. 
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Active Directory Authentication 
In Enterprise environments authentication against user directories is standard procedure. Below I 
explain the configuration of extended authentication against Active Directory 
 
Active Directory Configuration 
Here we will use a Windows Server 2008 R2 AD Domain server with the domain name 
vpnaccess.local and two domain users, “Domain User1” and “John Doe”. 
 

 
 
3.2 Juniper Gateway Configuration 
First we setup a new IP Pool definition 
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 Next step is to configure the Auth Server 
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Next configure the Auth Server parameters 
 

 
 
Next create a new Gateway configuration as shown below 
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Don’t forget to go into the XAuth Gateway configuration settings 
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And next create a VPN configuration using the configured gateway 
 

 
 

 
 
As you see we configure Proxy-ID with the Pool Remote IP Address. 
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The final step in the configuration is to create the Policy definition. 
 

 
 
Don’t forget to set the Authentication in the Advanced Policy configuration. 
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And don’t forget the Routing off course, which is required. Create a Route in the trust-vr route do-
main for the IP Pool network with the Tunnel interface as the Gateway. 
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NCP Client Configuration 
 
The NCP client configuration is identical to the steps described earlier in this document. 
Here I only describe the difference in the configuration. 
 
First go into the client profile and edit Identities section. The xauth user parameters are the creden-
tials of the Active Directory user. 
 

 
 
And then go to the IPsec Address Assignment. 
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All set. Below I show the test with two separate clients connecting simultaneously. 
 

 
 
 
Certificate Authentication using Active Directory Certificate CA 
In Enterprise environments Certificates are often used as a way of authentication. In this section we 
describe the steps to perform a setup with Certificates using a Microsoft Active Directory Certificate 
CA and self-signed Certificates. 
 
We assume Active Directory Certificate Services is up and running 
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Create a new Windows Server CA 
Export the CA cert using “CertUtil –ca.cert ca_rootcert.cer” via CLI 
 

 
 
or via a web browser download the CA Cert  
 

 
 
Chose “Download CA certificate chain” link and save the file. 
Import this cert into the Juniper gateway (Objects – Certificates) 
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Copy this cert into the Cacerts client folder. Verify you see it in the client under Connection – 
Certificates – Display CA Certificates 
 

 
 
For the User Certificate, with the VPN tunnel established from the client to reach the AD/Certificate 
server, connect to the CA via web browser and click on “Request a certificate” 
 

 
 
From the “Request a Certificate” screen select “submit an advanced certificate request” link. This is 
necessary to have the keys exportable.  
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From the Microsoft TechNet: “If a certificate was issued from a Windows Server 2003 certification 
authority, the private key for that certificate is only exportable if the certificate request was made 
via the Advanced Certificate Request certification authority Web page with the Mark keys as 
exportable check box selected, or if the certificate is for EFS (Encrypting File System) or EFS 
recovery.” 
 

 
 
From the Advanced Certificate Request screen select “Create and submit a request to this CA” 
 

 
 
On the Advanced Certificate Request screen select Certificate Template “User” and enter a Friendly 
Name (eg Demo_User) and ensure that “Mark keys as exportable” is checked 
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Click on Submit button 
 

 
 
On the “Certificate Issued” screen select “Install this certificate” 
 

 
 
Confirm “Certificate Installed” message 
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In the CA Store select the generated certificate and chose Export 
 

 
 
In the Certificate Export Wizard select “Yes, export the private key” 
 

 
 
Select “Personal Information Exchange – PKCS #12” 
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Enter the Password (eg 123456) 
 

 
 
Complete the Client Certificate export by saving the certificate to a .pfx file 
 

 
 
Select finish to complete the certificate export process 
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Verify export success 
 

 
 
Rename the file from demo_user.pfx to demo_user.p12 
Import the Certificate into the NCP client 
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Select certificate in the NCP Client Connection Profile 
 

 
 
On the Juniper gateway go to Objects – Certificates and select New and enter the relevant informa-
tion parameters 
 

 
 
Click “Generate” 
From the Cert Request window select “Save to File”  
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Go back to the Cert Server Web UI and select Request a Certificate – submit an advanced certifica-
te request 
From the Advanced Certificate Request window select “Submit a certificate request by using a base-
64-encoded CMC or PKCS #10 file” 
 

 
 
In the “Submit a Certificate Request or Renewal Request” window paste the cert request string 
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Click Submit.  
From the Certificate Issued window select “Download certificate chain”. Save the file as the SSG 
Server Cert 
 

 
 
In the Juniper Gateway go back to Object – Certificates and Load the save Certificate  
Download Base CRL  
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Load CRL in Juniper Gateway. In Objects – Certificates select CRL radio button and browse to saved 
CRL file 
 

  
 
Test the connection 
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8. Troubleshooting 
The following section provides a few troubleshooting tips. 
 
8.1. Juniper Gateway Event Log 
Look in the Event Log on the Juniper Gateway 
 

8.2. CLI Debugging 
From the CLI you can do some advanced troubleshooting.  
 
Login to the console of the gateway 

Rainer-Enders-MacBook-Pro:~ rainer$ ssh -l netscreen 10.20.10.212 
netscreen@10.20.10.212's password:  
Remote Management Console 

Look at the sa table 
ssg5-v92-> get sa 
total configured sa: 8 
HEX ID    Gateway         Port Algorithm     SPI      Life:sec kb Sta   PID vsys 
0000000a<         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0 
0000000a>         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0 
00008001<    10.20.10.111  500 esp:a128/sha1 bbb23378  2180 unlim A/D    -1 0 
00008001>    10.20.10.111  500 esp:a128/sha1 2af2bfe8  2180 unlim A/D    -1 0 
00000011<         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I     2 0 
00000011>         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I     3 0 
0000000f<         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I     5 0 
0000000f>         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I     6 0 
00008002<    10.20.10.111  500 esp:a128/sha1 bbb23379  2186 unlim A/D    -1 0 
00008002>    10.20.10.111  500 esp:a128/sha1 beeb3607  2186 unlim A/D    -1 0 
00000012<         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0 
00000012>         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0 
00000013<         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0 
00000013>         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0 
00008003<    10.20.10.111  500 esp:a128/sha1 bbb23375  2000 unlim I/I     2 0 
00008003>    10.20.10.111  500 esp:a128/sha1 dff8f939  2000 unlim I/I     3 0 

Start debugging by unsetting all previous debug configurations – if any 
ssg5-v92-> undebug all 

Verify filter lists – if any 
ssg5-v92-> get ffilter 

Clear the debug database 
ssg5-v92-> clear db 
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Set the filter 

ssg5-v92-> set ffilter src-ip 10.20.10.111 dst-ip 10.50.50.10 

filter added 

Initialize debug 
ssg5-v92-> debug flow basic 

Get debug info 
ssg5-v92-> get db stream 
ssg5-v92-> set ffilter src-ip 172.16.123.101 dst-ip 10.50.50.10 
filter added 
ssg5-v92-> get db stream 
****** packet decapsulated, type=ipsec, len=60****** 
  ipid = 3279(0ccf), @037f4cb0 
  tunnel.3:172.16.123.101/103->10.50.50.10/1,1(8/0)<Root> 
  no session found 
  flow_first_sanity_check: in <tunnel.3>, out <N/A> 
  chose interface tunnel.3 as incoming nat if. 
  flow_first_routing: in <tunnel.3>, out <N/A> 
  search route to (tunnel.3, 172.16.123.101->10.50.50.10) in vr trust-vr for vsd-0/flag-0/ifp-null 
  cached route 0 for 10.50.50.10 
  no route to (172.16.123.101->10.50.50.10) in vr trust-vr/0 
  packet dropped, no route 

We see the reason for packets not being forwarded. 
Root cause was missing route entry in the virtual router. 

  **** pak processing end. 
****** packet decapsulated, type=ipsec, len=60****** 
  ipid = 3280(0cd0), @038004b0 
  tunnel.3:172.16.123.101/104->10.50.50.10/1,1(8/0)<Root> 
  no session found 
  flow_first_sanity_check: in <tunnel.3>, out <N/A> 
  chose interface tunnel.3 as incoming nat if. 
  flow_first_routing: in <tunnel.3>, out <N/A> 
  search route to (tunnel.3, 172.16.123.101->10.50.50.10) in vr trust-vr for vsd-0/flag-0/ifp-null 
  cached route 0 for 10.50.50.10 
  no route to (172.16.123.101->10.50.50.10) in vr trust-vr/0 
  packet dropped, no route 
  **** pak processing end. 
ssg5-v92->  unset ffilter 
filter 0 removed 
ssg5-v92-> undebug all 
ssg5-v92-> clear db 
ssg5-v92-> 
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After route issue has been corrected. 

ssg5-v92-> get sa 
total configured sa: 6 
HEX ID    Gateway         Port Algorithm     SPI      Life:sec kb Sta   PID vsys 
0000000a<         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0 
0000000a>         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0 
00000011<         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I     2 0 
00000011>         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I     3 0 
0000000f<         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I     5 0 
0000000f>         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I     6 0 
00008004<    10.20.10.111  500 esp:a128/sha1 bbb2337a  3548 unlim A/D    -1 0 
00008004>    10.20.10.111  500 esp:a128/sha1 328abb5f  3548 unlim A/D    -1 0 
00000012<         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0 
00000012>         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0 
00008003<    10.20.10.111  500 esp:a128/sha1 bbb23375  1024 unlim I/I     2 0 
00008003>    10.20.10.111  500 esp:a128/sha1 dff8f939  1024 unlim I/I     3 0 
ssg5-v92-> get sa active 
Total active sa: 1 
total configured sa: 6 
HEX ID    Gateway         Port Algorithm     SPI      Life:sec kb Sta   PID vsys 
00008004<    10.20.10.111  500 esp:a128/sha1 bbb2337a  3545 unlim A/D    -1 0 
00008004>    10.20.10.111  500 esp:a128/sha1 328abb5f  3545 unlim A/D    -1 0 
ssg5-v92->  
ssg5-v92-> get sa active 
Total active sa: 2 
total configured sa: 8 
HEX ID    Gateway         Port Algorithm     SPI      Life:sec kb Sta   PID vsys 
00008005<    10.20.10.111  500 esp:a128/sha1 bbb2337b  3597 unlim A/D    -1 0 
00008005>    10.20.10.111  500 esp:a128/sha1 bebfd598  3597 unlim A/D    -1 0 
00008004<    10.20.10.111  500 esp:a128/sha1 bbb2337a  3537 unlim A/D    -1 0 
00008004>    10.20.10.111  500 esp:a128/sha1 328abb5f  3537 unlim A/D    -1 0 
ssg5-v92-> undebug all 
ssg5-v92-> get ffilter 
Flow filter based on: 
id:0 src ip 172.16.123.101 dst ip 10.50.50.10  
ssg5-v92-> clear db 
ssg5-v92-> debug flow basic 
ssg5-v92-> get db stream 
ssg5-v92-> get db stream 
****** packet decapsulated, type=ipsec, len=60****** 
  ipid = 3556(0de4), @0381e4b0 
  tunnel.2:172.16.123.101/111->10.50.50.10/1,1(8/0)<Root> 
  no session found 
  flow_first_sanity_check: in <tunnel.2>, out <N/A> 
  chose interface tunnel.2 as incoming nat if. 
  flow_first_routing: in <tunnel.2>, out <N/A> 
  search route to (tunnel.2, 172.16.123.101->10.50.50.10) in vr trust-vr for vsd-
0/flag-0/ifp-null 
  cached route 11 for 10.50.50.10 
  [ Dest] 11.route 10.50.50.10->192.168.66.254, to bgroup0 
  routed (x_dst_ip 10.50.50.10) from tunnel.2 (tunnel.2 in 0) to bgroup0  
  policy search from zone 1-> zone 2 
 policy_flow_search  policy search nat_crt from zone 1-> zone 2 
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  RPC Mapping Table search returned 0 matched service(s) for (vsys Root, ip 
10.50.50.10, port 19692, proto 1) 
  No SW RPC rule match, search HW rule 
swrs_search_ip: policy matched id/idx/action = 4/3/0x1 
  Permitted by policy 4 
  No src xlate   choose interface bgroup0 as outgoing phy if 
  no loop on ifp bgroup0. 
  session application type 0, name None, nas_id 0, timeout 60sec 
  service lookup identified service 0. 
  flow_first_final_check: in <tunnel.2>, out <bgroup0> 
  existing vector list 5-43ec5a4. 
  Session (id:8037) created for first pak 5 
  flow_first_install_session======> 
  route to 192.168.66.254 
  cached arp entry with MAC 000c29e0653f for 192.168.66.254 
  arp entry found for 192.168.66.254 
  ifp2 bgroup0, out_ifp bgroup0, flag 00800800, tunnel ffffffff, rc 1 
  outgoing wing prepared, ready 
  flow got session. 
  flow session id 8037 
  flow_main_body_vector in ifp tunnel.2 out ifp bgroup0 
  flow vector index 0x5, vector addr 0x1ff2a50, orig vector 0x1ff2a50 
  post addr xlation: 172.16.123.101->10.50.50.10. 
  no more encapping needed 
  packet send out to 000c29e0653f through bgroup0 
  **** pak processing end. 
****** 12818.0: <Trust/bgroup0> packet received [60]****** 
  ipid = 272(0110), @038f89b0 
  packet passed sanity check. 
  flow_decap_vector IPv4 process 
  bgroup0:10.50.50.10/1->172.16.123.101/111,1(0/0)<Root> 
  existing session found. sess token 3 
  flow got session. 
  flow session id 8037 
  flow_main_body_vector in ifp bgroup0 out ifp N/A 
  flow vector index 0x5, vector addr 0x1ff2a50, orig vector 0x1ff2a50 
  post addr xlation: 10.50.50.10->172.16.123.101. 
  going into tunnel 40008005. 
  flow_encrypt: pipeline. 
chip info: PIO. Tunnel id 00008005 
(vn2)  doing ESP encryption and size =64 
ipsec encrypt prepare engine done 
ipsec encrypt set engine done 
ipsec encrypt engine released 
ipsec encrypt done 
        put packet(3b9f958) into flush queue. 
        remove packet(3b9f958) out from flush queue. 
 
**** jump to packet:10.20.10.211->10.20.10.111 
  packet encapsulated, type=ipsec, len=120 
  ipid = 20946(51d2), @038f8984 
  out encryption tunnel 40008005 gw:10.20.10.111 
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  no more encapping needed 
  send out through normal path. 
  flow_ip_send: 51d2:10.20.10.211->10.20.10.111,50 => ethernet0/0(120) flag 0x0, 
vlan 0 
  mac 000c298bcb54 in session 
  packet send out to 000c298bcb54 through ethernet0/0 
  **** pak processing end. 
****** packet decapsulated, type=ipsec, len=60****** 
  ipid = 3557(0de5), @0381f4b0 
  tunnel.2:172.16.123.101/112->10.50.50.10/1,1(8/0)<Root> 
  no session found 
  flow_first_sanity_check: in <tunnel.2>, out <N/A> 
  chose interface tunnel.2 as incoming nat if. 
  flow_first_routing: in <tunnel.2>, out <N/A> 
  search route to (tunnel.2, 172.16.123.101->10.50.50.10) in vr trust-vr for vsd-
0/flag-0/ifp-null 
  cached route 11 for 10.50.50.10 
  [ Dest] 11.route 10.50.50.10->192.168.66.254, to bgroup0 
  routed (x_dst_ip 10.50.50.10) from tunnel.2 (tunnel.2 in 0) to bgroup0  
  policy search from zone 1-> zone 2 
 policy_flow_search  policy search nat_crt from zone 1-> zone 2 
  RPC Mapping Table search returned 0 matched service(s) for (vsys Root, ip 
10.50.50.10, port 19691, proto 1) 
  No SW RPC rule match, search HW rule 
swrs_search_ip: policy matched id/idx/action = 4/3/0x1 
  Permitted by policy 4 
  No src xlate   choose interface bgroup0 as outgoing phy if 
ssg5-v92-> unset ffilter 
filter 0 removed 
ssg5-v92-> undebug all 
ssg5-v92-> clear db 
ssg5-v92-> 

 

 

References 
1.  NetScreen Concepts & Examples, ScreenOS Reference Guide, Volume 5: VPNs 
     ScreenOS 5.1.0, P/N 093-1370-000, Rev. B 
2.  NetScreen Concepts & Examples, ScreenOS Reference Guide, User Authentication, Release  
     6.3.0, Rev. 01 
3. Concepts & Examples, ScreenOS Reference Guide, Virtual Private Networks, Release 6.3.0,  
     Rev. 01 
4.  Application Note, Configuring a Dial-up VPN Using Windows XP Client with L2TP Over IPSec  
   (without NetScreen-Remote), Version 1.2 

 


	Network Diagram
	Interfaces
	IP Pool
	Users
	Create a Group:
	Create the Xauth Users:
	Gateway
	Advanced
	AutoKey IKE
	Advanced
	Policies


[image: ]

 (
Quick Installation Guide
NCP Client with Juniper 
ScreenOS
)[image: ]

 (
Quick Installation Guide
NCP Client with Juniper 
ScreenOS
As of 
March 2012
version
 1.1
) (
Quick Installation Guide
)
 (
Copyright
While considerable care has been taken in the preparation and publication of this manual, errors in content, typo-graphical or otherwise, may occur. If you have any comments or recommendations co
n
cerning the accuracy, then please contact NCP. NCP makes no representations or warranties with r
e
spect to the contents or use of this manual, and explicitly disclaims all expressed or implied warranties of merchantability or suitability of use for any particular purpose.
Furthermore, NCP reserves the right to revise this publication and to make amendments to the co
n
tents, at any time, without obligation to notify any person or entity of such revisions or changes. This manual is the sole property of NCP and may not be copied for resale, commercial distribution or tran
s
lated to another language without the express written permission of NCP engineering GmbH.
All trademarks or registered trademarks appearing in this manual belong to their respective owners.
© 
2012 
NCP engineering
 GmbH
, 
All rights reserved.
) (
Support
NCP offers support for all international users by means of Fax and 
Em
ail
.
E
m
ail 
Address
es
helpdesk@ncp-e.com
(English)
support@ncp-e.com
(
German
)
Fax
+1 (650) 251
-
4155
(USA
) 
+49 (911) 9968
-
458
(Europ
e
)
When
 submitting a support request
, please include the following information:
exact product name 
serial number 
version number 
an accurate 
description of your problem
any error message(s)
) (
N
etwork
C
ommunications
P
roducts engineering
USA
: 
NCP engineering, Inc.
444 Castro Street, Suite 711
Mountain View, CA 94041
Tel.:
+1 (650) 316-6273
Fax:
+1 (650) 251-4155
Germany: 
NCP engineering GmbH
Dombuehler
 Str. 2
D-90449 
Nuremberg
Tel.:
+49 (911) 9968-0
Fax:
+49 (911) 9968
-
299
Internet
http://www.ncp-e.com
Email
info@ncp-e.com
)


Contents

1.	Revision History	4

2.	Policy-Based VPN & Shared IKE ID with Preshared Key	5

3.	Juniper Gateway Configuration - WebUI	7

4.	NCP Client Wizard:	18

4.1.	Connection Type	18

4.2.	Profile Name	18

4.3.	VPN Gateway Parameters	18

4.4.	Exchange Mode	19

4.5.	Pre-shared Key	19

4.6.	IPsec Configuration: IP Addresses	19

5.	NCP Client Configuration – Profile changes	20

6.	Route-Based VPN & Multiple Proxy ID support on a Route-Based VPN  	24

7.	Advanced Configuration	33

8.	Troubleshooting	54

8.1.	Juniper Gateway Event Log	54

8.2.	CLI Debugging	54



[bookmark: _Toc298484111][bookmark: _Toc298484685]


1. [bookmark: _Toc299048486][bookmark: _Toc320184747]Revision History

This document outlines the configuration of a ScreenOS based Juniper VPN gateway
and the NCP VPN client.



		Junos Version

		NCP Client Version

		Date

		Changes



		6.1.0r7.0

		9.22 Build 63

		2010-06-23

		Initial document



		

		9.23 Build 17

		2010-07-21

		New NCP client version



		6.3.0r4.0

		9.23 Build 17

		2010-08-06

		New ScreenOS version



		

		

		2010-09-01

		Edits and formatting



		

		

		2010-09-14

		Edits and formatting



		

		

		2010-09-29

		Policy and Route VPN



		

		

		2010-10-15

		Update in AD config



		

		

		2010-12-20

		Added Certificate config



		

		9.23 Build 64

		2011-01-30

		New NCP client version



		6.3.0r7.0

		9.24 Build 65

		2011-05-13

		New NCP client version supporting IKEv2



		

		9.24 Build 95

		2011-09-07

		Revised Multiple Logins with same IKE ID









Network Diagram

The following simple network is used for testing. The Test Server runs on Windows Server 2008 R2 Enterprise. It runs a Web Server (IIS 7) as well as Network Policy and Access Service, which provides for RADIUS authentication.
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Because the SSG5 VPN pool is in the 172.16.100.0 network range we must add a persistent route in the Test Server unless the Juniper is the default gateway.
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[bookmark: _Toc299048487][bookmark: _Toc320184748]Policy-Based VPN & Shared IKE ID with Preshared Key

With policy-based VPN tunnels, a tunnel is treated as an object (or a building block) that together with source, destination, service, and action, comprises a policy that permits VPN traffic. (Actually, the VPN policy action is tunnel, but the action permit is implied, if unstated). In a policy-based VPN configuration, a policy specifically references a VPN tunnel by name.


With route-based VPNs – which we will show later in this document, the policy does not specifically reference a VPN tunnel. Instead, the policy references a destination address. When the security device does a route lookup to find the interface through which it must send traffic to reach that address, it finds a route through a tunnel interface, which is bound to a specific VPN tunnel. We will explain the particular benefits of route-based VPN in the relevant section below in the document.



The Shared IKE ID feature facilitates the deployment of a large number of dialup users. With this feature, the security device authenticates multiple dialup VPN users using a single Group IKE ID and preshared key. Thus, it provides IPsec protection for large remote user groups through a common VPN configuration.



This feature is similar to the Group IKE ID with preshared keys feature (not described in this document), with the following differences:



With the Group IKE ID feature, the IKE ID can be an email address or a fully qualified domain name (FQDN). For this feature, the IKE ID must be an email address.



Instead of using the preshared key seed value and the full user IKE ID to generate a preshared key for each user, you specify a single preshared key for all users in the group.

You must use XAuth (for IKEv1) or EAP (for IKEv2) to authenticate the individual users.

To set up a Shared IKE ID and preshared key on the security device:

1.  	Create a new Group IKE ID user, and specify how many dialup users can use the Group 

IKE ID to log on. For this feature, use an email address as the IKE ID.

2. 	Assign the new Group IKE ID to a dialup user group.

3.  	In the dialup-to-LAN AutoKey IKE VPN configuration, create a Shared IKE ID gateway.

4.  	Define the XAuth users and enable XAuth on the remote IKE gateway.



On the VPN Client:

Configure a VPN tunnel to the security device using aggressive mode for Phase 1 negotiations, and enter the preshared key that you previously defined on the security device. Thereafter, the security device authenticates each remote user as follows:

During Phase 1 negotiations, the security device first authenticates the VPN client by matching the IKE ID and preshared key that the client sends with the IKE ID and preshared key on the security device.

If there is a match, then the security device uses XAuth to authenticate the individual user. It sends a login prompt to the user at the remote site between Phase 1 and Phase 2 IKE negotiations.

If the remote user successfully logs on with the correct username and password, Phase 2 negotiations begin.

In this example, you create a new Group IKE ID user named “NCP Users”. It accepts up to 25 Phase 1 negotiations concurrently from VPN clients with the same preshared key (Tunneling123). You name the dialup IKE user group “Office”. In addition, you configure two XAuth users, test1@juniper.net and test2@juniper.net with Password “password”.
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[bookmark: _Toc320184749]Juniper Gateway Configuration - WebUI

Interfaces

Network > Interfaces > List > Edit (for ethernet0/3): Enter the following, and then click OK:

Zone Name: Trust

Static IP: (select this option when present)

IP Address/Netmask: 192.168.66.1/24

Select the following, and then click OK:

Interface Mode: NAT

Network > Interfaces > List > Edit (for ethernet0/0): Enter the following, and then click OK:

Zone Name: Untrust

Static IP: (select this option when present)

IP Address/Netmask: 10.20.10.211/16



IP Pool

Objects > IP Pools > Local > New: 
Enter the following, and then click OK:

IP Pool Name:	VPN Pool

Start IP:	172.16.100.100

End IP:	172.16.100.200
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Users

Create the Shared IKE ID:

Objects > Users > Local > New: Enter the following, and then click OK:

User Name: NCP Users

Status: Enable

IKE User: (select)

Number of Multiple Logins with Same ID: 25

Simple Identity: (select) 

IKE ID Type: U-FQDN

IKE Identity: users@juniper.net

[image: ]



Create a Group:

Objects > Users > Local Groups > New: Type Office in the Group Name field, do the following, and then click OK:

Select NCP Users and use the << button to move him from the Available Members column to the Group Members column.
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Create the Xauth Users:

Objects > Users > Local > New: Enter the following, and then click OK:

User Name: test1@juniper.net

Status: Enable

XAuth User: Checked

User Password: password

Confirm Password: password

L2TP/XAuth Remote Settings

	IP Pool: VPN Pool
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Objects > Users > Local > New: Enter the following, and then click OK:

User Name: test2@juniper.net

Status: Enable

XAuth User: Checked

User Password: password

Confirm Password: password

L2TP/XAuth Remote Settings

	IP Pool: VPN Pool
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If you don’t use the Shared IKE ID functionality but configure each user individually you can combine both configuration steps (IKE User and Xauth User) for every user. Create one user as IKE User, Simple Identity (either FQDN or U-FQDN) and enable Xauth User with Password and IP Pool assigned. Then add all the users into one Group.



Gateway

The Gateway configuration needs to be bound to the correct external interface. So before you go to the Gateway configuration screen you should validate your correct Outgoing Interface, the interface that is in the Untrust Zone and where the users will connect to from the Outside.



For this go to Network > Interfaces (List) and identify the correct Interface
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Here the external facing Interface is the default ethernet0/0. 

Now turn to the Gateway configuration.

VPNs > AutoKey > Advanced > Gateway > New: Enter the following, and then click OK:

Gateway Name: VPN Gateway

Version: IKEv1

Remote Gateway: (select)

Dialup User Group: (select)

	Group: Office
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Advanced

Preshared Key: Tunneling123

Outgoing Interface: ethernet0/0 (Note your own configuration may be different!)

	Security Level: User Defined: Custom (select)

						Phase 1 Proposal: pre-g2-aes128-sha

						Mode (Initiator): Aggressive
						Enable NAT-Traversal (recommended)

						UDP Checksum (recommended)
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[bookmark: _GoBack]You will get a Warning message to configure Xauth.
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VPNs > AutoKey > Advanced > Gateway > Xauth: Enter the following, and then click OK:

Xauth Server: (select)

	Local Authentication: (select)

		Allow Any
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AutoKey IKE

VPNs > AutoKey IKE > New: Enter the following, and then click OK:

VPN Name: Secure Remote Access

Remote Gateway: (select)

	Predefined: VPN Gateway
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Advanced

	Security Level: User Defined: Custom (select)

				Phase 2 Proposal: nopfs-esp-aes128-sha

			VPN Monitor: (select)
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Policies

For your Policies you have the option to create either a generic Policy to any unspecified network or to specify a specific network for which the SA is created.



First we show the configuration for a generic Any network. 



Policy > Policies

From: Untrust		To: Trust

> New: Enter the following, and then click OK:

Source Address: Address Book Entry: Dial-Up VPN

Destination Address: Address Book Entry: Any

Action: Tunnel

Tunnel: VPN: Secure Remote Access

	Modify matching bidirectional VPN policy: (enable)

Logging: (select)

	at Session Beginning: (select)

Position at Top: (select)
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Watch for two policies created in the two specified zones.
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For a specific Network Policy, which is recommended over the Any approach, you first create an entry in the Addresses List for the protected network segment(s) in the Trust Zone. Here we want to protect the network 192.168.66.0/24.



Policy > Policy Elements > Addresses > List

Select Filter Trust
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Select New

Address Name: Trusted Access

IP Address/Netmask: 192.168.66.0 / 24

Zone: Trust
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Select OK
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Now we show the configuration of a Policy for a specific protected network. 



Policy > Policies

From: Untrust		To: Trust

> New: Enter the following, and then click OK:

Source Address: Address Book Entry: Dial-Up VPN

Destination Address: Address Book Entry: Trusted Access

Action: Tunnel

Tunnel: VPN: Secure Remote Access

	Modify matching bidirectional VPN policy: (enable)

Logging: (select)

	at Session Beginning: (select)

Position at Top: (select)
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Select OK
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[bookmark: _Toc320184750][image: ]NCP Client Wizard: 

[bookmark: _Toc320184751]Connection Type

Configuration > Profiles > Add/Import

Link to Corporate Network Using IPsec: (select)


> Next


















[bookmark: _Toc320184752][image: ]Profile Name

Configuration

Profile Name:  ScreenOS VPN test1@juniper.net

> Next



















[image: ]


[bookmark: _Toc320184753]VPN Gateway Parameters

Gateway (Tunnel Endpoint): 10.20.10.210

Extended Authentication (XAUTH): (select)

	UserID: 		test1@juniper.net

	Password:		password

	Password (confirm):	password


> Next









[bookmark: _Toc320184754][image: ]Exchange Mode

Exchange Mode:	aggressive mode

PFS Group: 	none


> Next
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[bookmark: _Toc320184755]Pre-shared Key

Shared Secret:	Tunneling123

Confirm Secret:	Tunneling123

Local Identity (IKE):	Fully Qualified Username

ID:	users@juniper.net


> Next
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[bookmark: _Toc320184756]IPsec Configuration: IP Addresses

IP Address Assignment:  IKE Config Mode



> Next > OK



















[bookmark: _Toc320184757][image: ]NCP Client Configuration – Profile changes

Edit the Profile to specify specific 

Profile > Juniper VPN > Edit























[image: ]Select IPsec General Settings:

Select Policy Editor
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Select IKE Policy – Add



Enter the following parameters and select OK:

Name: PSK-AES-SHA-DH2

Authentication:	Pre-shared Key

Encryption:	AES 128 Bit

Hash:	SHA

DH-Group:	DH-Group 2 (1024 Bit)











[image: ]Select IPsec Policy – Add



Enter the following parameters and select OK:

Name: ESP-AES-SHA

Encryption:		AES 128 Bit

Hash:		SHA

















[image: ]Select Close

Select the configured policies from the IKE Policy and IPsec Policy drop-down menu
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The Spit Tunneling parameter must be set if you configured a specific Policy on the Juniper gateway. So if you did not set the target network to Any but chose a specific network such as our Trusted Access network you must specify the matching network addresses and netmasks for all your specific policies.



Select Split Tunneling and enter the Remote Network address(es) – here 192.168.66.0/24.







Select OK and close all the windows.



Verify client network configuration via ipconfig/all and netstat –rn
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Perform the same configuration on a second client on another test computer.



Click the connection button to establish the VPN gateway connection. 
Verify the Juniper gateway log.
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Verify client network configuration via ipconfig/all and netstat –rn
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Verify a connection to the web server.
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[bookmark: _Toc320184758]Route-Based VPN & Multiple Proxy ID support on a Route-Based VPN 
(Support for this feature started with ScreenOS 6.3!)

With route-based VPNs, the policy does not specifically reference a VPN tunnel. Instead, the policy references a destination address. When the security device does a route lookup to find the interface through which it must send traffic to reach that address, it finds a route through a tunnel interface, which is bound to a specific VPN tunnel.



Thus, with a policy-based VPN tunnel, you can consider a tunnel as an element in the construction of a policy. With a route-based VPN tunnel, you can consider a tunnel as a means for delivering traffic, and the policy as a method for either permitting or denying the delivery of that traffic.

When a tunnel does not connect large networks running dynamic routing protocols and you do not need to conserve tunnels or define various policies to filter traffic through the tunnel, a policy-based tunnel makes sense. Also, because there is no network beyond a dialup VPN client, policy-based VPN tunnels can be a good choice for dialup VPN configurations.

That said, when the dialup client supports a virtual internal IP address—which the NCP Juniper client does—there are also compelling reasons for using a route-based VPN configuration. A route-based dialup VPN tunnel offers the following benefits:


You can bind its tunnel interface to any zone to require or not require policy enforcement.

You can define routes to force traffic through the tunnel, unlike a policy-based VPN configuration.

You can adjust the proxy ID to accept any IP address from the dialup VPN client by configuring the remote client’s address as 255.255.255.255/32.

You can define one or more Mapped IP (MIP) addresses on the tunnel interface.

When configuring a VPN to a non-ScreenOS device, that has multiple subnets behind it, it requires defining a separate set of proxy id's to match each network that is behind the other side of the VPN. Support for multiple proxy id's is only available beginning with ScreenOS 6.3.0.



For this feature I created a new configuration as follows. Also the existing network diagram was enhanced.
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First create a new IP Pool called “Remote”
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a new IKE User and a new IKE Group “Proxy”.
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Next create a new Gateway configuration “VPN Access”
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Now we need to create a new Tunnel Interface “tunnel.2”. This tunnel interface is created for the trust-vr Virtual Router in the Untrust zone. The tunnel interface is Unnumbered and bound to the external (here Ethernet0/0) interface of the gateway.



[image: ]



[image: ]



[image: ]

Now we create a new AutoKey IKE “VPN Access Tunnel” for the gateway “VPN Access” and bind this tunnel configuration to the Tunnel Interface “tunnel.2”
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In the Policies Address List we create new Network Address entries for our networks “Trusted Access” and “Remote Zone 10” (see network diagram above).
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	Now go back to AutoKey IKE and select the Proxy ID setting for the “VPN Access Tunnel” configuration. We create two Proxy ID entries, one for each VPN access network.
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Finally we must create a static route in the trust-vr routing domain for the remote network 10.50.50.0 with the appropriate next hop gateway. Otherwise the trust-vr router would not know how to route the packets as we can see in the troubleshooting section further below in this document.
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For the NCP client the configuration is identical to the previous configurations. The main configuration sections are shown here.
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[bookmark: _Toc320184759]Advanced Configuration



NAT-T

IPsec does not work across NAT devices. Therefore NAT Traversal is required.
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Replay Protection

Replay Protection provides a safeguard against snooped connection and injected packets.
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Active Directory Authentication

In Enterprise environments authentication against user directories is standard procedure. Below I explain the configuration of extended authentication against Active Directory



Active Directory Configuration

Here we will use a Windows Server 2008 R2 AD Domain server with the domain name vpnaccess.local and two domain users, “Domain User1” and “John Doe”.
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3.2 Juniper Gateway Configuration

First we setup a new IP Pool definition
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 Next step is to configure the Auth Server
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Next configure the Auth Server parameters
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Next create a new Gateway configuration as shown below
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Don’t forget to go into the XAuth Gateway configuration settings
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And next create a VPN configuration using the configured gateway
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As you see we configure Proxy-ID with the Pool Remote IP Address.





The final step in the configuration is to create the Policy definition.
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Don’t forget to set the Authentication in the Advanced Policy configuration.
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And don’t forget the Routing off course, which is required. Create a Route in the trust-vr route domain for the IP Pool network with the Tunnel interface as the Gateway.
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NCP Client Configuration



The NCP client configuration is identical to the steps described earlier in this document.

Here I only describe the difference in the configuration.



First go into the client profile and edit Identities section. The xauth user parameters are the credentials of the Active Directory user.
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And then go to the IPsec Address Assignment.
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All set. Below I show the test with two separate clients connecting simultaneously.
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Certificate Authentication using Active Directory Certificate CA

In Enterprise environments Certificates are often used as a way of authentication. In this section we describe the steps to perform a setup with Certificates using a Microsoft Active Directory Certificate CA and self-signed Certificates.



We assume Active Directory Certificate Services is up and running
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Create a new Windows Server CA

Export the CA cert using “CertUtil –ca.cert ca_rootcert.cer” via CLI
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or via a web browser download the CA Cert 
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Chose “Download CA certificate chain” link and save the file.
Import this cert into the Juniper gateway (Objects – Certificates)
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Copy this cert into the Cacerts client folder. Verify you see it in the client under Connection – Certificates – Display CA Certificates
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For the User Certificate, with the VPN tunnel established from the client to reach the AD/Certificate server, connect to the CA via web browser and click on “Request a certificate”
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From the “Request a Certificate” screen select “submit an advanced certificate request” link. This is necessary to have the keys exportable. 





From the Microsoft TechNet: “If a certificate was issued from a Windows Server 2003 certification authority, the private key for that certificate is only exportable if the certificate request was made via the Advanced Certificate Request certification authority Web page with the Mark keys as exportable check box selected, or if the certificate is for EFS (Encrypting File System) or EFS recovery.”
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From the Advanced Certificate Request screen select “Create and submit a request to this CA”
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On the Advanced Certificate Request screen select Certificate Template “User” and enter a Friendly Name (eg Demo_User) and ensure that “Mark keys as exportable” is checked
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Click on Submit button
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On the “Certificate Issued” screen select “Install this certificate”
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Confirm “Certificate Installed” message

[image: ]





In the CA Store select the generated certificate and chose Export
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In the Certificate Export Wizard select “Yes, export the private key”
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Select “Personal Information Exchange – PKCS #12”
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Enter the Password (eg 123456)
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Complete the Client Certificate export by saving the certificate to a .pfx file
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Select finish to complete the certificate export process
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Verify export success
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Rename the file from demo_user.pfx to demo_user.p12

Import the Certificate into the NCP client
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Select certificate in the NCP Client Connection Profile
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On the Juniper gateway go to Objects – Certificates and select New and enter the relevant information parameters
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Click “Generate”

From the Cert Request window select “Save to File” 
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Go back to the Cert Server Web UI and select Request a Certificate – submit an advanced certificate request

From the Advanced Certificate Request window select “Submit a certificate request by using a base-64-encoded CMC or PKCS #10 file”
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In the “Submit a Certificate Request or Renewal Request” window paste the cert request string
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Click Submit. 

From the Certificate Issued window select “Download certificate chain”. Save the file as the SSG Server Cert
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In the Juniper Gateway go back to Object – Certificates and Load the save Certificate 

Download Base CRL 
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Load CRL in Juniper Gateway. In Objects – Certificates select CRL radio button and browse to saved CRL file
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Test the connection
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[bookmark: _Toc320184760]Troubleshooting

The following section provides a few troubleshooting tips.



[bookmark: _Toc320184761]Juniper Gateway Event Log

Look in the Event Log on the Juniper Gateway



[bookmark: _Toc320184762]CLI Debugging

From the CLI you can do some advanced troubleshooting. 


Login to the console of the gateway

Rainer-Enders-MacBook-Pro:~ rainer$ ssh -l netscreen 10.20.10.212
netscreen@10.20.10.212's password: 
Remote Management Console

Look at the sa table

ssg5-v92-> get sa
total configured sa: 8
HEX ID    Gateway         Port Algorithm     SPI      Life:sec kb Sta   PID vsys
0000000a<         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0
0000000a>         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0
00008001<    10.20.10.111  500 esp:a128/sha1 bbb23378  2180 unlim A/D    -1 0
00008001>    10.20.10.111  500 esp:a128/sha1 2af2bfe8  2180 unlim A/D    -1 0
00000011<         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I     2 0
00000011>         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I     3 0
0000000f<         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I     5 0
0000000f>         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I     6 0
00008002<    10.20.10.111  500 esp:a128/sha1 bbb23379  2186 unlim A/D    -1 0
00008002>    10.20.10.111  500 esp:a128/sha1 beeb3607  2186 unlim A/D    -1 0
00000012<         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0
00000012>         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0
00000013<         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0
00000013>         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0
00008003<    10.20.10.111  500 esp:a128/sha1 bbb23375  2000 unlim I/I     2 0
00008003>    10.20.10.111  500 esp:a128/sha1 dff8f939  2000 unlim I/I     3 0

Start debugging by unsetting all previous debug configurations – if any

ssg5-v92-> undebug all

Verify filter lists – if any

ssg5-v92-> get ffilter

Clear the debug database

ssg5-v92-> clear db





Set the filter

ssg5-v92-> set ffilter src-ip 10.20.10.111 dst-ip 10.50.50.10

filter added

Initialize debug

ssg5-v92-> debug flow basic

Get debug info

ssg5-v92-> get db stream
ssg5-v92-> set ffilter src-ip 172.16.123.101 dst-ip 10.50.50.10
filter added
ssg5-v92-> get db stream
****** packet decapsulated, type=ipsec, len=60******
  ipid = 3279(0ccf), @037f4cb0
  tunnel.3:172.16.123.101/103->10.50.50.10/1,1(8/0)<Root>
  no session found
  flow_first_sanity_check: in <tunnel.3>, out <N/A>
  chose interface tunnel.3 as incoming nat if.
  flow_first_routing: in <tunnel.3>, out <N/A>
  search route to (tunnel.3, 172.16.123.101->10.50.50.10) in vr trust-vr for vsd-0/flag-0/ifp-null
  cached route 0 for 10.50.50.10
  no route to (172.16.123.101->10.50.50.10) in vr trust-vr/0
  packet dropped, no route

We see the reason for packets not being forwarded.
Root cause was missing route entry in the virtual router.

  **** pak processing end.
****** packet decapsulated, type=ipsec, len=60******
  ipid = 3280(0cd0), @038004b0
  tunnel.3:172.16.123.101/104->10.50.50.10/1,1(8/0)<Root>
  no session found
  flow_first_sanity_check: in <tunnel.3>, out <N/A>
  chose interface tunnel.3 as incoming nat if.
  flow_first_routing: in <tunnel.3>, out <N/A>
  search route to (tunnel.3, 172.16.123.101->10.50.50.10) in vr trust-vr for vsd-0/flag-0/ifp-null
  cached route 0 for 10.50.50.10
  no route to (172.16.123.101->10.50.50.10) in vr trust-vr/0
  packet dropped, no route
  **** pak processing end.
ssg5-v92->  unset ffilter
filter 0 removed
ssg5-v92-> undebug all
ssg5-v92-> clear db
ssg5-v92->



After route issue has been corrected.

ssg5-v92-> get sa

total configured sa: 6

HEX ID    Gateway         Port Algorithm     SPI      Life:sec kb Sta   PID vsys

0000000a<         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0

0000000a>         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0

00000011<         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I     2 0

00000011>         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I     3 0

0000000f<         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I     5 0

0000000f>         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I     6 0

00008004<    10.20.10.111  500 esp:a128/sha1 bbb2337a  3548 unlim A/D    -1 0

00008004>    10.20.10.111  500 esp:a128/sha1 328abb5f  3548 unlim A/D    -1 0

00000012<         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0

00000012>         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0

00008003<    10.20.10.111  500 esp:a128/sha1 bbb23375  1024 unlim I/I     2 0

00008003>    10.20.10.111  500 esp:a128/sha1 dff8f939  1024 unlim I/I     3 0

ssg5-v92-> get sa active

Total active sa: 1

total configured sa: 6

HEX ID    Gateway         Port Algorithm     SPI      Life:sec kb Sta   PID vsys

00008004<    10.20.10.111  500 esp:a128/sha1 bbb2337a  3545 unlim A/D    -1 0

00008004>    10.20.10.111  500 esp:a128/sha1 328abb5f  3545 unlim A/D    -1 0

ssg5-v92-> 

ssg5-v92-> get sa active

Total active sa: 2

total configured sa: 8

HEX ID    Gateway         Port Algorithm     SPI      Life:sec kb Sta   PID vsys

00008005<    10.20.10.111  500 esp:a128/sha1 bbb2337b  3597 unlim A/D    -1 0

00008005>    10.20.10.111  500 esp:a128/sha1 bebfd598  3597 unlim A/D    -1 0

00008004<    10.20.10.111  500 esp:a128/sha1 bbb2337a  3537 unlim A/D    -1 0

00008004>    10.20.10.111  500 esp:a128/sha1 328abb5f  3537 unlim A/D    -1 0

ssg5-v92-> undebug all

ssg5-v92-> get ffilter

Flow filter based on:

id:0 src ip 172.16.123.101 dst ip 10.50.50.10 

ssg5-v92-> clear db

ssg5-v92-> debug flow basic

ssg5-v92-> get db stream

ssg5-v92-> get db stream

****** packet decapsulated, type=ipsec, len=60******

  ipid = 3556(0de4), @0381e4b0

  tunnel.2:172.16.123.101/111->10.50.50.10/1,1(8/0)<Root>

  no session found

  flow_first_sanity_check: in <tunnel.2>, out <N/A>

  chose interface tunnel.2 as incoming nat if.

  flow_first_routing: in <tunnel.2>, out <N/A>

  search route to (tunnel.2, 172.16.123.101->10.50.50.10) in vr trust-vr for vsd-0/flag-0/ifp-null

  cached route 11 for 10.50.50.10

  [ Dest] 11.route 10.50.50.10->192.168.66.254, to bgroup0

  routed (x_dst_ip 10.50.50.10) from tunnel.2 (tunnel.2 in 0) to bgroup0 

  policy search from zone 1-> zone 2

 policy_flow_search  policy search nat_crt from zone 1-> zone 2

  RPC Mapping Table search returned 0 matched service(s) for (vsys Root, ip 10.50.50.10, port 19692, proto 1)

  No SW RPC rule match, search HW rule

swrs_search_ip: policy matched id/idx/action = 4/3/0x1

  Permitted by policy 4

  No src xlate   choose interface bgroup0 as outgoing phy if

  no loop on ifp bgroup0.

  session application type 0, name None, nas_id 0, timeout 60sec

  service lookup identified service 0.

  flow_first_final_check: in <tunnel.2>, out <bgroup0>

  existing vector list 5-43ec5a4.

  Session (id:8037) created for first pak 5

  flow_first_install_session======>

  route to 192.168.66.254

  cached arp entry with MAC 000c29e0653f for 192.168.66.254

  arp entry found for 192.168.66.254

  ifp2 bgroup0, out_ifp bgroup0, flag 00800800, tunnel ffffffff, rc 1

  outgoing wing prepared, ready

  flow got session.

  flow session id 8037

  flow_main_body_vector in ifp tunnel.2 out ifp bgroup0

  flow vector index 0x5, vector addr 0x1ff2a50, orig vector 0x1ff2a50

  post addr xlation: 172.16.123.101->10.50.50.10.

  no more encapping needed

  packet send out to 000c29e0653f through bgroup0

  **** pak processing end.

****** 12818.0: <Trust/bgroup0> packet received [60]******

  ipid = 272(0110), @038f89b0

  packet passed sanity check.

  flow_decap_vector IPv4 process

  bgroup0:10.50.50.10/1->172.16.123.101/111,1(0/0)<Root>

  existing session found. sess token 3

  flow got session.

  flow session id 8037

  flow_main_body_vector in ifp bgroup0 out ifp N/A

  flow vector index 0x5, vector addr 0x1ff2a50, orig vector 0x1ff2a50

  post addr xlation: 10.50.50.10->172.16.123.101.

  going into tunnel 40008005.

  flow_encrypt: pipeline.

chip info: PIO. Tunnel id 00008005

(vn2)  doing ESP encryption and size =64

ipsec encrypt prepare engine done

ipsec encrypt set engine done

ipsec encrypt engine released

ipsec encrypt done

        put packet(3b9f958) into flush queue.

        remove packet(3b9f958) out from flush queue.



**** jump to packet:10.20.10.211->10.20.10.111

  packet encapsulated, type=ipsec, len=120

  ipid = 20946(51d2), @038f8984

  out encryption tunnel 40008005 gw:10.20.10.111

  no more encapping needed

  send out through normal path.

  flow_ip_send: 51d2:10.20.10.211->10.20.10.111,50 => ethernet0/0(120) flag 0x0, vlan 0

  mac 000c298bcb54 in session

  packet send out to 000c298bcb54 through ethernet0/0

  **** pak processing end.

****** packet decapsulated, type=ipsec, len=60******

  ipid = 3557(0de5), @0381f4b0

  tunnel.2:172.16.123.101/112->10.50.50.10/1,1(8/0)<Root>

  no session found

  flow_first_sanity_check: in <tunnel.2>, out <N/A>

  chose interface tunnel.2 as incoming nat if.

  flow_first_routing: in <tunnel.2>, out <N/A>

  search route to (tunnel.2, 172.16.123.101->10.50.50.10) in vr trust-vr for vsd-0/flag-0/ifp-null

  cached route 11 for 10.50.50.10

  [ Dest] 11.route 10.50.50.10->192.168.66.254, to bgroup0

  routed (x_dst_ip 10.50.50.10) from tunnel.2 (tunnel.2 in 0) to bgroup0 

  policy search from zone 1-> zone 2

 policy_flow_search  policy search nat_crt from zone 1-> zone 2

  RPC Mapping Table search returned 0 matched service(s) for (vsys Root, ip 10.50.50.10, port 19691, proto 1)

  No SW RPC rule match, search HW rule

swrs_search_ip: policy matched id/idx/action = 4/3/0x1

  Permitted by policy 4

  No src xlate   choose interface bgroup0 as outgoing phy if

ssg5-v92-> unset ffilter

filter 0 removed

ssg5-v92-> undebug all

ssg5-v92-> clear db

ssg5-v92->
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