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USA: Support

NCP engineering, Inc. NCP offers support for all international users

444 Castro Street, Suite 711 by means of Fax and Email.

Mountain View, CA 94041

Tel.: +1 (650) 316-6273 Email Addresses

Fax: +1 (650) 251-4155 helpdesk@ncp-e.com (English)
support@ncp-e.com (German)

Germany:

NCP engineering GmbH Fax

Dombuehler Str. 2 +1 (650) 251-4155 (USA)

D-90449 Nuremberg +49 (911) 9968-458 (Europe)

Tel.:  +49 (911) 9968-0

Fax: +49 (911) 9968-299 When submitting a support request, please

include the following information:
Internet

http://www.ncp-e.com exact product name

serial number

version number

an accurate description of your problem
any error message(s)

Email
info@ncp-e.com

vVVvyvYyyvyy

Copyright

While considerable care has been taken in the preparation and publication of this manual, errors in
content, typo-graphical or otherwise, may occur. If you have any comments or recommendations con-
cerning the accuracy, then please contact NCP. NCP makes no representations or warranties with re-
spect to the contents or use of this manual, and explicitly disclaims all expressed or implied warranties
of merchantability or suitability of use for any particular purpose.

Furthermore, NCP reserves the right to revise this publication and to make amendments to the con-
tents, at any time, without obligation to notify any person or entity of such revisions or changes. This
manual is the sole property of NCP and may not be copied for resale, commercial distribution or trans-
lated to another language without the express written permission of NCP engineering GmbH.

All trademarks or registered trademarks appearing in this manual belong to their respective owners.

© 2012 NCP engineering GmbH, All rights reserved.

© NCP engineering = info@ncp-e.com = www.ncp-e.com = v1.1 = Subject to change without notice
Page 2 of 58


http://www.ncp-e.com/�
mailto:info@ncp-e.com�
mailto:helpdesk@ncp-e.com�
mailto:support@ncp-e.com�

Quick Installation Guide "cp

SECURE COMMUNICATIONS Wl

NCP Client with Juniper ScreenOS

Contents
ReVISION HiStOIY ..icuiiciimuiteiimsimesrnemasmnsnasmnssnsssnsssassnassnssnassnsssassnsssassnsssnssnnssnssnnssnssnnsnnnsnnss 4
2. Policy-Based VPN & Shared IKE ID with Preshared Key.......coorcurmummammsmmasnsssnssnsssnasnnsnans 5
3. Juniper Gateway Configuration - WebUL.........ccccormeimmammammmsmmesmmsmmesssssmassnssmassnsssasssassnssnnns 7
4. NCP Client Wizard: .......coreeesimmmmesssmmmmessssmmmmsssssmmmmsssssmmmsssssssmmsssssssmmssssssssmmsssssssmnnnssssnn 18
S R o o 1ot u o T 1NV o T PP UPPPPPRRE 18
4.2, Profile NamE ...t e e e 18
4.3. VPN GateWay Parameters.......ccciiiuiiiiiiiiiiiis s ers s e s e s s s s e a s e nae s ea s e na e e e eanas 18
T (o = T T 1 oo = 19
4.5, Pre-Shared KeY .....iiiuuiiiiiiiiiiii s r s e e e e e e e e e rn e aees 19
4.6. IPsec Configuration: IP AdArESSES.......iiieruiiieriiiiiiie i et e et e e s s e s e e s s e e s e s e e eanneaees 19
5. NCP Client Configuration — Profile changes..........ccccumminmmsinmsinmsmns s 20
6. Route-Based VPN & Multiple Proxy ID support on a Route-Based VPN ......cccccormuimmsmnesrassnnsses 24
7. Advanced Configuration .......ccuieccireirmmsmmsimmesmmssrs s 33
8. TroublesShOOting ....cicireuirermeirernsimesmnemmasrnssresmnesrsssnassnssnassnssnassnssnnssnsssnssnnssnssnnssnnsnnsnnnsnns 54
8.1. Juniper Gateway EVENE LOG ...uivvuiiiiiiiiiiiiiise s s s e s s s s r s s e s n s e s e an s e nas 54
S 92N © I B 1= o 10 T o [ o P 54

© NCP engineering = info@ncp-e.com = www.ncp-e.com = v1.1 = Subject to change without notice
Page 3 of 58



Quick Installation Guide

NCP

NCP Client with Juniper ScreenOS

1. Revision History

SECURE COMMUNICATIONS Wl

This document outlines the configuration of a ScreenOS based Juniper VPN gateway

and the NCP VPN client.

Junos Version | NCP Client Version

6.1.0r7.0 9.22 Build 63
9.23 Build 17
6.3.0r4.0 9.23 Build 17
9.23 Build 64
6.3.0r7.0 9.24 Build 65
9.24 Build 95

Network Diagram

Date

2010-06-23
2010-07-21
2010-08-06
2010-09-01
2010-09-14
2010-09-29
2010-10-15
2010-12-20
2011-01-30
2011-05-13
2011-09-07

Changes

Initial document

New NCP client version

New ScreenQOS version

Edits and formatting

Edits and formatting

Policy and Route VPN

Update in AD config

Added Certificate config

New NCP client version

New NCP client version supporting IKEv2
Revised Multiple Logins with same IKE ID

The following simple network is used for testing. The Test Server runs on Windows Server 2008 R2
Enterprise. It runs a Web Server (IIS 7) as well as Network Policy and Access Service, which pro-

vides for RADIUS authentication.

Fa
T

N
7

110.20.10.112

10.20.10.111
Juniper SSG5 — .
10.20.10.211 - —
192.168.66.2 Client
IP Pool:
172.16.100.0/24 Test
Server

192.168.66.10

(=

1]

192.168.66.0/24

vpnuseri
Password12

IP Pool:

192.168.66.100+

Because the SSG5 VPN pool is in the 172.16.100.0 network range we must add a persistent route in
the Test Server unless the Juniper is the default gateway.

© NCP engineering = info@ncp-e.com
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[c~] Administrator: C:\Windows\system32\cmd.exe
ate —p add 172.16.188.0 mask 255.255.255.8 192_168.66.2

[=] PRO/18 MI MNetwork Connection H2
29 47 al b9 ..Intel{R> PRO-1888 MT Network Connection
..Software Loopback Interface 1
A Microsoft ISATAP Adapter
unneling Pseudo-Interface
t ISATAP Adapter H2

Gateway
a a. 192.168.66.1 - -66.18
255 . 2! 8.8 On-link .208.13.
255 255255 On-link
.255.255 255 On-link
255.8.8.8
.255.255.255

127.0.68.1
127.255.255.255 255
?2.16.108.8
192.168.66.8
192.168.66.18 255
8.66.255

On—-link

On-link

224. A A a. On-link

255.255.25 5 - - 25 On-link
255 255,255 _255
55.255._255.255

Gatewvay Addr Metric
2.168.66.1 Defau%t

2. Policy-Based VPN & Shared IKE ID with Preshared Key

With policy-based VPN tunnels, a tunnel is treated as an object (or a building block) that together

with source, destination, service, and action, comprises a policy that permits VPN traffic. (Actually,
the VPN policy action is tunnel, but the action permit is implied, if unstated). In a policy-based VPN
configuration, a policy specifically references a VPN tunnel by name.

With route-based VPNs — which we will show later in this document, the policy does not specifically
reference a VPN tunnel. Instead, the policy references a destination address. When the security
device does a route lookup to find the interface through which it must send traffic to reach that
address, it finds a route through a tunnel interface, which is bound to a specific VPN tunnel. We will
explain the particular benefits of route-based VPN in the relevant section below in the document.

The Shared IKE ID feature facilitates the deployment of a large number of dialup users. With this
feature, the security device authenticates multiple dialup VPN users using a single Group IKE ID and
preshared key. Thus, it provides IPsec protection for large remote user groups through a common
VPN configuration.

This feature is similar to the Group IKE ID with preshared keys feature (not described in this docu-
ment), with the following differences:

» With the Group IKE ID feature, the IKE ID can be an email address or a fully qualified domain
name (FQDN). For this feature, the IKE ID must be an email address.

» Instead of using the preshared key seed value and the full user IKE ID to generate a preshared
key for each user, you specify a single preshared key for all users in the group.

© NCP engineering = info@ncp-e.com = www.ncp-e.com = v1.1 = Subject to change without notice
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» You must use XAuth (for IKEv1) or EAP (for IKEv2) to authenticate the individual users.

To set up a Shared IKE ID and preshared key on the security device:

1. Create a new Group IKE ID user, and specify how many dialup users can use the Group
IKE ID to log on. For this feature, use an email address as the IKE ID.

2. Assign the new Group IKE ID to a dialup user group.

3. In the dialup-to-LAN AutoKey IKE VPN configuration, create a Shared IKE ID gateway.
4, Define the XAuth users and enable XAuth on the remote IKE gateway.

On the VPN Client:
Configure a VPN tunnel to the security device using aggressive mode for Phase 1 negotiations, and
enter the preshared key that you previously defined on the security device. Thereafter, the security
device authenticates each remote user as follows:
» During Phase 1 negotiations, the security device first authenticates the VPN client by matching
the IKE ID and preshared key that the client sends with the IKE ID and preshared key on the

security device.

» If there is a match, then the security device uses XAuth to authenticate the individual user. It
sends a login prompt to the user at the remote site between Phase 1 and Phase 2 IKE negotia-
tions.

» If the remote user successfully logs on with the correct username and password, Phase 2 nego-
tiations begin.

In this example, you create a new Group IKE ID user named “NCP Users”. It accepts up to 25
Phase 1 negotiations concurrently from VPN clients with the same preshared key (Tunneling123).
You name the dialup IKE user group “Office”. In addition, you configure two XAuth users,
testl@juniper.net and test2@juniper.net with Password “password”.

© NCP engineering = info@ncp-e.com = www.ncp-e.com = v1.1 = Subject to change without notice
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3. Juniper Gateway Configuration - WebUI

Interfaces

Network > Interfaces > List > Edit (for ethernet0/3): Enter the following, and then click OK:
Zone Name: Trust

Static IP: (select this option when present)

IP Address/Netmask: 192.168.66.1/24

Select the following, and then click OK:

Interface Mode: NAT

Network > Interfaces > List > Edit (for ethernet0/0): Enter the following, and then click OK:
Zone Name: Untrust

Static IP: (select this option when present)

IP Address/Netmask: 10.20.10.211/16

IP Pool

Objects > IP Pools > Local > New:
Enter the following, and then click OK:
IP Pool Name: VPN Pool

Start IP: 172.16.100.100

End IP: 172.16.100.200

Objects > IP Pools > Edit ssg5-v92 [

IP Pool Name vpn_pool

Start IP [172.16.100.100

End IP (172.16.100.200

oK Cancel |

© NCP engineering = info@ncp-e.com = www.ncp-e.com = v1.1 = Subject to change without notice
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Users

Create the Shared IKE ID:

Objects > Users > Local > New: Enter the following, and then click OK:
User Name: NCP Users

Status: Enable

IKE User: (select)

Number of Multiple Logins with Same ID: 25

Simple Identity: (select)

IKE ID Type: U-FQDN

IKE Identity: users@juniper.net

[ ssq5-v92: uniper Soreencs 6.3.0r7.0 M or B - e v Pager Safety v Tooks s e
Objects > Users > Local > Edit $595-v92 [ 7]

"\
@l Juniper
55GEvI2 Auth/IKE/XAuth/LZTP User
User Name NCP Users
Status & Enable " Disable
[ IKE user Number of Multiple Logins with Same ID |25
#  Simple 1dentity
IKE ID Type |U-FQDN = IKE Identity users@juniper.net
© Use Distinguished Name For ID
™ Authentication User User Password
I xAuth user Confirm Password
I~ L2TP user
ok Cancel

Create a Group:
Objects > Users > Local Groups > New: Type Office in the Group Name field, do the following, and

then click OK:
Select NCP Users and use the << button to move him from the Available Members column to the

Group Members column.

Group Name ]Office

<-- Group Members --> <-- Available Members -->
mam&— NCP Users
<<
>>
OK Cancel

© NCP engineering = info@ncp-e.com = www.ncp-e.com = v1.1 = Subject to change without notice
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Create the Xauth Users:

Objects > Users > Local > New: Enter the following, and then click OK:
User Name: testl@juniper.net
Status: Enable
XAuth User: Checked
User Password: password
Confirm Password: password
L2TP/XAuth Remote Settings
IP Pool: VPN Pool

(@] ssg5-v92: Junper-SoreenCS 6.3.017.0

Objects > Users > Local > Edit

Auth/ITKE/XAUth/L2TP User

User Name test1@juniper.net
Status @ Enable © Dpigabla
I IKE User Number of Multiple Logins with Same 1D |1

© simple Identity
Use Distinguished Name For 1D

I” Authentication User User Password |ssssesss
¥ XAuth user Confirm Password |ssssssss
I L27P User

L2TP/XAuth Remote Settings

{ Remote 1P: 0.0.0.0 )

1P Posl [VPN Pool ~] Static P [0.0.0.0
Primary DNS 1P [0.0.0.0 Primary WINS 1P [0.0.0.0
Secondary DNS P [0.0.0.0 Secondary WINS 1P [0.0.0.0

ok | cancel

Objects > Users > Local > New: Enter the following, and then click OK:

User Name: test2@juniper.net

Status: Enable

XAuth User: Checked

User Password: password

Confirm Password: password

L2TP/XAuth Remote Settings
IP Pool: VPN Pool

[ ssg5-v92: )unper SreenCs 6.3.0r%.0

Objects > Users > Local > Edit

Auth/IKE/XAuth/L2TP User

© use Distinguished Name For ID

I Authentication user

User Name test2@juniper.net

Status @ Enable " Dpisable

[ IKE User Number of Multiple Logine with Sama ID |1
' simple Identity

User Password [svssssss

¥ XAuth User Confirm Password [ssssssss
™ L2TP User
L2TP/XAuth Remote Settings ( Remote IP: 0.0.0.0)
1P Pool [VPN Pool = statie ? [o.0.00
prmary DNS P J0.0.00 pimary wins 1 [o.000
Secondary DNS P J0.0.00 secondary wINS P fo.0.00

ok | cancel

© NCP engineering = info@ncp-e.com
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If you don't use the Shared IKE ID functionality but configure each user individually you can com-
bine both configuration steps (IKE User and Xauth User) for every user. Create one user as IKE
User, Simple Identity (either FQDN or U-FQDN) and enable Xauth User with Password and IP Pool
assigned. Then add all the users into one Group.

Gateway

The Gateway configuration needs to be bound to the correct external interface. So before you go to
the Gateway configuration screen you should validate your correct Outgoing Interface, the interface
that is in the Untrust Zone and where the users will connect to from the Outside.

For this go to Network > Interfaces (List) and identify the correct Interface

It ‘

Syl

ﬁjg

i

I
i

mi{!l’iﬁi
‘;!! {

i

Here the external facing Interface is the default ethernet0/0.

Now turn to the Gateway configuration.
VPNs > AutoKey > Advanced > Gateway > New: Enter the following, and then click OK:
Gateway Name: VPN Gateway
Version: IKEv1
Remote Gateway: (select)
Dialup User Group: (select)
Group: Office

© NCP engineering = info@ncp-e.com = www.ncp-e.com = v1.1 = Subject to change without notice
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VPNs > AutoKey Advanced > Gateway > Edit s5g5-v92 2]

>
Qi Juniper
8$865-v92 Gateway Name |VPN Gateway

Version @ IKEvi ( IKEv2

@ Remote Gateway

C static IP Address 1P Address/Hostname |

¢ Dynamic IP Address Peer ID |

¢ Dialup User User ,m
@ Dialup User Group Group ,@

" ACVPN-Dynamic
Local ID |[DistinguishedName]
' ACVPN-Profile

OK Cancel Advanced

Advanced

Preshared Key: Tunneling123
Outgoing Interface: ethernet0/0 (Note your own configuration may be different!)
Security Level: User Defined: Custom (select)
Phase 1 Proposal: pre-g2-aes128-sha
Mode (Initiator): Aggressive
Enable NAT-Traversal (recommended)
UDP Checksum (recommended)

/75 ss05-v92:3uniper-Screen0S 6.3.04.0 - Windows Tnternet Explorer

@7‘\-'——; 10.20,10.222 et SB[ X[ o Pl
i Fovorites | - 8

] seq5-52:uriper-Screents 5.3.0r4.0 Fi-B -« e pmee sakiye Todse @e
VPNs > AutoKey Advanced > Gateway > Edit ssg5-vez a8

BlJuniper .

™ IKEv2 Auth Method

Use As Seed [

Local (optional)
©Outgeing Interface ethemet0/o

Security Level
Predefined  Standard ( Compatble © Basic
User Defined & custom
Phase 1 Proposal
[pre-g2-aesizesha =] [Nane =] [None =] [None =l

Mode (Initiator) © Main (ID Protection)  Aggressive

I Enable NAT-Traversal
uDP Checksum &

Keepalive Frequency 50 Seconds {0~300)

Peer Status Detection
 Heartbeat Hello [0 Seconds {1~3600, 0: disable)

Reconnect [0 Seconds {60~9999, 0: default)

Threshald [3 (2-9999)
 pPD TInterval [0 Seconds (3~28800, 0: disabla)

Retry [s (a~127) B
Always Send [~
Reconnect Interval)  (60~2999) Seconds, 0 Disable

Preferred

Local Cert None =
Peer CA [None =

Peer X503-351G ~
VP

< > I” use pistinguished Name for Peer 1D |
[ [T T [ 3 [P [ Trusted stes | Protectea Mode: off [Fa + [®Rwo% ~ |

You will get a Warning message to configure Xauth.

© NCP engineering = info@ncp-e.com = www.ncp-e.com = v1.1 = Subject to change without notice
Page 11 of 58



Quick Installation Guide "cp

SECURE COMMUNICATIONS Il
NCP Client with Juniper ScreenOS

VPNs > AutoKey Advanced > Gateway > Edit ssg5-vi2 |
Qi Juniper
Rerworxs
55G5-v92 Peer Address/ID/User Local Security
| Bane Type Group 1D Level Cavlome
VEN Dial Office - Custom Edit | Xauth |Re
Gateway ialup ustor Edit Xauf emove
[message trom webpage x|
_ﬁ [iche: wascht IKE bl crol e ratee]Plaeme ruviss HAUITH meever: m m b Faroec e el
i

VPNs > AutoKey > Advanced > Gateway > Xauth: Enter the following, and then click OK:
Xauth Server: (select)
Local Authentication: (select)
Allow Any

(@ ssg5-v92: uniper Sreen0s 6.3.0r7.0 Mpov Bl v U7 e - Page- Ssfety~ Took~ -
VPHs > AutoKey Advanced > Gateway > Xauth s5g5-v92 7]

Gateway Name: VPN Gateway

Bl Juniper

ssesvez  None

 XAuth Server
Authentication Settings:
Allowed Authentication Type * Generic  ( CHAP Only  ( CHAP & PAP

" Use Default Xauth Settings
@ Local Authentication

& Allow Any
" User None E
 User Group None v

 External Authentication None =] I Query Remate Setting
& Allow Any
© user Name
 User Group Name

 Bypass Authentication

Accounting Settings:

Accounting Server None »|
Accounting OFf u

 XAuth Client
Allowed Authentication Type © Any C CHAPOnly SecurlD

Userhame|
password|
Updata DHCP Server [

iz B : | stam | siatength  action
E] I =

No entry available

oK Apply Cancel
AutoKey IKE

VPNs > AutoKey IKE > New: Enter the following, and then click OK:
VPN Name: Secure Remote Access
Remote Gateway: (select)

Predefined: VPN Gateway

© NCP engineering = info@ncp-e.com = www.ncp-e.com = v1.1 = Subject to change without notice
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VPNs > AutoKey IKE > Edit ssg5-ve2 @ I

VPN Name lSECL!I'E Remote Access

® Remote Gateway © Predefined VPN Gateway v

" Create a Simple Gateway

Gateway Namel

Version @ IKEvi ' IKEv2

Type @ Static IP Address/Hostnamel—
" Dynamic IP Peer ID l—
" Dialup User Userlm
¢ Dialup Group Group lm
Local ID l—(opﬁonal)
Preshared KGVI Use As Seed |

Security Level ® standard < Compatible  Basic

Outgoing Interface I ethernet0/0 v

¢ ACVPN-Dynamic  Gateway |None LI Tunnel Towards Hub | ~
¢ ACVPN-Profile Binding to Tunnel |None ~

oK | Cancel | Advanced |

Advanced

Security Level: User Defined: Custom (select)
Phase 2 Proposal: nopfs-esp-aes128-sha
VPN Monitor: (select)

VPNs > AutoKey IKE > Edit ssg5-v92 2]

J-ynn!per. B

55G5v92 Security Level

Predefined ¢ Standard ¢ Compatible ¢ Basic
User Defined ® Custom
Phase 2 Proposal
Inopfs-esp-aes128-sha j INone
lNone j INune

Lefled

Replay Protection |
Transport Mode | (For L2TP-over-IPSec only)

Bind to ® None
© Tunnel Interface none v
© Tunnel Zone Untrust-Tun v
Proxy-ID |
Local IP / Netmask

Remote IP / Netmask
Service |ANY

RE-

DSCP Marking © Disable

" Enable Dscp ValueIU B
VPN Group |None v Weight |1

VPN Monitor v

Source Interface |default A )

© NCP engineering = info@ncp-e.com = www.ncp-e.com = v1.1 = Subject to change without notice
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Policies
For your Policies you have the option to create either a generic Policy to any unspecified network or
to specify a specific network for which the SA is created.

First we show the configuration for a generic Any network.

Policy > Policies
From: Untrust To: Trust
> New: Enter the following, and then click OK:
Source Address: Address Book Entry: Dial-Up VPN
Destination Address: Address Book Entry: Any
Action: Tunnel
Tunnel: VPN: Secure Remote Access

Modify matching bidirectional VPN policy: (enable)
Logging: (select)

at Session Beginning: (select)
Position at Top: (select)

Policy > Policies (From Untrust To Trust) $505-v92 g|
@ Juniper’
NETWORKS
$8G5.v92 Name (optional) |

-
Source Address Rewaddess I
® Address Book Entry | Dial-Up VPN ~ Multlple |

¢ New Address I

Destination Address
® Address Book Entry | Any Multlple I

Service |ANY =]l multipte |
Application INone -

[~ WEB Filtering

Action I Tunnel vi

Antispam enable [

Tunnel vypN | Secure Remote Access v

¥ Modify matching bidirectional VPN policy
oo =1
Logging ¥ at Session Beginning v
Position at Top v

" Session-limit

Counter ID

Watch for two policies created in the two specified zones.

© NCP engineering = info@ncp-e.com = www.ncp-e.com = v1.1 = Subject to change without notice
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Policy > Policies (From All zones To All zones) ssg5-v92 a‘

List|20 Ziper page Search |
Jun per' From |Alzones ~ To !AII zones v| Go | ew

NETWORKS
S565.v92 From Trust To Untrust, total policy: 2
ID Source Destination Service Action Options Configure Enable Move
o 3 |Any Dial-Up VPN | ANY & Edit Clone Remove| b -
..
o 1 | Any Any ANY @ Edit Clone Remove| W . -
s L From Untrust To Trust, total policy: 1
‘L ID Source Destination Service Action Options Configure Enable Move
2 3:,?\: UP any ANY & Edit Clone Remove| b -

-

For a specific Network Policy, which is recommended over the Any approach, you first create an
entry in the Addresses List for the protected network segment(s) in the Trust Zone. Here we want
to protect the network 192.168.66.0/24.

Policy > Policy Elements > Addresses > List
Select Filter Trust

[ s595-v92:Juniper-Screen0S 6.3.0r4.0 - Windows Internet Explorer

G_.-.\, w [ 0171020, 10. 202 nsebs bt = EEEY BE Pl
L Favorites | (] ssgS+92nipsr-ScreenaS ... Microsoft Active Dirsctory C...
[ ss05-22: Juniper -Screen0s 6.3.0r4.0 P Bl - 0 mm o Page Safetye Tooks = il

Policy > Policy Elements > Addresses > List s5g5-v92
List IZU—,‘,lper page
:'..'J,'.!!Par [Trst =] Fitter: ALLO-9ABCDEEGIJLMNOPQRSTUYWX-Z Neve
Name ‘ IP/Domain Name Comment | Configure

172.16.66.0/24 ‘7@1?2.15.66.70 124 Edit Remove
172.16.66.100/32 9 172.16.66.100 /32 Edit Remaove
192.168.66.10 | 192,168.66.10 /32 Edit In Use
192.168.66.11 ﬂlQZ‘lﬁE.ﬁﬁ,ll /32 @ In Use
D M 102.168.66.11 /32 Edit | Remove
Any #0.0.0.0/0 All Addr [ In Use
Dial-Up VPN 255,255,255.255 /32 Dial-Up VPN Addr
Radius ™ 192.168.66.10 /32 |edic | Ramove
Remote Zone 10 £,10.50.50.0 /24 Edit In Use

Select New

Address Name: Trusted Access

IP Address/Netmask: 192.168.66.0 / 24
Zone: Trust

© NCP engineering = info@ncp-e.com = www.ncp-e.com = v1.1 = Subject to change without notice
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wdows Intermet Cxplarer [0
3 10.20.1022 v S 8[| ors e
L Fevorites | riper . B
[0 50552 Juniper-Sareen0S 5.3.0r4.0 i = E) © ) mm - Page- Safety - Todkse @~
Policy > Policy Elements > Addresses > Configuration s5g5-v92

Address Name [Trusted Access

Commant [

1P Address/Domain Name

o
(wikdcard mack) [192.168.65.0 B
© pomain Name ——————

zane [Tnst =]

[o] conca

pmeo o o
rT

T

[ s
G -&

i Fevories | [

[ ————r

Now we show the configuration of a Policy for a specific protected network.

Policy > Policies

From: Untrust To: Trust

> New: Enter the following, and then click OK:
Source Address: Address Book Entry: Dial-Up VPN

Name [ 1P/Domain Name. comment | configure
172.16.66.0/24 $,172.16.66.0 /24 Edit  |Remove
172.16.66.100/32 5 172.16.66.100 /32 Edit  |Remove
192.168.66.10 9 192.168.66.10 /32 [edit  |1nuse
192.168.66.11 9 192.168.66.11 /32 edit  [nuse
a0 =192,168.66.11 /32 Edit |Remove
Any #,0.0.0.0 /0 Al Addr In Use
01ai-Up VPN ®255,255.255.255 /32 Dial-Up VPN Addr
Radius ) 192.168.66.10 /32 Edit  |Remove
Remote Zone 10 #,10.50.50.0 /24 Edit | use
Trustad Accass $,192.168.66.0 /24 Edt  |nuse

Destination Address: Address Book Entry: Trusted Access

Action: Tunnel
Tunnel: VPN: Secure Remote Access

Modify matching bidirectional VPN policy: (enable)

Logging: (select)
at Session Beginning: (select)
Position at Top: (select)

SECURE COMMUNICATIONS W
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0 - Windows Internet Explorer

D B o 20 bz SB[
5 Fovortes | 3. Rl seovo2nmperScremncs .. £ Mcrosaf e Drectary .

I 55452 Junper-ScreenCS 6.3.0r4.0 F ~ B) - Y - Page~ Safety - Tods - -
Policy > Policies (From Untrust To Trust) ssg5-va2 [7]

55G8-v82 name (optionan) [

" New Address | i
Source Address
" © Address Book Entry |DiatUp VPN =| _Multiple
 New Addrass [ i

Destination Address
& Address Book Entry | Trusted Access x| _ Multiple
Service [any =] Mwitiple
Application [Nore -

I WEB Filtering
Action | Tunnel =
Antispam enable [~
Tunnel yen [Secue Remote Access ]
¥ Modify matching bidirectional VPN policy
L27P |None =
Logging M  at Session Beginning
Position at Top

I sassion-limit
Counter [0

Alarm without drop I~

oK cancel Advanced

6 e [ Fa-[Ro -

(<18 B0 SB[ s
i rovortes |4 B
(@ ssas-v2:dunipe ScreenCS 6.3.0r4.0 -8 Poge = Safetys Tods @+
Policy > Policies (From All zones To All zanes) ssg5-vs2 a
List[20 ~Iper page saarch
From [Alzones <] new|
From Trust To Untrust, total policy: 5
I Source Destination  Service | Action Configure Enable | Move
32 Trusted Access | Dial-Up VPN ANy <l Clone | Remove " oo
3 any Dial-Up VPN any @ Clone |Remove 2 T -
l_.ﬂnv Any [} Clone |Remove ~ E
8  192.168.66.10 Dial-up VPN ANY ad || Clone |Remeve I G-
10 192.168.66.11 Dial-Up VPN ANY qg’ Clone |Remove Icd ¢ -
From Untrust To Trust, total policy: 5
m  source Destination | Service | Action Configure Enable | Move
11 Dial-Up VPN Trusted Access | ANY 'Y Clone |Remove " -
2 Dial-Up VPN Any any <& Clone | Remove I3 B
4 any Any ANy @ Clone |Remove 3 G-
|7 Dialup ven 1921686800 | ANY & Clone |Remove | | 7 =
9 Dial-Up VPN 192.168.66.11 ANY & Clone |Remove I T -
>
Bone [T [ T [fe [ Trusted s T protected wode: off i - [Rwo= - 7
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4. NCP Client Wizard:

4.1. Connection Type

Configuration > Profiles > Add/Import
Link to Corporate Network Using IPsec: (select)

> Next

4.2. Profile Name

Configuration
Profile Name: ScreenOS VPN test1@juniper.net

> Next

4.3. VPN Gateway Parameters

Gateway (Tunnel Endpoint): 10.20.10.210

Extended Authentication (XAUTH): (select)
UserID: testl@juniper.net
Password: password
Password (confirm): password

> Next

SECURE COMMUNICATIONS Wl

NCP Secure Client - Juniper Edition = |

Connection Configuration Log View Help —yailable Profik
Erofle n Group:

[Show al profes =l Group

Frofie Neme I
Statistics:
Data (T in Byte: 0 Tmeonine:  00:00:00
anove O | Trmoaet B o | e | o | oo | | mom |
‘Speed (KByte/s):  0.000 ‘Encryption:

| o | o |

New Profile Wizard

Connection Type
Delne e of carnection NC?

' Manually configure profile
Create an [Psec VPN profile to a Juriper device

€ Profile Import
Import a configuration file you may sheady have [~ i, % spd)

i e

[ e secare cent mpereion ISR | prome S R |

Connection Configuration Log View Help ~Awaiable Profi

Group

[Show al profiies | Group

Fiofile MName. I

Stalistics:
Data (T) in Byte: 0 Time online: 00:00:00

Data (Rx)inByte: 0 Timeout (sec): 0 sec Add / Import I Edi | Cony | Delete: | Export |
Speed (KBytels):  0.000 Encrypiion:

Hel oK Cancel
New Profile Wizard B | | ceea |

Profile Name
Enter the piofile name of the connection

The corestion may be given a descrptive nme, up to 33 alphanumeis characters
long. Enter the name in the following field

Profils Name:
IStreer\D S VPN test @juniper.nef

o G

NCP Secure Client - Juniper Edition (1o Profile J[=]

Connection Configuration Log View Help.

[-Avalable Profi
Group:
[Shaw ol profiles = Group
Prafil Name [

Stalistics:
Data (Tx}in Byte: 0 Time oniine: 00:00:00

Data (Rx) in Byte: 0 Timeout (sec): 0 sec Add ? Import I Edit | Copy. | Delete. | Export |

Speed (KBytels):  0.000 Encryption

Hel | oK | Cancel |
New Profile Wizard x] elp ancel

VPN Gateway Parameters
Ta which VPN gatewap should the connetion be NG
establshed?

Enter the DNS niame (ie. wpriserver domair.com) o the offcial IP addiess [ie. 2121017.29) of
the VPN gataway pou want to connect to.

Using Evtended Auihentication (<ALITH] you can enter the user 1D and password for the
authenticalion.|f no authnlicalion data are entered they il be requested when esiabishing the
connecion

4! Gateway (T
1 [1020102m
[V Extended (REUTH)

$ User D
Jtestt @iuniper.net

Password Password [confim]

<Back Cancel
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4.4. Exchange Mode

Exchange Mode:
PFS Group:

> Next

aggressive mode
none

4.5. Pre-shared Key

Shared Secret:
Confirm Secret:
Local Identity (IKE):
ID:

> Next

4.6.

Tunneling123
Tunneling123

Fully Qualified Username
users@juniper.net

IPsec Configuration: IP Addresses

IP Address Assignment: IKE Config Mode

> Next > OK

SECURE COMMUNICATIONS Wl

S=IE| |

[Avalable Profik

Group

[Show ol profies

T ow

Profile Mame. |

Statistics:
Data (T} in Byte: 0 Timeonine:  00:00:00
Data (Rx) in Byte: 0 Timeout (secy 0 sec Add / Import Edi | Copy. | Deletz | Expert |
Speed (KBytels):  0.000 Encryption
Help | 0K | Cancel |

New Profile Wizard
IPsec Configuration m

Configure the basic IPsec parameters

The basic IPsec parameters can be speciied here. The IPsec negatiations wil use “automatic
miode’ which ar pre-defined (default] proposals.

Inthe evert that Uriquely defined IKE - / IPsec policies are to be used. these can then be
defined and assigned using the poiicy editor under | Psec Generdl Settings.

ﬁ Exchange Mode:
o ode(IRET]

PFS Group

[rere =l

[“Avalable Profi

Group
[Show all profies =l Group,
Frofile Name. [

Tmeonine:  00:00:00
Tmeout (seck 0 sec
Encryption:

Data (Rx) in Byte:
Speed (KBytels):

Add /mport I Edit | Copy. | Defeie. | Evpert |

Help | (i3 | Cancel |

New Profile Wizard

Pre-shared Kep
Comman Secret for Authentication

A shared secret or pre-shared key is used ta enciypt the connection. This then needs to be:
identisally configured on both sides (VPN dlient and VPN gateway)

Enter the appropriate value for the IKE 1D accarding to the selected ID type.

% Pre-sharedKey
Shared Secret

Local Idenity [IKE)

Type: [Fuily Dusitied Userame

Confim Secret

1D: [users@iuniper. ref

Chone—— meH| |
valable Profil
Group:

[show all profes:

T Gow

Profile Name. I

Statistics:

Data (Tx) in Byte: 0
Data (Rx) in Byte: 0
Speed (KBytels):  0.000

Time oniine: 00:00:00
Timeout (sec): 0 sec
Encryption

Add / Import Edi; | Copy, | Delte: | Epport |

Help | oK | Cancel |
tiew Profile Wizard

IPsec Configuration - IF Addresses
Assigning the [P addiess to the client

Specify which IP address the clent is going to use. By selecting “Use IKE Config Mode' the
clients IP address is dynamically assigned by the YPN gateway.

Futthemare, define where the DNS #WINS servers (i used) can be found.

=

1P Adhess Assignment
ke

P Address:
[oooo

@ DNS /' WINS Servers
DNS Server WINS Server:
[oooo Joooo

<Back Cancel
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-1olx]
5. NCP Client Configuration — Pro- = _—
file changes :
Edit the Profile to specify specific
Profile > Juniper VPN > Edit s
E:S;W:KIBI:‘:\ST :nrm 2:1:;:"(:50 0 sec Add / lmport "Tl Copy | Delete | Export |
Help | oK | Cancel |

Profile Settings_Screen0S VPN testl

Line Management = ProfieNams
D) B
| Advanced IPsec Options 2} [ScreenD3 VP testi@iuniper.net
Identities
IPsec Address Assignment T~ Defaul Profile after System Rebaot
S pit Tunneling
Certificate Check
Help | oK I Cancel
. S ]
Select IPsec General Settings: Comcen Coraran s v e
Profi i Group:
Select POlICY Editor Lecomts st Gurmrs I ORI | [emmaiis 5 e |

Profl Name [
Sereen0S VPN test1 @hriper et

Statistics:
Data (Tx) nByte: 0 Tmeonine:  00:00:00

s 0 |mecw oo ssarior [ ] o | veee | et |
Speed (KBytefs):  0.000 Encryption:
Help. oK Cancel

[Profile Settings Screen0S VPN test1@juniper.net [3| | 1psec configuration [x]

Basic Settings IPsec C:
: o et Gatoway (Turnel Encpoin} BN
| Advanced IPsec Options: 10.20.10.211 ¥ IPsec Policy
Identities
Pace address Assignment
Split Tunneding Policies

<

Cetticate Check. @ IKE Policy: automatic mode:
1Pses Palicy: atomatic mads
Exch. Mode: aggressive made (KEV1)

FFS Group none

Policy Lietimes Polcy Editor

<

<

|

L = = |

Hep oK Cancel [ [ = ]

NCP Secure Client - Juniper Edition W | [ Terofie

Connection Configuration Log View Help

Select IKE Policy — Add |

[Shon e

Profle Name.
Sereen3 VPN testl @iunipet.net

Enter the following parameters and select OK: o 2
Name: PSK-AES-SHA-DHZ g::‘aah(srl;cusnay\e 0 “Time oniine: 00:00:00 M [PSK-AES SHADHZ
Authentication: Pre-shared Key EEETEE | | e e e
Encryption: AES 128 Bit

Hash: SHA e

DH-Group: DH-Group 2 (1024 Bit) T

Gioup:

Profie Name
Soreen0S VN test] @iunipernet

[ 1Psec Policy [x]

Statistics:

Data (Tx) nByte: 0 Time onlne:  00:00:00
Data (R nByte: 0 Timeout (sec): 0 sec
Speed (KBytels): 0000 Encryption

Name [EsPAEsSHA

Potocol [ Encyption [ Authentication
P AES 126Bit H

.
Select IPsec Policy — Add iy

Gaon
e Eetess Assgment Erepton aE5 12850 2 Ea—
Spit Turneling Poicies ——————————————— _
Authentication: =
Cericale Chack @ IKE Policy: automatic mode. =
Psec Poicy: oo mose
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Enter the following parameters and select OK:
Name: ESP-AES-SHA

Encryption: AES 128 Bit
Hash: SHA
Select Close

Select the configured policies from the IKE Policy
and IPsec Policy drop-down menu

The Spit Tunneling parameter must be set if you

configured a specific Policy on the Juniper gateway.

So if you did not set the target network to Any but
chose a specific network such as our Trusted Ac-
cess network you must specify the matching net-
work addresses and netmasks for all your specific
policies.

Select Split Tunneling and enter the Remote Net-
work address(es) — here 192.168.66.0/24.

Select OK and close all the windows.

SECURE COMMUNICATIONS Wl

Group:

eeeee [Show all profes

Pioie Hane [
eeeee 105 VPN test] @hniper.nel

00:00:00
oy 0 sec

@ [ozn0zn

Poicies
@ IKE Policy: PSKAES-SHADHZ
1Psec Policy: E ]

Exch, Mode:

a e
none. [
Policy Litetimes .. | Palicy Ediar

BFS Group:

Hep | oK Cancel |

i Secure Centsumpertition MBI oo ®EH||

Configuration Log View Help.

[-Avalable Profi

Group

[show al profiles

Profile Mame. [
SoreenDS VPN lest] @jriper net

Add / Impart | Edt I

Enter the remate IP networks the tunnel should be used for. Without
ways be used

Remole Networks
192168.66.0

Remote IF NetMacke |
266,255, 255.0

I Ful Losalietwork Enciosure Hode

Hee | ok |

Verify client network configuration via ipconfig/all and netstat —rn
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NCP>

:N\NCP>ipconfig ~all Interface
15...02 88 de 43 50 49 NCP Secure Client Uirtual NDIS6 Adapter

Windows IP Configuration 8 Bc 29 8bh ch 54 ntelC(R> PRO/1883 MI Metwork Connection

5 5 Softuare Logphack [nterface 1

- _ icrosoft apter

Host Mame . . . . . demo—PC B0 eB Teredo Tunneling ido—Interface

Primary Dns Suffix :

Hode Type . . . . .

IP Routing Enabled.

WINS Proxy Enahled.

.- - - Hybrid
.- - - N
- NE IPv4 Route Tah

. nctive Rout.

Ethernet adapter Local Area Connection 2: [Network D i Gatevay Interface Metric
a a 10.20.30.3 10.20.16.111 266

Media State . . . . . . . - . . . : Media disconnected 18
Connection—specific DN§ Suffix
Description N - NCP Secure Client Uirtual NDIS6 Adapter
Physical fddress. . . . . . . @ B2-@0-4E-43-50-49
DHCP Enabled R T
Autoconfiguration Enabled . . - Yes

[Ethernet adapter Local Area Connectiol

Connection—specific DNS Suffix .

Description . . . . . . - - Intel{R) PRO-1B08 MI Metwork Conmection
Physical Address. . . . . - - BB-BC-29-8B—CB-54

DHCP Enabhled. - - - - No

Autoconf iguration Enabled - - Yes

1Pu4 Address. - - . - - L. 1 :18.28.18.111(Peeferved) oot ive Rout
Subnet Mask . . . . - - - 255.255.0.8 If Metric Wetwork Destination
Default Gateway . . . . . 10.20.30.3 1 306 /128

DNS Servers . . - - - - 68.94.156.1
NetBIOS over Tcpip. . . . Enabled

Gateway Rddre
19.20.30.3

Perform the same configuration on a second client on another test computer.

Click the connection button to establish the VPN gateway connection.
Verify the Juniper gateway log.

L NCP Secure Client - Juniper Edition & NCP Secure Client - Juniper Edition
Connection Configuration Log View Help Connection Configuration Log View Help
T E

0

I
Screen0S VPN test2@juniper.net - Screen0S VPN test] @juriper.net

JUNIPEL ‘ Junieer
Connection established. M — COnneClium
& & F

Statistics: Statistics:

Data (Tx} in KByte: 18.91 Time online: :28: Data (Tx) in KByte: 2062 Time onling: 00:30:06
Data (Rx) in KByte: 7.348 Timeout (sec): Data (Rux) in KByte: 7.52 Timeout (sec) 96 sec
Speed (KBytels): 0.000 Encryption Speed (KBytess).  0.000 Encryption: AES 128

RDP Server VPNACCESS.LOCAL

.0 - Windows Internet Explorer

') = [ e 10.20. 10,212 et eI B b
o Favortes s [N cegS-e2luniper-SasenCS ... £ Miosoft Active Directary C...

(B8] ssg5-v92: uniper-SreenCs 6.3.0r .0 i Bl - ) s - Page~ Safety - Took - (G-

Reports > System Log > Event ssg5-v92 ?
List |20 *| per page Go to page U 'I L]
Save ear Refresh | Search |
Date [ Time | Level Description

2011-09-07 12:37:09 | crit WPN 'Secure Remote Access' NCP Users from 10.20.10.111 is up.
2011-09-07 12:37:09 | crit VPN 'Secure Remote Access' NCP Users from 10.20.10.112 is up.

IKE 10.20.10.111 Phase 2 msg ID 65180a82: Completed negotiations with SPI cf4900fd, tunnel ID 32797, and lifetime

2011-09-07 12:37:04 |info 3600 seconds/0 KB.

2011-09-07 12:37:04 |info IKE 10.20.10.111 Phase 2 msg-id 65180a82: Completed for user users@juniper.net.

2011-09-07 12:37:04 |info TKE 10.20.10.111 phase 2:The symmetric crypto key has been generated succassfully.

2011-09-07 12:37:04 |info IKE 10.20.10.111 Phase 2 msg ID 65180a82: Responded to the peer's first message from user users@juniper.net.

IKE 10.20.10.111: XAuth login was passed for gateway VPN Gateway, username testi@juriper.net, retry: 0, Client IP

2011-08-07 12:37:04 |info | 4 175 16.100.103, 1PPool name: VPN Pool, Session-Timeout: 0, Idle-Timeout: Os.

2011-09-07 12:37:04 [info | IKE 10.20.10.111: Received initial contact notification and removed Phase 1 SAs

2011-09-07 12:37:04 .info IKE 10.20.10.111 Phase 1: Completed Aggressive mode negotiations with a 28800-second lifetime.
2011-09-07 12:37:04 info | IKE 10.20.10.111 Phase 1: Completed for user users@juniper.nat.

2011-09-07 12:37:04 |info | IKE 10.20.10.111: Received initial contact notification and removed Phase 2 SAs.

2011-09-07 12:37:04 \info | IKE 10.20.10.111: Received a notification message for DOI 1 24578 INITIAL- CONTACT.

Verify client network configuration via ipconfig/all and netstat —rn
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[5+] C:\Windows\system32\cmd.exe
C:\NCP>ipconfig ~all

[E]C:\Windows\system32\cmd.cxe

Windows IP Configuration -NCP Secure Client Uirtual NDIS6 Adapter

Host Mame . . .
Prinary Dns Sufeix’
Hode Type . -

IP Routing Enabled.
UINS Proxy Enabled.

Ethernet adapter Local

Connectign—specific
Description . .
Physical Rddress. .
DHCP Enabled. . .

fAutoconf iguration Enabled
Address

Link-local 1Pué
[Pv4 Address. . . .
Subnet Mask . .

Lease Obtained. .
Lease Expires . .
Default Gateway -
DHCP Server . . -
DHCPuG IAID . . .
DHCPu6 Client DUID

DNS Servers . . . .

NetBIOS over Topip-
Ethernet adapter Local

Connection—specific
Description . .
Physical Address. .
DHCP Enabled. . .
Autoconf iguration
1Pud Address. - -
Subnet Hask . . .
Default Gateway -
DNS Servers .
NetBIOS over Tcp

demo-PC

- Hybrid
Ll No
ol No
Area Connection 2:

DNS Suffix

NCP Secure Cl)ant Uirtual NDIS6 Adapter
EZ*BB 4E-43-50-49
es

Yes

- feB8A::d146:e783:1c87:7d7415(Preferred)
- 172.16.180.100(Preferred>

- 255.255.255.8

- Hednesday, June 23, 2010 8:57:54 AM
- Tuesday. August 18. 2818 18:83:19 PM

: 172.16.100.101
: -8C-29-16-D3-D5

Area Connectio

DHS Suffix
- Intel(R) PRO/IBBE MT Network Connection
80-8C-29-8B-CB-

: Yes
. 18.208.18.111(Preferred>
. 255.255.0.9

68.94.156.1
Enahled

to the web server.

Intel(R> PRO/186® MI Netuork Conmection
of tware Loophack lnte)-fatz 1
“Hicrosoft lSRTﬂP Adapte
e@ Teredo Tunneling Ps en(ln lnterface
@ Microsoft ISATAP Adapter

Active Route:

[Ne t vork D

Intexface Metric
8.

8.
255255,
255.255 255

255255 25!

255.0.0.08
255.2565.255 .
255 255255,

5!

On-link

stent Routes

Netuurk Rd(lress

Metric

Gateway Address
10.20.30. Default

IPu6 Route Table

nctive Routes

Netunrk De
B2

TIS: indows Internet Explorer [_TO]
: [e) 192.168.66. 10 El &[4 ]x]] 2|
Favorites | 55
&ns7
Connection established. Welcome
£5cF Bienvenido &
Willkommen Bem-vindo
1 Vitejte
Bienvenue
‘m Tervetuloa
i 0'2N 021N
Velkommen VELKOMEN
Benvenuto il
Welkom Witazm
" internet information services B
Vélkommen La e
Hos Geldiniz godstLo}
Udvozoljik Keth opioare
ogaTl
[pone '@ Intermet | Protected Mode: On [Va - [®100% -
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6. Route-Based VPN & Multiple Proxy ID support on a Route-Based VPN

(Support for this feature started with ScreenOS 6.3!)

With route-based VPNs, the policy does not specifically reference a VPN tunnel. Instead, the policy
references a destination address. When the security device does a route lookup to find the interface
through which it must send traffic to reach that address, it finds a route through a tunnel interface,
which is bound to a specific VPN tunnel.

Thus, with a policy-based VPN tunnel, you can consider a tunnel as an element in the construction
of a policy. With a route-based VPN tunnel, you can consider a tunnel as a means for delivering
traffic, and the policy as a method for either permitting or denying the delivery of that traffic.

When a tunnel does not connect large networks running dynamic routing protocols and you do not
need to conserve tunnels or define various policies to filter traffic through the tunnel, a policy-based
tunnel makes sense. Also, because there is no network beyond a dialup VPN client, policy-based
VPN tunnels can be a good choice for dialup VPN configurations.

That said, when the dialup client supports a virtual internal IP address—which the NCP Juniper cli-
ent does—there are also compelling reasons for using a route-based VPN configuration. A route-
based dialup VPN tunnel offers the following benefits:

» You can bind its tunnel interface to any zone to require or not require policy enforcement.

» You can define routes to force traffic through the tunnel, unlike a policy-based VPN configura-
tion.

» You can adjust the proxy ID to accept any IP address from the dialup VPN client by configuring
the remote client’s address as 255.255.255.255/32.

» You can define one or more Mapped IP (MIP) addresses on the tunnel interface.

When configuring a VPN to a non-ScreenOS device, that has multiple subnets behind it, it requires
defining a separate set of proxy id's to match each network that is behind the other side of the
VPN. Support for multiple proxy id's is only available beginning with ScreenOS 6.3.0.

For this feature I created a new configuration as follows. Also the existing network diagram was enhanced.

cccccccccccc '.m.!' NCPEan\iemg
10.20.10.111 .12

LAN Access

uuuuuuuuuuuuuuuuuuuuu

192.168.66.1 192:168.66. ol 1: 1921666610
124

wwwwwwww

1P Pool:
192.168.66.100+

Trusted Access

Remote Zone 10 10.50.50.0124
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First create a new IP Pool called “Remote”

[ ss05-v92: Juniper-Screen0s 6.3.0r4.0 - - ) m= - Page~ Safety~ Toolks~- @-

Objects > IP Pools $595-v92 [7]
el New
uniper

TWORKS

S5G5-v92 Name Start IP End IP In use Configure
VPN Pool 172.16.100.100 172.16.100.200 1 - -
AD Pool 172.16.66.1 172.16.66.254 0 Edit Remove
Remote 172.16.123.101 172.16.123.111 1 - -

a new IKE User and a new IKE Group “Proxy”.

B8] ssq5-92: Juniper-Screen0S 6.3.0r4.0 - - [ = - Page~ Safety~ Tools - @~
Objects > Users > Local > Edit s5g5-v82 [7]

QlJuniper .

Auth/IKE/XAuth/L2TP User

User Name rainer Groups: Proxy

Status #  Enable " Disable

55G5-va2

¥ IKE user Number of Multiple Logins with Same 1D |10
& simple Identity

IKE ID Type |[FQDN x IKE Identity [vpn.net

 Use Distinguished Name For ID

" Authentication User User Password [sseseses
¥ XAuth User Confirm Password [ssssesss

[~ L2TP User

L2TP/XAuth Remote Settings { Remote IP: 0.0.0.0 )

1P Pool |Remote ¥ Static IP |0.0.0.0
Primary DNS IP |0.0.0.0 Primary WINS IP [0.0.0.0
Secondary DNS IP |0.0.0.0 Secondary WINS IP |0.0.0.0

ae | rancal | =l

Sene [T T T [ [ Trustedstes [Protected Modes off Fas R -

B8 ssq5-92: Juniper-Screen0S 6.3.0r4.0 3 - B - ) o= - Page - Safety- Tools - @@~
Objects > Users > Local Groups 5595-v32 [7]

List |20 ~|per page

S Juniper

S5G5-v92 Group Name Group type b C
Office ike xauth NCP Users Edit
Proxy ike xauth rainer Edit
Test auth ike aduser Edit Remove
Test2 ike xauth certuser Edit Remove
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Next create a new Gateway configuration “VPN Access”

[ ss05-v92: Juniper Screen0s 6.3.0r4.0 Y - Bl - ) % - Page- Safety - Toos- @+
VPNs > AutoKey Advanced > Gateway > Edit 55g5-v92 | 7]

Gateway Name |\VPN Access

Version * IKEvl (" IKEv2

* Remote Gateway

 static IP Address 1P Address/Hostname |

" Dynamic IP Address Peer ID |

" Dialup User User [None -
* Dialup User Group Group |Proxy ¥

1 ACVPN-Dynamic

| Local ID |[DistinguishedName]

| ACVPN-Profile

OK Cancel Advanced

[ ssg5-v92: Juniper-5areen0s 6.3.0r4.0 3 - Bl - [ mm - Page- safety - Tooks - @~
VPNs > AutoKey Advanced > Gateway > Edit 5595-v92 ﬂ|

55G5-v92
™ IKEv2 Auth Method

Self |None =
Peer |None =

e P————
Use As Seed I

Yl
Localm  (optional)

Outgoing
Interface ethernet0/0

o
o
o

Security Level
defined (o  Basic
User Defined * Custom
Phase 1 Proposal
|pre-92-aes128—sha j |None j |None j

None E

Mode (Initiator) © Main (ID Protection) * Aggressive

¥ Enable NAT-Traversal
UDP Checksum [~

Keepalive Frequency |0 Seconds (0~300)

Now we need to create a new Tunnel Interface “tunnel.2”. This tunnel interface is created for the
trust-vr Virtual Router in the Untrust zone. The tunnel interface is Unnumbered and bound to the
external (here Ethernet0/0) interface of the gateway.
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5595-v92: Juniper ScreenasS 6.3.0r4.0
Network > Interfaces > Edit

Interface: tunnel.2 (IP/Netmask: 0.0.0.0/0)

T - B - ) f= - Page - Safety - Toos - i@+
ssg5-v92

IRDP

Back To Interface List

Properties: Basic Proxy ARP MIP DIP VIP IGMP NHTB Tunnel
uniper r Proxy ARP MIP DIP VIP IGMP NHTB Tunnel

NETWORKS

55G5-v92 Tunnel Interface Name tunnel.2

Zone (VR) [Untusttrustv)) =

© Fixed IP

1P Add /

# Unnumbered

Interface [ethemed/0 (rustvi) =

5k [0.0.0.0 7 o

Maximum Transfer Unit(MTU) Admin MTU [0 Bytes

(Gperating MTU: 1500; Default MTU: 1500)

DNS Proxy [

Traffic Bandwidth Egress

Maximum Bandwidth [0 Kbps
Guaranteed Bandwidth [0 Kbps
Ingress Maximum Bandwidth |0 Kbps

NHRP Enable [~

SECURE COMMUNICATIONS W

Network > Zones $5¢5-v92 2]
New
m Name Virtual Router | Vsys | Default IF Type Atiribute Configure
0 Null untrust-vr Root serial0/0 Null Shared
2 Trust trust-wr Root |  bgroupd Security(L3) Edit | Screen, Mal-URL
1 Untrust trust-wr Root | ethernet0/0 | Security(L3) Shared | Edit | Screen, Mal-URL
4 Self trust-vr Root self Function
10 Global trust-wr Root null Security(L3)
6 HA trust-vr Root null Function
5 MGT trust-vr RoOE null Function Edit | Screen, Mal-URL
16 | Untrust-Tun trust-vr Root | hidden.1 Tunnel
15| Vi-Null trust-vr Root v Security(L2) Shared | Edit | Screen, Mal-URL
12 | V1-Trust trust-vr Root | vi-trust Security(L2) Shared | Edit | Screen, Mal-URL
11 V1-Untrust trust-vr Root | vi-untrust Security(L2) Shared | Edit | Screen, Mal-URL
3 DMZ trust-vr Root | ethernet0/1 | Security(L3) Edit | Screen, Mal-URL
13 V1-DMZ trust-vr Root v1-dmz Security(L2) Shared | Edit | Screen, Mal-URL
14 VLAN trust-vr RoOE vlan1 Function(vlan) | Shared |Edit
[ ssu5-v92: Juniper Sreen0S 6.3.0r4.0 - - [ @m - Page - Safety - Toos- @-
] Network > Interfaces (List) ssg5-v92 [?]
List IZQ_L[per page
IN.H!.!!Per' List |ALL(13) ~|interfaces New |[TumnellF =
55G5-v02 Name 1/ Zone Type Link | PPPoE Configure
bgroup0 102.168.66.2/24 Trust Layerz Up - Edit
etherneto/4 up = Edit
ethernet0/s up - Edit
ethernet0/6 up - Edit
bgroup1 0.0.0.0/0 Null Unused | Down - Edit
bgroup2 0.0.0.0/0 Null Unused | Down = Edit
bgroup3 0.0.0.0/0 Null Unused | Down - Edit
ethernet0/o 10.20.10.211/16 Untrust | Layer3 up = Edit
ethemet0/1 0.0.0.0/0 DMZ Layers | Down - Edit
ethernet0/2 0.0.0.0/0 Null Unused Down - Edit
ethernet0/3 192.168.100.1/24 Trust Layer3 | Down - Edit
serial0/0 0.0.0.0/0 Null Unused up = Edit
tunnel.1 unnumbered Untrust Tunnel Ready - Edit
tunnel.2 unnumbered Untrust | Tunnel | Ready = Edit
tunnel.3 unnumbered Trust Tunnel Down - Edit Remove
vlan1 0.0.0.0/0 VLAN Layerz | Down - Edit
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Now we create a new AutoKey IKE “VPN Access Tunnel” for the gateway “VPN Access” and bind
this tunnel configuration to the Tunnel Interface “tunnel.2”

[ ssa5-v52: Juniper Screen0S 6.3.0r4.0 iR - (] e - Page~ Safety~ Tools+ g~

VPNs > AutoKey IKE > Edit s5g5-v92 H
VPN Name VPN Access Tunnel
[ G y defined IVPNAccess 'I

" Create a Simple Gateway

Gateway Name |
Version & IKEvi ' IKEv2
Type  Static P Address/Hostname |
' Dynamic 1P peermm|
" Dialup User User | None -
" Dialup Group Group |None ~
Local [ (optional)
presharedkey|  UseAssesd I

Security Level * Standard  Compatible  Basic

‘Outgoing Interface I ethernetli0 =

€ ACVPN-Dynamic  Gateway |None ¥| Tunnel Towards Hub |None =
| AGVPN-Profile Binding to Tunnel |None
OK | Cancel | Advanced |
. |
@] ssg5-v92: Juniper-Screen0s 6.3.0r4.0 i - B - () ém - Page- Safety - Toos- @-
VPNs > AutoKey IKE > Edit s5g5-v92 [7]]
Security Level

Predefined ¢ Standard  Compatible  Basic
User Defined * Custom
Phase 2 Proposal
Inupfs—esp—aes128—sha j INune j INune j INune

Replay Protection ¥
Transport Mode [

Bind to " None
& Tunnel Interface tunnel 2 'I
" Tunnel Zone Untrust-Tun 'I

Proxy-ID Check [~

DSCP Marking  Disable

" Enable Dscp Value |0
VPN Group |None 'I Weight |0

VPN Monitor v

Source Interface |default 'I

Destination IP Idefault

teioar -
4] | 3

In the Policies Address List we create new Network Address entries for our networks “Trusted Ac-
cess” and “Remote Zone 10” (see network diagram above).
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5505-v92: Juniper-5areen0s 6.3.0r4.0
Policy > Policy Elemen

List |20 ~|per page

ScreenOS

ts > Addresses > List

SECURE COMMUNICATIONS W

5 - B - ) = - Page- Safety- Toos~ @+

[t | ® Trust > ilter: - -11- -
EJunlper Filter: ALLO0-9ABCDEFGIJLMNOPQRSTUVWXZ

55g5-v92 a

NETWORKS

55G5-v92 Name IP/Domain Name Comment Configure
172.16.66.0/24 @172.16.56.0 /24 Edit Remove
172.16.66.100/32 Q 172.16.66.100 /32 Edit Remove
Any #,0.0.0.0 /0 All Addr In Use
Dial-Up VPN ® 555.255.255.255 /32 Dial-Up VPN Addr
Remote Zone 10 $2,10.50.50.0 /24 Edit |In Use
Trusted Access 4R 192.168.66.0 /24 Edit In Use

Now go back to AutoKey IKE and select the Proxy ID setting for the “VPN Access Tunnel” configura-
tion. We create two Proxy ID entries, one for each VPN access network.

55g5-v32: Juniper-Screen0s 6.3.0r4.0

VPN > AutoKey > Proxy ID

B v B - L e v Pager Safety - Took + @@~

ssg5-v92 | 7]

VPN Name

VPN Access Tunnel

Local

Remote

Service

© Local IP m:

% Local Address Zone: IUHTJUEt =

Address: [102010111 -

:

© Remote IP m:

¥ Remote Address Zone: Untrust =

Address: [10.2010.111 -

APPLE-ICHAT

=

:

New Cancel

Local

Remote

Service | Configure

Zone: Trust Address:Trusted

Access

VPN

Zone: Untrust  Address:Dial-Up

ANY Remove

Zone: Trust Address:Remote Zone

10

VPN

Zone: Untrust  Address:Dial-Up

ANY Remove

CT T T o [ sttt stcedbodes OF [+ (Koo -

Finally we must create a static route in the trust-vr routing domain for the remote network
10.50.50.0 with the appropriate next hop gateway. Otherwise the trust-vr router would not know
how to route the packets as we can see in the troubleshooting section further below in this docu-

ment.
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5505-v92: Juniper-Sareen0s 6.3.0r4.0
Network > Routing > Routing Entries

List |20 ~| per page

SECURE COMMUNICATIONS W

5 - B -l e - Page- Safety - Tools - @~
ssg5-v92 8

unlper" List route entries for | trust-vr s frustvr > M
NETWORKS
S5G5-v92 trust-vr
IP/Netmask Gateway Interface |Protocol Preference Metric | Vsys | Description | Configure
*110.20.0.0/16 ethernet0/o |C Root -
*110.20.10.211/32 ethernet0/0 |H Root -
192.168.100.0/24 ethernet0/3 |C Root -
192.168.100.1/32 ethernet0/3 |H Root -
*1192.168.66.0/24 bgroup0 C Root -
*1192.168.66.2/32 bgroup0 H Root -
192.168.66.0/24 |untrust-vr - s 20 1 Root Remove
. *110.50.50.0/24 192.168.66.254 | bgroup0 Sp 20 1 Root Remove
* Active route  C Connected I Imported eB EBGP O OSPF E1 OSPF external type 1 H Host Route
P Permanent S Static A Auto-Exported iB IBGP R RIP E2 OSPF external type 2
D Dynamic M NHRP

For the NCP client the configuration is identical to the previous configurations. The main configura-

tion sections are shown here.

il
Connection Cenfiguration Log View Help —Awailable Profile
Profile: Connection: Group:

IF\emntE Hocess j E:] IEhnw all profiles
Profile Marne
niPer
t - J _F'g Juniper VPN
Connection established. Junos Dialup WPN
Junos WPN Radius
e B WP NS MIP
m Remate Access
Screen0S Cert User
Statistics: Screen0S VPN
Data (Tx) in Byte: 174 Time online: 00:00:14
Data (Rx) in Byte: 88 Timeout (sec): 0 sec
Speed (KBytels): 0,000 Encryption: AES 126

Add # Import | Edit I

Copy | Delete | Export |

Identities

Split Tunneling
Certificate Check

Settings Remote Access

IPsec Addiess Assignment

 IPsec General Settings

.C

Gateway [Tunnel Endpoint]:

[1oza102n
Folicies
@ IKE Paiicy [Psk4ES128.5HADH2 =1
IPsecPolicy:  [ESP-AES1285HA =l
Exch. Mode: Iagglesswa mods j
PBFS Group: Innne j
Policy Lifetimes .. | Policy Editor . |
Help | ak. I Cancel |
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SR s —————————— =T

Connection Cenfiguration Log View Help

r—Awallable Profile:

Frofile: Cannection: B

IHemole Access j E:] IShow all profiles j M

Profile Name [=]
k - jUﬂI_F'_gr Juniper YPN
Connection established. “ Junos Dialup VPN
Junos YPN Radius
= @ @ @ NS MIP
m Remote Access
Screen05 Cert User

Statistics: ScreendS VPN =
Data (Tx) in Byte: 174 Time online: 00:00:14
Data (Rx) in Byte: 28 Timeout (sec): 0 sec Add # Import | Edit I Copy | Delete | Espart |
Speed (KByte/s) 0,000 Encryption AES 128
Help | ok | Cancel |
Pry Settings Remote Access LI
Basic Settings [ Vatiss :
Line M anagement Local Identity (IKE]
|IPzec General Settings T Full lified D omain M. -
fclvanced [Psec Options Lype | Full Guslfied Domin Name |
= 1D van net
|Psec Address Assignmment
Split Tunneling ¥ Pra-shared K
Certificate Check 1B Pt reree)
% ] S Immmm
Confirm Secret: I’““”"""m
Cerlificate I j
configuration: TS
[V Extended duthentication [<4UTH)
User D Jrainer
Pagsword: I"“””‘"

Help | ok I Cancel |

NEE o ——————————— =

Connection Configuration Leg View Help

—Awailable Profile

Frofile: Connection: Gitoup

IHamole feeess j E:] IShow all prafiles j Group |
Profile Mame [ =]
k JUOBEL Juniper VPN
Connection established. “ Jurios Dialup YPM
Junas VPN Radius
= @ @ @ M5 MIP
m Remate Access
ScreenS Cert User

Stalistics: Screen5 VPN =
Data (Tx) in Byte: 174 Time online: 00:00:14
Data (Rx) in Byte: 88 Timeout (sec): 0 sec Add / Impart | Edit I Copy | Delete | Erport |
Speed (KByte/iz): 0,000 Encryption: AES 128
Help | ak | Cancel |
Profile Settings Rei e Access 5[

Basc Seltngs IPzec Address Assignment

Line k anagement

|Psec General Settings % Azzignment of the Private IP Address

Advanced IPrec Options IIKE config mode j

IP Address: [oooo

Cotions chec I~ DNS 7 WINS Servers
DMS Server [0o.00 | [
WINS Server [oooo | [
Dramain Mame: I

Help | Ok I Cancel
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=10 x| T JRT=TEY
Connection Configuration Log View Help —twvailable Profile:
PErofile: Connection: Grou
IF!emote Ascess j E—J IShnw all profiles j Group |
Profile Mame | :I
Juniper WPH
_ Junos Dialup VPN
Junos YPN Radiug
NS MIP
Remote Access
Screen0S Cert User
Statistics: Screen0S VPN -
Data (Tx) in Byte: 174 Time online: 00:00:14
Data (Rx) in Byte: 88 Timeout (sec). 0 sec &dd ¢ Import | Edit I Copy | Delete | Export |
Speed (KByte/s): 0,000 Encryption: AES 128
Help | (] | Cancel |

Profile Settings Remote Access

— Split Tunneling

Basic Settings

Line Management

|Pzec General Settings
Advanced IPzec Oplions
|dentities

Enter the remate [P netwarks the tunnel should be used for. without
entries tunneling will always be used.

|Pzec Address Assignment
w Femate Metworks | Femote [P Met Masks |
Bertficate Check 192.1B8.66.0 255,255,255.0
10.50.50.0 255.255.255.0
I e

I= | Full Lozal Netwark Enclasure fode

Help | ak. I Cancel |

Windows 7 System [Running] I

2 Juniper Client on usdemol.ncp.local Default
T d 3

Fie View M

ulp @6 @Bl &
s e
S SETguEno big ME R B/E20I071340AM  Ikellg SMIT_IKECFG_ACK - Femote Access

Erofie: Connection: S/ER2MOTAZ40AM  keauth RECY_XAUTH_SET

[Fiemote Access ~ m BE2NOTATA0AM  lkeXauth: XMIT_KAUTH_ACK.

6/6/201071340AM  IkeCfg name <Fiemote A - IkeXauth: enter state open

/6201071340 AM  SUCCESS: ke Extended Authentcation s eachy 2 / expir unlinm 1/T

JUNPEL | | /8201074340 AM  IPS ec: Quick bede is Acady: Ikl ndex = 00000035, YenS cPart = 500 explr unlin 1/T

‘_— iy Sy | | 95200713408 Pes Assgned P s 17216123101 s 024 unlin 1/1
Rl o Rksh=t Q/620071340AM  [PSec: DNS Server: 1921606611 L THEED a1

W, Q/20071340AM  [PSec: WINS Server, 192.168.66.11
/620071340AM  Ikeluick KMIT_MSGT_QUICK - Remole Access
NED | |osmorsaem o Temote i redhcing LifeTime to 3600 i Life:sec kb Sta
- /6201071340AM  IkeBuick: RECY_MSG2_QUICK.- Remole Access 3545 unlim A/D
Sl . S/6/201071340AM  Iheuick: XMIT_MSG3_GUICK - Remote Access 45 unlin A/D
o g’)‘(’/ " ’;Zz“: el m:ﬂ“u’:":;m . /6/201071340AM  Ikeuick: phaseZinamelFlemote Acoess) - connected
Spocd (v 0000 | Enyptin | ALS 120 B/6/201071 240 AN SUCCESS: ke phase 2(quik mods) ady

71340 AM ith the: s
T T P B/6/20107:13:40AM  IpStoRange=[172.16.123.101-172.16.123 101]IpDstFiangs=[152.158 65.0-152.166.66 255 IpP
(Valid for another 9 days) 8/6/20107:13:40AM  IPSec: comnected: LiteDuration in Seconds = 2620 and in KioByte:

8/6/201071340AM  IPSec: Connectedto Remole Acoess on channel .

|
indows\system32\cmd.exe 8/6/201071340AM  PPPlpop) connected to Remote Access with IP Address: 17216123101

8/6/201071340AM  SUCCESS: |pSec connestion ready

i B/6/20107:1343 M SUCCESS: Link > <Flamate Access» [P address assigned to P stack - Ik is operational #

lequest tined out. 8/6/20107:14:40AM  IpsDial reating_more_networks: sicad = ac107b65 sromsk = FfF_dsinet = 02323200 dstmsk = HF00 “”"‘::"l" L

[Ping statistics for 10.50.50.18: B/6/20107:14:40M  Ikefluick: }MIT_MSGT_GUICK - Aamole Acosss &
Pack [}

ets? Sent = 4, Received 8/6/20107:14:40M  Ikeuick: Ficsived Noliy(Remote Access) - remats is redueing LiteTime to 3600
:\Userendenodping 10.50.50.10 8/6/2010714:40AM  Ikeuick: RECY_MSG2_QUICK - Remots Access
B/6/201071440AM  Ikeuick: XMIT_MSG3_AUICK - Remots Access
B/6/2010714404M  Ikeuiok: phase2 name{Remote Access) - connected
B/6/2010714404M  SUCCESS: Ike phase 2 (auick mods) ready
6/6/20107-14404M  IpsDiak resetting connect pending for ids=28
8/6/201071440AM  [PSec: Created an IPSEC 54 with the folowing characteristics
Ping statistics for 10.50.58.10 6/6/2010714408M  IpStcRange={172 16.123.101-172.16.123101] InDstRiange {10 50 50.0-10.50 50,2551 P
Packets: Sent - 4, Received = 3. Lost
P o Sl T s St Rl L P | 5/6/20107:14:40 M IPSec: connectet LiteDuration in Seconds = 2520 and in KiloByes = 0
ininun = ims, Maxinum = 9ns, Average c el 2>, out
Userendomo3ping 18.56.50.10 Clear Soreen Create Fil ce m\uqlcmulg
[Pinging 10.50.50.10 u to (tun
Reply from 18.50.5.18: h 2 tine
[Reply fron 1958 50.18: byt

[Reply from 10.50.50.18: hyte

bgroup®
1.2 Ctunnel.2 in 0)

LR SHCREGAE ] | policy_f
S0l RPC Mappin
2, 1)
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7. Advanced Configuration

NAT-T
IPsec does not work across NAT devices. Therefore NAT Traversal is required.

{ ssg5-voZIuniper-Screen0S 6.1.0r7.0 - Windows Internet Explorer [_ O[] I
G-'i:;’ » [ hitp://10.20. 10,211 /nswebui hil B EIEE D |2|-|

g Faverites |53 ] Suogested Sites = @] Web Slce Gallery =

VPNs > AutoKey Advanced > Gateway > Edit ssgs-vez B

" IKEv2 Auth Method
Self |None  ~
Peer |None -

b PP —————————
Use As Seed I

d Keyl
tocalm]  (optional)

o

Security Level
defined © C C " Basic
User Defined * custom [
Phase 1 Proposal
|pre-g2-aes128-sha x| [Mone =l

[None =] [Mone |

Mode (Initiator) ¢ Main {ID Protection)  Aggressive

¥ Enable NAT-Traversal
UDP Checksum [~
p Fi o ds {0~300 Sec)

Peer Status Detection
" Heartheat Hello 10 Sacnnde (1~3A0N N+ dicahla) [
[ [ [ /@ miemet | Protected Mode: On [F5 - [0 ~

Replay Protection
Replay Protection provides a safeguard against snooped connection and injected packets.

{2 ssg5-v92:Juniper-Screen05 6.1.0r7.0 - Windows Internet Explorer
GE___;, - http://10,20.10.211/nswebui.html j \E\ \E| |z‘ |}"/ Bing ‘p "

g Favorites | {5 @] Sungested Sites = @] Web Siice Gallery +

VPNs > AutoKey IKE > Edit ssg5-vez [

User Defined * Custom
Phase 2 Proposal
[nopfs-esp-zesi28-sha x| [None |

|None j |Nuns j

Replay Protection ¥
Transport Mode [~ (For L2TP-over-IPSec only)

Bind to ¥ None

" Tunnel Interface none ¥
" Tunnel Zone Untrust-Tun ¥
Proxy-ID [~
Local IP / Netmask | i _
P/ /]
Service [ANY =l

DSCP Marking  Disable

 Enable Dscp Value |0

uDN eraun [Nons = wwinicie [ =
[ [ [ [ [ [ | mtemet | Protected Mode: on [ - [Rw0% ~
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Active Directory Authentication
In Enterprise environments authentication against user directories is standard procedure. Below I
explain the configuration of extended authentication against Active Directory

Active Directory Configuration
Here we will use a Windows Server 2008 R2 AD Domain server with the domain name
vpnaccess.local and two domain users, “"Domain User1” and “John Doe".

000 10.20.13.11
vpnaccess.local Properties Active Directo and Comp _[Ofx
General | Trusts | Mansged By | = i ctr g vl e
P P A4 0XE s BmdasTa®
l ﬁ T ‘Active Directory Users and Comput [ Name. [Type [ Deserption -
| (] saved Queries 2, administrator User Builtn account for admin
access.local 82, Alowed RODC Password R....  Security Group Members in this group car
DOEmy e e o 00 Buitn 2, Cert Publshers Security Group ... Members of this group ar:
|VPNACCESS Computers &2 Denied RODC PasswordRe... Security Group ... Members in this group car
Domain Controlers #2,DHCP Administrators Security Group ... Members who have admir
Desciption: ;“'E'Q"T:J"MTGDE‘SE 2, DHP Users Security Group ... Members who have view-
|\ = U:;ESQE ervice ACCOURS | 82 Dnshdmins Security Group DNS Administrators Grou
2, DnsUpdateProxy Security Group ... DNS dlients who are perm
Domain functional level: 82, Domain Admins Security Group ... Designated adrministratory
Windows Server 2008 R2 82, Domain Computers Security Group Al workstations and servi
82, Domain Controllers security Group ... All domain controllers in t
2, Domain Guests Security Group All domain guests
Forest functional level: 2 Domain User1 User t
Windows Server 2008 R2 2, Domain User2 User
2, Domain Users Security Group Al domain users
2, Enterprise Admins Security Group ... Designated administrator:
82 Enterprise Read-only Doma... Security Group ... Members of this group ar
82, Group Policy Creator Owners  Security Group Members in this group car
2, cuest User Built-in account for guest,
ok | Cancel Tl e £ John Doe User
82, Netmon Users Security Group ... Metmon Users can captur |
(] CN=Domain Admins = H3,RAS and 145 Servers Security Group ... Servers in this group can —
{3 cu=Domain Computers badPwdCountl 82, Read-only Domain Controlers Members of this group art r
{21 cN=Domain Contrallers [l codepage b i it scminierr ot ) Wl |
(2 CN=Domain Guests Elcountrycode |4 | il i _»,_I
/3 CN=Domain User 1 «| | Elbadrassword T I
Ay 8y T .
* Bchema cache does not exist or expired. Fetching new one
" | LDAP Syntaxes: Total: 0 Invalid: 0 Duplicated: 0
© | AtrbuteTypes: Total: 1314 Invalid: 0 Duplicated: 0
5 | LDAPObjectClasses: _ Total: 234 Invalid: 0 Duplicated: 0
Ll MatchingRules: Total: 0 Invalid: 0 Duplicated: 0
MatchingRulesUse:  Total: 0 Invalid: 0 Duplicated: 0
[ERROR §1] Can't contact LDAP server
Buccessfully cornected to locahost
4| ¥ [\ Messages
Ready. For Help, press F1 [ c=administrator,cn=users,dc=Schema loaded

3.2 Juniper Gateway Configuration
First we setup a new IP Pool definition

[ ssg5-v92: Juniper-Screen0s 6.1.017.0 5~ B - - i v Page- Safety- Toos - @+

Objects > IP Pools s595-v92 7]
New
Name Start IP End IP In use Configure
VPN Pool 172.16.100.100 172.16.100.200 0 Edit Remove
AD Pool 172.16.66.100 172.16.66.100 1
|one [ [ [ [ [ [# . Trustedsites | Protected Mode: OFf Chv [ Hw0% - 4
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Next step is to configure the Auth Server

[ ssg5-v8.2: Juniper-Screen0s 6.1.0r7.0 [ - [ = - Page~ Safety- Took- @-
Configuation > Auth > Auth Servers > Edit 55g5-v92 [7]]

P .
iJuniper
S$5G5-v92 Name AD1
IP/Domain Name |192.168.66.11
Backup1
Backup2

Timeout [0 minutes (0 to disable)
Forced Timeout [0 minutes (0 to disable)
AccountType W auth M L2TP [ Admin W xauth [ 802.1x [ IKEv2EAP
Username Stripping Separator | oOccuring [0 times o
Domain Name
Failover Revert Interval ID— seconds (0 to disable)

Source Interface |none M
 RADIUS RADIUS Port 1645  Shared Secret

Retry times 3 Retry Timeout |3 seconds

Acct-Session-ID Length Bytes (0 for default) |

L - B - =~ Page~ Safety - Tooks - @~

Configuation > Auth > Auth Servers > Edit ssg5-v92 [7]

T RADIUS RADIUS Port [T+ Shared Secret | -
Retry times 3 Retry Timeout [3 seconds
Acct-Session-ID Length | Bytes (0 for default)
RFC Compatibility I~ RFC2138
Zone Verification I Enabled
C Securld  Client Retries 7 client Timeout |5 seconds
Authentication Port 5500
Encryption Type = pES SDI
Use Duress C Yes & No

@ LDAP LDAP Port 389 Common Name Identifier |cn

[en=users,: de=local
© TACACS+  TACACS Port Shared Secret
oK Cancel _
| B
[ [ [ [ [ Trusted ites | Frotected Mode: off [Fa~[HRwo% -

£ - B - 0 - Page- safety- Tools - @)
Configuration > Auth > Auth Servers 55g5-v92 a
New
ID Name Server IP/Name Type Acct Type Configure
0 | Local Local Local admin auth 12tp xauth Edit | -
1 AD1 192.168.66.11 LDAP auth I2tp xauth Edit ‘ -
= - Auth server is in use
[ [ [ [ Trusted sites | Protected Mode: OFf [a - [®we% -~

SECURE COMMUNICATIONS W
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Next configure the Auth Server parameters

[ ssg5-v92: Juniper-Screen0s 6, 1.0r7.0 T3 - B - [ = - Page~ Safety+ Tools= @~
VPNs > AutoKey Advanced > XAuth Settings 55¢5-v92 8

Bl Juniper’

55G5-v92

Reserve Private IP for XAuth User |480 Minutes

=
al

|

=

;
B

Default Authentication Server [AD1 v/
Query Client Settings on Default Server [~

CHAP [~

IP Pool Name lm
DNS Primary Server 1P [192.168.66.11
DNS Secondary Server P [0.0.0.0
WINS Primary Server IP [192168.66.11
'WINS Secondary Server IP ll]unu—

Apply Cancel

[ [ [ [ [ | [ [ Trustedsites | Protected Mode: OFf [Fa - [Ri0% -

Next create a new Gateway configuration as shown below

ssgS)u’QZ:JumperScrEeﬂOS 6.1.0r7.0 ﬁ - * [ @ = Page » Safety v Tools = ®v

VPNs > AutoKey Advanced > Gateway > Edit s595-v92 (2]
- - L)
B Juniper
NETWORKS
S5G5-v92 Gateway Name |AD Gateway

Version  IKEvl  IKEv2

* Remote Gateway

 Static IP Address 1P Address/Hostname |

# Dynamic IP Address Peer ID vanacce&&.loca\
" Dialup User User |None -

" Dialup User Group Group Im

! ACVPN-Dynamic

Loml]]}l[D\st\nguishedName]

! ACVPN-Profile

oK Cancel Advanced

4]
[pone [T [ [ [ [ Trusted sites | Protected Mode: OFf [Fa - [®wom -
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[ ssg5-v92: Juniper-Screen0s 6. 1.0r7.0 - - [ g - Page~ Safety- Tools- i@~
VPNs > AutoKey Advanced > Gateway > Edit ssg5-v92 (7]

I” IKEv2 Auth Method

Outgoing Interface ethernet0/0

Security Level
Predefined " Standard ¢ Compatible ¢ Basic
User Defined ' custom —
Phase 1 Proposal
Ipre-gZ—aes128—sha j INoﬂe j
INune Ra |Ncme =l

Mode (Initiator) © Main (ID Protection) * Aggressive

¥ Enable NAT-Traversal
UDP Checksum [~

Keepalive Frequency |5 Seconds (0~300 Sec)

Peer Status Detection
' Heartbeat Hello [0 Seconds [1~2600, 0: disable) |

Don't forget to go into the XAuth Gateway configuration settings

ssng\rQZ:Juniper-ScreenOS 6.1.0r7.0 ﬁ - - [ @ ~ Page -~ Safety = Tools ~ @-

VPNs > AutoKey Advanced > Gateway > Xauth s5g5-v92 ﬂ|

Gateway Name: AD Gateway

S Juniper’

55G5-v92

|»

" None

* XAuth Server
Allowed Authentication Type & Generic ¢ CHAP Only " CHAP & PAP
" uUse Default Xauth Settings
" Local Authentication

& Allow Any
i User None 'I
" User Group None x|
@ External Authentication AD1 »| I Query Remote Setting
= Allow Any
" User Name|
 User Group Name |

" Bypass Authentication

" XAuth Client
Allowed Authentication Type ¢ Any  { CHAP Only ¢ SecurlD

User Name |
Password | —
Update DHCP Server [
Prefix Delegation to IPv6 Interfaces Interface SLAID  SLALength |Action
= [ o Add -
e T e [ sttt [potaced odesOFF [ - (R0 -
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And next create a VPN configuration using the configured gateway

B8] ssq5-v92:uniper Screenos 6. 1.0r7.0 3 ~ ) - ) o=+ Page~ Safety v Tools~ (@
VPNs > AutoKey TKE > Edit ssg5-v92 [ 2]

VPN Name AD VPN

o Gi y © Predefined IADGaLeway =

 Create a Simple Gateway

Gateway Name |
Version * IKEvi © IKEv2
Type @ Static P Address/Hostname |
" Dynamic IP peerm|
" Dialup User UserINone -
" Dialup Group Group |None >
Local[ (optional)
presharedkey|  Use AssSeed [
Security Level ~ Standard " Compatible " Basic
‘Outgoing Interface lm
€ ACUPN-Dynamic  Gateway |None | Tunnel Towards Hub |Secure MIP ~|
 ACVPN-Profile Binding to Tunnel lm

OK | Cancel | Advanced |
1 K | i
[Done [ [ [ [ [ [ [ [~ Trusted sites | Protected Mace: Off a - [®wow -
B8 ssq5-v52: Juniper-Sreen0s 6.1,0r7.0 fi - B) - ) o= - Page - Safety - Tools - (@~
VPNs > AutoKey IKE > Edit ssg5-v92 (2]

Security Level
o Predefined © Standard ¢ Compatible © Basic
User Defined * Custom
Phase 2 Proposal
|ncpfsfespfaesﬂt’rsha j |None

INone ﬂ |None

Lol Lef

Replay Protection [~
Transport Mode | (For L2TP-over-IPSec only)

Bind to ' None

" Tunnel Interface none ¥
" Tunnel Zone Untrust-Tun >

Proxy-1D [+
Local IP / Netmask [192.168.66.0 / J24
Remote IP / Netmask [172.16.66.100 / |22 =
Service |ANY =

DSCP Marking ™ Disable

" Enable Dscp Value |°

VPN Group INone - Weight |0 =
[ [ [ [ [f [ Trustedsites | Protected Mode: OFf [%5 + [ w00% - 4

As you see we configure Proxy-ID with the Pool Remote IP Address.
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The final step in the configuration is to create the Policy definition.

sngvaZ:Jumper-ScreenDS &, L.0r7.0 & - = [ @ - Page - Safety » Tools - @v
Policy > Policies (From Trust To Untrust) ssg5-v92 (2]

S Juniper’ _

556592 Name (optional) |

 New Address I
Source Address
' Address Book Entry | 192 168 66 0/24 ~ Multlple

("NewAchessl

Destination Address
& Address Book Entry [Any ""ul‘JP'e
Service |ANY x| Muiltiple
Application |None -

[ WEB Filtering

Action | Tunnel 'I

Antispam enable [~

Tunnel vaIAD VPN -

¥ Modify matching bidirectional VPN policy

L2TP |None

Logging M  at Session Beginning

Toggle Menu I” session-limit =l

[Edit [T [ | [ | [f]. Trustedsites | Protected Mode: OFf [45 = [® 0% -

Don't forget to set the Authentication in the Advanced Policy configuration.

[ s505-v52: Juniper-Screencs 6. LOr7.0 - -~ [ g v Page~ Safety~ Tools~ @@+
Policy > Policies (From Trust To Untrust) £5g5-v92 (7]

Qi uniper’ -

S55G5-v92 Advanced Policy Settings

™ Source Translation (DIP on) INone (Use Egress Interface \P)j

™ Destination Tr i & Tr to 1P |u.u.u.u
NAT
I Map to Port |0

" Translate to IP Range
0.0.0.0 - [0.0.00

User Group | Allow Any A =
Gr
& Auth Server OUR ~ Allow Any >

ADT = User o |Allow Any 'I

 WebAuth(Local) Extemal User |
Authentication v
" No Redirect
" Infranet-Anth Padirart " Radirart tinan thanticratad traffic LI
[E<it [T [ [ [ [ Trustedsites | Protectsd Mode: OFf Ta v [ ®m100% -
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And don't forget the Routing off course, which is required. Create a Route in the trust-vr route do-
main for the IP Pool network with the Tunnel interface as the Gateway.

[ ss05-v52: Juniper-5creen0s 6.3.0r4.0 M- © [ pm - Page~ Safety - Tools~ (@~

Network > Routing > Routing Entries > Configuration ssg5-v92 ﬂ|
0

Juniper
NETWORKS.
SSGE-v92 Virtual Router Name trust-wr

IP Address/Netmask [172.16.66.0 / |24

Next Hop " Virtual Router untrustvr |
~ Gateway
Interface [[HNERNN ~|

Gateway IP Address |U.U.U.U
Permanent [

Tag |0

Metric |1
I Preference (20

Description |
OK | Cancel |
[ ssg5-v92: Juniper-Sareen0s 6,3.004.0 M - [ = v Page~ Safety - Took - (@~
Network > Routing > Routing Entries ssg5-v92 ﬂ|
List |20 *| per page
L | ® List route entries for | All virtual routers = truster  *| New
i Juniper Kl =] o]
NETWORKS.
S5G5-v92 trust-vr
IP/Netmask Gateway Interface |Protocol |Preference | Metric | Vsys Description Configure
*110.20.0.0/16 ethernet0/0 | C Root -
*110.20.10.211/32 etherneto/0 |H Root -
192.168.100.0/24 ethernetd/2 |C Root -
192.168.100.1/32 ethernet0/3 |H Root -
*1192.168.66.0/24 bgroup0 C Root -
*1192.168.66.2/32 bgroup0 H Root -
*110.50.50.0/24 192.168.66.254 | bgroup0 SP 20 1 Root Remove
192.168.66.0/24 | untrust-vr - s 20 1 Root Remove
172.16.66.0/24 tunnel.1 S 20 1 Root Remove
* Active route C Connected I Imported eB EBGP 0 OSPF E1 OSPF external type 1 H Host Route
P Permanent S Static A Auto-Exported B IBGP R RIP E2 OSPF external type 2
D Dynamic N MHRP
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NCP Client Configuration

The NCP client configuration is identical to the steps described earlier in this document.
Here I only describe the difference in the configuration.

First go into the client profile and edit Identities section. The xauth user parameters are the creden-
tials of the Active Directory user.

Profile settings AD Users E

— |dentitiez

Basic Settings ;
Line Management Lacal Identity (IKE]
|IPzec General Settings

Advanced |Pzec Ditiu:uns

|IPzec Address Assignment

IFuII_I,I [ualfied Domain Name j

vanaccess.lucal

Split Tunneling ¥ Pre-shared Ke
Certificate Check o i
%% ﬁhared S arret Ixxxxxxxxxxxx
Confirn Secret: I“““’“‘"“““““
Certificate
configuration: I ALl j
¥ Extended suthentication [<aUTH]
User 10: IDDmain Jzer
EaSSWDrdZ Ixxxxxxxxx:1

Help | (] I Cancel

And then go to the IPsec Address Assignment.

Profile Settings AD Users

Basic Seltings — IPzec Addiezs Azzignment

Line Management . .
IPsec General Seftings Azzignment of the Private [P Addiess

Advanced [Pzec Options A IIKE config mode ﬂ
| dertities:

IP Address: |u.u.u.u

d
Cerificate Check

[~ DMS HWINS Servers
ONS Server: IEI.EI.EI.EI IEI.EI.EI.EI
WINS Server XX [oooo

Domain Marne: I

Help | Ok I Cancel
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All set. Below I show the test with two separate clients connecting simultaneously.

o i BEET o, oo cp secure Clin R
Connection Configuration Log View Help
7/21/2010 60347 PM lke: Tuming on¥ALITH mode - Juriper 556G Connection Configuration Log View Help 772172010 6:03.44 P ke ¥MIT_M563 AGGRESSIVE - AD Users
Profile: Connectian: 741420080347 PM ke IkeSa negotiated with the following prop— Profils Connection 71212010 B0 44 PM Ike: IkeSa negotiated with the following properties -
fouries: 555 [l FA1/ZMOBUSATPM - Authentoation=RAUTH_INIT_PSK Encypt oo s | B_] T/21/20106:0344 P Authentication=XAUTH_INIT_PSK Eneryption=AES He
7/21/20M0B.0347FM ke Juriper S5G ->Support for NAT T versia ZIRU2M0B0344PM ke Tuming on DPD modz - 4D Lisers
4 7A21/2MOBO3ATPM ke RMIT_MSG3_AGGRESSIVE - Juriper § TIJAN0B0344 M Ike: phaselinamefAD Users) - connected
7/21/20M0B.0347FM  Ike: IkeSa negotiated with the following prop JUNIPEE | | 7/21/20106:0344 M SUCCESS: IKE phase 1 resdy
‘, Cannection establishel 7021/20M0BO347PM - Authentioation=XALTH_INIT_PSK Encrypt k o ectablioned, ey o 7/21/2010 60344 PM IPSec: Final Tunnel EndPaint s:010.020.010.211
- 7/21/2M0B0347PM  Ike: Tuming on DPD mode - Juniper 556 % Lgnnection ectSh=tg T/21/20106:0344 M IPSec: Phasel is Ready - Ikelndex=63 ARRekep=1
£8LL 7/21/2M0B0347PM ke phasel namefJuniper S5G) - connected Fyw, 72120106040 PH Ikeauth: FECY XAUTH_REQUEST
of the day: How to enable the 7021/2M0B0347PM - SUCCESS: IKE phase 1 eady = T2 G0%44PM  keauth: XMIT AUTH_REPLY
it et L m 7/21/2010 60847 PM  IPSec: Final Tunnel EndPoint is:010.020.01C m 721060344 M IkeCig RECY_IKECFG_SET - AD Users
— 7/21/2M0B0347FPM  IPSec: Phasel is Ready - Ikelndex=1B AlRle T/TIN0 0344 PM  IkeCfg XMIT_IKECFG_ACK - AD Users
tatistics: istics: y » -
7/21/20M0B0347FM  keRauth RECY XAUTH_REQUEST Statistics: ZUTAN0G0344PM  IkeXauth RECY_XAUTH_SET
e ovie g | Dimeoul(seck €2 sec PI2/2M0BORATPM  IkeRauth RMIT_RAUTH_REFLY Data (Tx)in KByle: 1189 | Time online:  00:00:58 /21201060144 PM  IkeNauth XMIT_MAUTH_ACK
e recton o 7/21/200 60347 Pk IkeClg RECY IKECFG_SET - Juniper 56 Dala (Rx) n Byle: &8 Timeout (sec): 66 sec TIZVAN0 60344 PM  IkeClg name <AD Userss - Ikeiauth: enter state open
Data (Rx) in KByte: 1.461 Link Type: LAN | - Speed (KByte/s). 0,000 Encryption AES 128 y
Speed (KBytels); 0,000 Encrygtion AES 128 7/21/2M0B:0347PM  IkeLtg: XMIT_IKECFG_ACK - Juriper S5G T/Z1/2N0 60344 P SUCCESS: lke Extended Authentication is ready
7/21/2M0B0347PM  IkeXauth RECY_XAUTH_SET Software not yet activated activato 7217201060344 P IPSec: Quick Made is Fieady: Ikelnde: = 0000003Y  Vor
[ ciieki_ ¥ How to buy? 742120 B0347PM - IkeRauth: KMIT_ALUTH_ACK (Valid for another 25 days) T/21/20106:0344 PM  IPSec: Assigned P Address: 172.16.66.100
“ : :;"’:’!:“:Bl:;:l?ﬂ TI220E0347PM IkeClg: name <Juriper > - IkeXauth: erter st T/1/ZN0E0344 PM IPSec: DNG Server: 192 168.66.11
» Your logo here? 7/21/2MOE0347PM - SUCCESS: lke Estended Authentication is(] T/2/201060344 PM IPSec: WINS Server: 192.168.66.11
SRm— 7/21/2010 6:03:47 P IPSec: fuick Mode is Ready: Ikelndes = 00 TOZI/20060344 M keuick: XMIT_MSG1_OUICK - AD Users
rare n ivaf y i by -
f"val'id“’fm SRS 7/20/2M0B0347PM  IPSec: Assigned IP Address: 172 16.66.100 7217201060344 PM  kefuick: Received NotilD Users) - remote is reduci
7/20/20006:0347PH  IPSec: DNS Server: 192 168.66.11

T/Z1/20106.0344 PM  kefuick: RECY_MSG2_BUICK. - AD Users
7/21/2010B:03:47PH - IPSee WINS Server: 192188.86.11 T/ZI20060344 PM Ikeluick: XMIT_MSG3_OUICK - AD Users

7212010 8:03:47 PH - Ikefluick: XMIT_MSG1_QUICK - Juniper 55 T/Z1/20106:0344 PM Ikefluick: phase2:namefAD Lsers) - connected
72172010 60347 PM Ikeuick: Received NotiylJuriper SS6] > 1 TR1AIDGIR44PH  SUCTESS: ke phsos 2 (quick mords] sl
721720060347 PM  keluick: RECY_MSG2 QUICK - Juriper 5 T/21/2M0 60344 PM IPSec: Created an IPSEC S4 with the following characte

71201060347 PM  IkeQuick: XMIT_MSG3_GUICK - Juriper 55 7/21/20106:0344 P IpSicRange-{172.16 86.100-172.16.66. 100} pDstRang
/214201060347 P Ikefluick: phase2namelluniper S5G) - con 7/21/20106:03:44 PM IPSec: connected: LiteDuration in Seconds = 2520 and i
742172010 6:03.47 PM SUCCESS: lke phase 2 (quick mode) ready ] 7/21/20106:03:44 P IPSec: Connected to AD Lisers on channel 1
7421201060347 PM IPSec: Created an [PSEC 54 with the follow 7/21/2010E:0344 P PPPllpepl connected to AD Users with IP Addiess: 172
T/A20106034TPM  InGicRange=[172.16 66.100-172.16.66.101 7/21/2010B:03.44 P SUICCESS: IpSec connection ready
72200060347 PM  IPSec: connected: LifeDuration in Seconds 7/1/20M0E:03 46 P SLICCESS: Link -» <40 Users> IP addiess assigned to IF
71201060347 PM  IPSec: Connected to Juniper 556 on channi 7/21/2M0B0813PM  Ike: NOTIFY - AD Users - SENT : NOTIFY_MSG_R_LIH
7/21/2010 6:03.47 P PPPilpep): connected to Juniper S5G with | 7/71/20106:0813PM ke NDTIFY : AD Users : RECEIVED - NOTIFY_MSG_F
7/21/2010603:47PM SUCCESS: IpSec connection ready 7/21/20106:0433PM ke NOTIFY : 4D Users : SENT : NOTIFY_WSG_R_U_t
7/21/2010603:49PM  SUCCESS: Link -» <Juniper 555> IP addres 7/21/2010B:04.33PM  Ike: NOTIFY: AD Users : RECENVED : NOTIFY_MSG_F

Clear Screen Create File Clear Screen Create File

Certificate Authentication using Active Directory Certificate CA

In Enterprise environments Certificates are often used as a way of authentication. In this section we
describe the steps to perform a setup with Certificates using a Microsoft Active Directory Certificate
CA and self-signed Certificates.

We assume Active Directory Certificate Services is up and running

r Manager [_[51x]
Fle Abon View elp

+% =@

e o ]
= & Roles

al ;’: Active Directory Certhcate Services ’E

1 %] Adive Directory Doman Services ! View the heskh of the roes nstaled on your server snd s o remove roles and features.

3 DHCP Server
4 NS Server
4 2 File Serviess

= Network Policy snd Access Services
5 5 web Server (15) _
& Fostues ~ Roles: 7of 17 instaled o Add Roles

~ Roles Summary [ roes summary Help

Disgrostiss 2 Remove Rokes
(i Configuration i, Acove Drectory Certficate Services

5 storage @ ctve Drectory bomsin services

DHCP Server

oS Server

Fle Services
Nebwork Policy and Access
@) web Server (1IS)

~ Active Directory Certificate Services H a0 csrep

Active Directory Centfcate Services (4D C5) s used to create certfication authorities and related roke services that alow you to lssue and
manane certificates used in & variety of anicetons.

2 Roke Stabus 5 G0t AciveDieclory Ctcte
Mass08s: Nores

System Services: All Runing

Events; 2 warnings in the last 24 hours

ivzer: [ostart 3 Bast Practices AnayIer san, 00 o the Best

e on this role's h ge and click Scan this Roke

~ Role Services: 3 rtalisd T add role Services
7 32 Remove Roke Servces =l

= T
Last Refrach: Today & 1:20PM Configurs refrach
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Create a new Windows Server CA
Export the CA cert using “CertUtil —ca.cert ca_rootcert.cer” via CLI

I
BB 3

B e sy Tk @

i g
[ Micrusoft Actis Dirvctoy Carticats Senices — wpnacoss - AD-CA Home

Downioad a CA Certificate, Certficate Chain, or CRL

authorty,instal this CA certificate chain

ioad a CA certficate. centficate chain or CRL, select the certificate and encoding method

CA cantficate

Chose “Download CA certificate chain” link and save the file.
Import this cert into the Juniper gateway (Objects — Certificates)

740 - Windows Internet Explorer

G -

Favorites

- £ Moosft

x

e o | % B o - Fage s safetyr Toos+ e
Objects > Certificates

Load & Cert © CRL File: Browse
T Detault cert n

New

Tssuer Friendly Name Type Serials Expired Status | Configure

48 €A | 3e543779012ce39c44edas7376be2bla | 10-22-2015 21:01 | Active | Datal,Remove

= [ 5 7o [ i s Trreicind ke G = [ <
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Copy this cert into the Cacerts client folder. Verify you see it in the client under Connection —

Certificates — Display CA Certificates

| NCP Secure Client - Juniper Edition M= B |ucP\Secureclient\CaCerts !EI
Cennection Cenfiguration Log View Help (C:) ~ Program Files (x86) = NCP = SecureClient ~ CaCerts v 12 [ search cacerts ¥
Praie Connection -
[sereen05 P T [ PN pov - Shercwtn v Hewfolder =~ @
Name - | Dste modified | Type | size | |
l Juniper (5 ca_vpnaccess. cer 11/29/2010 11:04AM  Security Certificate 1KB
— M CA Certificates
8oL Subiec
m o /DC=local/DC=vpnaccess/CN=vpraccessAD-Ch
Statistics
Data (Tx) in KByte: 21.94 Time online:  00:01:08

Data (Rx) in KByte: 23.38 Timeout (sec): 0 sec
Speed (KBytels):  0.000 Encryption

Internet Explor
Microsoft.NET
MsBuid
. NCP
| SecureClient
Ars

CaCerts
Crls

Help Close

For the User Certificate, with the VPN tunnel established from the client to reach the AD/Certificate
server, connect to the CA via web browser and click on “"Request a certificate”

] EJ :tive Directory Certificate Services - Windows Internet Explorer

000107 fity tasks.

@ sialiis of a pending request

For more Active Directory Cs
Select a task:
Request a certificate
iew th f i i
n fi ficate chain

b site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your identity
jou communicate with over the Web, sign and encrypt messages, and, depending upon the type of certificate you request, perform

~='* _bo use this Web site to download a certificate autharity (CA) certificate, cerificate chain, or certificate revocation list (GRL), or to view

, see Active Directory Certificate Services Documentation

[@memet [T [~ ]

From the “Request a Certificate” screen select “submit an advanced certificate request” link. This is

necessary to have the keys exportable.
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From the Microsoft TechNet: “If a certificate was issued from a Windows Server 2003 certification
authority, the private key for that certificate is only exportable if the certificate request was made
via the Advanced Certificate Request certification authority Web page with the Mark keys as
exportable check box selected, or if the certificate is for EFS (Encrypting File System) or EFS
recovery.”

Request a Certificate

SECURE COMMUNICATIONS Wl

i3 8 IntemetExpkrer camnotdis...

Advanced Certificate Request

The policy of the GA determines the types of certificates you can request Click one of the following options to
Create and submit a request to this CA.

Submit a certificate request by using a base-64-en
PKCS #7 file,

MC or PKCS #10 file, or submit a renewal r

On the Advanced Certificate Request screen select Certificate Template “User” and enter a Friendly

Name (eg Demo_User) and ensure that “Mark keys as exportable” is checked

2 Microsoft Active Directory Cerlificate Services - Windows Internet Explorer
nnection. Configuration Log View Hel

@A @ [ Tittps://192,168.86. 11 certeryjcertrams. a0 = cerifcateEror | 42 | %[5 P

7] i Favertes |55 ) Intemet Explorer camnot dis...

Advanced Certificate Request

Certificate Template:
User B

Key Options:

@ Create new key set € Use existing key set
€SP [Micrasoft Enhanced Cryptographic Prawder v1.0 =]

Key Usage: @ Exchange

i 28
Key Size: [1024 | 1" 2% (common bey sizes: 512 1024 2048 4100 9192 16384 )

® Automatic key container name " User specified key container name
[ Mark keys as exportable
™ Enable strong private key protection

Additional Options:

Request Format: & CMC  © PKCS10

Hash Algorithm: [shat =

Only used o sign request

I Save request

Attributes _';l
‘ .

Friendly Name: [Deme_Usercer]

Submit > I
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Click on Submit button

17 Hicrasoft Active Dircctory Certificate Services - Windows Internet Pxplorer

@fﬁ‘.h /192 168.66.11certsn jcerrabl. aspPtype =0 | certfcateBrror | (5 ¢ | x| [} 5rg o -
g Favarites | 3 £ Mcrasoft Achve Drectory C... & Mcrosoft Ack ¥Co ft Active Directory C... @] Suggesied Stes ~ 2] Veb Sice Galery =
@ Micosoft Active Directory Certicate Services | | Siv B - e v Pagev safetyr Took v i

Microsoft Acti

User Certificate - Identifying Information

Na further identifying information is required. To complete your certificate, press submit
Mare Options >>

Submit >

On the “Certificate Issued” screen select “Install this certificate”

@T—jk. =] % certtcambrrar || 15 4p x| [F B P
7 Favartes | 3 . Mcrosoft Actve Drectory C... @, Mcosoft Actve Directory C... £ Mcrosaft Actve Drectory C... € Sucgesied Stes = B Ues Sice Calery =

{8 Micoso: Acsve Diectory Cerbfcate Servies | | -

Microsoft Active Direc

Certificate Issued

The certificate you requested was issued to you.

I™ Save response

Confirm “Certificate Installed” message

NCP Secure Chient - Juniper Edition £ Microsoft Active Directory Certificatx
c Confesion Log View Hel (G . w [ET M2 ama T
[ommrum ] s | £ Intemet Bxclorer cammat ..

Lo oo,

EE N Certificate Installed

Your new certficate has been successfully installed

Speed (KBtea)

I-|
T o | [ [Fa~ [0 -

SECURE COMMUNICATIONS W
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In the CA Store select the generated certificate and chose Export

General | Security | Privacy  Content | Connections | Programs | Advanced |

Parental Controis
Control the Intermet content that can % Parental Controls
5 bevewed.
Content Advisar

@ Ratngs help you control the Intemet content that can be [ LoauRe ey
viewed on this conputer.

5 Enabie... o Itendedpupose:  [cal> |

Personal immwmmmmm-lrmmwhﬁmw' L]

Certficates

Use certificates nections.
™ = 2z [tssued by
Cesrsisme | cefestes | sublshers
4252110 <Mone>
_% AutoComplete stores previous entries Setbngs
for you.
Feetond WebShees ————————
E Feeds and Web Slces provide updated Setbngs
e
read in Internet Explorer and other
programs..

Mcrosoft Emal, Clent

JEC S =

Authen!
_ —

In the Certificate Export Wizard select “Yes, export the private key”

General | Seaurity | Privacy  Content | Comectons | Programs | Advanced |

Parental

Conral the 4 parental Controls |
L be viewed.

Cantent Advisor
@ Ratngs help you control the Intemet content that can be i
viewsd on tis computer,

o axport the
Certifcates
B
Private ey 1f you want o export
Clear 55 state Certfcates Publshers certificate, you must type a password on a later page.
0o youwant to
-a AutoComplete stores previous entries ‘Settings % Yes, export the private key
for you. © Mo, donot expart the private key
FeedsordebShess —
Fasds and Web Skees provide updated Satings
m content from nebstes that canbe  ————
*  read i Internet Exglorer and other
programs.

o | et |k

Learm more about exporfing private kevs.
_ —

Select “Personal Information Exchange — PKCS #12”

General | Seurity | Privacy Content: | Comections | Programs | Advanced |

Paremtal Controls.
7 Eets (S

Content Advisor —————————
(" Ramgsnen you one e e st ane [
viewed on this computer,

# Enable.. et
s ce vartety of ik farmats.
A
Scect the format you went to use:
Clear 53 state Certficates. Publehers
505 (,CER)
AuoComplete
2 AutoComplete stores previous entries Settings o =
for you. an pth

 Personal Information Exchange - PKCS #12 (PFX)
@ Feads and Web Sices provde updated Settngs o
read n Internet Explorer and other
prograems.

I Defete the privets key if the export & successful
™ Export al extended propertes
{ Micronoft Sislzed Conlife Scrs {S5TY

JIC S "

Leam more about certificate fie formats.
<Back Next > Cancel

SECURE COMMUNICATIONS W
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Enter the Password (eg 123456)

Gareral | Sacty | Privacy Canten | Connechons | rograms | Advanced |

Parental Controe

Pl 5 [

0 Ratings hep you contral the Infemet content that can be [ Te 7
vigwed on this computer. [ e Export Wi
T i 1
5 rathe lpesing Password

Use certficates for encrypted connectons and idensificatic

Certfiates

A

Gesssiame | cemfstes | eubishens

e

Ta intemet Properties

Intended purpose: [ <a1> =
Fersonsl | other Peopie | | or [ +]
IsvedTo ssued srabo... | Friedy tame:
<tone> <hone> 1172972011 ahne>
Administrator wpnaccess-AD-CA 12/6/2011
el Admnisaior VPnaccess-A0-CA 12js/201
atemo demo 42572110

Fila to Expart
Specify the name of the fle you want o export

B I T

Certifcate niended purposes : | cincridemo_user.pfx Eromse...

Authentcaten

Leam more about certficates

[ == |

Select finish to complete the certificate export process

Geneal | secuty | Privacy Cantent | Conmectors | Programs | Advenced |

Parental C

Pl B e

& Rt e you convot e emet anene e [T
wiewed on this computer. ' Certificate Export Wizard

H'—I il Completing the Certificate Export
Certheates ———————————————————————— Wizard
Use certifcates for encryted connections end dentifcati
A i—ﬁJ Yo e seess Wty complted the Certfeats Export
Cerssistote | cetotes | ulshes o,
= “You have specified the Folowing settngs:
AutoComplete:

T4 AotoComplete stores previous enbries Setings Keys

St ves
2, onwepages snd rugpssts masches Incde o crticates b the cerifcaton path No
oo File Format
Fesds and web slces provide pdated Settngs
[T vt o s e e
e e
pogam. ol

x| e |-

I e

SECURE COMMUNICATIONS W
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Verify export success

‘B Internet Properties
General | Securty | Privacy Content | Conmections | Programs | Advanced |

Parental Controls:

g Control the Intermet content that can % Parental Cantrals
be viewed.

Content Advisar

@ Ratngs helb you control the Intemet content that can be §7 To0"

wiswed on this computer,
1
| Enable... % setigs
.‘—I— Completing the Certificate Export
Cartiicates Wizard
A -
Cearssstate | coteotes | pubishers b o5 ot
< ou have specifid the folowing settngs:

e name Cice.
=5 AutoComplete stores previous entries Settngs Expart Keys fes
2 Inchude sl cerbicates in the certifcation path Mo

e Ele Format
FeedsordWichSioes —
Feade and Wweb Skeas provide Lpdated settngs
content from websites that canbe  —————
read in Internet Explorer and other
programs. |
oK Cancel £
- o - oned

Rename the file from demo_user.pfx to demo_user.p12

Import the Certificate into the NCP client

. NCP Secure Client - Juniper Edition =] Y
Connection Configuration Log View Help

Profile: LConnection;
IS:‘cc:CS Demo User Cert j

‘., Juniper
@80
- NG

Data (Tx)inEyte: 0 Time online: 00:00:00
Data (Rx) in Byte: 0 Timeout (sec): 0 sec
Speed (KByte/s):  0.000 Encrypon:

Certificates [ x]

[ Cetticate
Name
Standard certificate configuiabon
Dema User Cert
Hame: ;Demn User Cert
Uses Cartficate | PIN Paicy | Certficate Fenewal |
Add | Edi Cestificate: | rom PKCS 12 fle =l
Select Cerlificate: ft
PKCSH#12 Filename |CANCP demousesceit pl 2
[™ Enatle Certificate Selection
Certicate Path: [ =
¥ PIN Request &t each Correction
e | oK | Cacal ]

SECURE COMMUNICATIONS W
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Select certificate in the NCP Client Connection Profile

I T ——

Connection Configuration Log View Help

Avalable Froflks
Profil Connection; [t
SceeendS Do User Corl = [Shor s pties | o
Frofle Name =l

t JUrper Juriper Juras VPN - Backup
ey Juwiper Bz
Junes AD
G 9 ‘2 Junos Diao VPN
m Junos VPN Radius
K5 MP

Statistics: Sereen0S Diama Lser Cort A
Dsta (Tx) in Byter 0 Time online- 00:00:00 S—r—

Dsta (o) in Byte: 0 Timeout (sec): 0 sec A lmeart ITI o =

Speed (KByteis)  0.000 Encrypton Lisd | Cory | " | el |

Profilc Scttings Screen0s D ]| M | Ll | L I

Bamc Settings
Lire:

Psec Genera Selings Ty ohed =
Advarced IFsec Dobons = ASHT Detrguished Hane
==

(Fsec Addiess Assignment
St [unneing I ProshaedKey

Cenifcate Check
% Shaed Seciet
Confim Secret
e, ET—]
conligualion:

re
@ LserID: |
ey

SECURE COMMUNICATIONS W

On the Juniper gateway go to Objects — Certificates and select New and enter the relevant informa-

tion parameters

|/ s505-v92: Junipe reen05 6.3.004.0 - Win
G - W iomva— E &l 1[5 s o

i rovries | 5

. x
‘Objects > Cerification > Cert New Request ssgs-vs2 7]

i duniper
s Certificate Subject Information
Name: [enuses
Phone: -
Unit/Department:
Organization: [vPnaccess
County/Locality: [Mountain view |
State: S —
Country: s
E-mail:
1P Address: —
FaDN: [vpnaccess.jocal
Key Palr Information:
[Flrsa  Copsa  © EcpsA

Create new key parr of |20 ~| length.

1L | s tes | rotscsdivodss O e

Click “Generate”
From the Cert Request window select “Save to File”
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G0~ msnm— TRl = =
¢ Fovortes | . B
(@) s505-¥52:riper-Screen0s 6.3.0r4.0 i -E) - U - Page- Safety- Tods- -
Objects > Certification > Cert Request ssgB-v92
=
S Juniper’
SsoEvR Certificate Request

o
2t
&
ot I —
2= C - Compute = Local Dok (€1 + P @ [=one e

Save To File SR DD i o e fider e @
If Signad € Exima 5 it
Generate Salf Signad C odie ok —— = [o=e | rree
. Download to:
#  E-mail to:

: T rate otems match your search
€ Automaticaly enrol 10 [ (g prgdsogbocns 4 Lorares

& New CA server setl

188 Computr
£, Localvak )
@] o
S Netnark
€A TDENT
challenge [
Advanced Settings...
 Existing CA server settings | Ch=vpnace

4 |
OK
Hocalll i name: 552t o]

Save a8 types [roxtocmen:

= pearuen| [
i

i

e [T [ [ o [ rommaames iromsmaossion [~ [%0% - )

SECURE COMMUNICATIONS W

Go back to the Cert Server Web UI and select Request a Certificate — submit an advanced certifica-

te request

From the Advanced Certificate Request window select “Submit a certificate request by using a base-

64-encoded CMC or PKCS #10 file”

L

L pavortes | s [ g zmper Saees ., £ Messot Acte Drectny G
2| »| Missosszampersasenos . | @mason acweorecer.. x| | S e S e

Advanced Certificate Request

‘The policy of the CA determines the types of certificates you can request. Click one of the following opfions fo:
Create and submit a request to this CA.

‘Submit a cerfificate request by using a base-64-encoded CMC or PKCS #10 file, or submit a renewal request by using a base-6d-encoded PKCS #7 file

]
7

[ o = AT T T R D A

In the “Submit a Certificate Request or Renewal Request” window paste the cert request string
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Goovl -

Fovorites | [Wlsigs-sDunper soeeos .. £ Mossoh actwe Dreciry €.

[-]@ =|®

< |

access-AD-CA

Submit a Certificate Request or Renewal Request

Ta submit a saved request fo the CA, paste a base-64-encoded CIMC or PKCS #10 certiicate request or PKCS #7

as a Web server) in the Saved Request box

Saved Request

ania]

Addiional Atiributes:

Anies | ;’j

[T T[T T i [ Trsed snes | rotecies woce: o

- [Famow -]

Click Submit.

From the Certificate Issued window select “"Download certificate chain”. Save the file as the SSG

Server Cert

(" Micrasoft Active Directory Certificate Services - Windows Internet Explorer

72
GO-i=
v Fevores | 135

192,168.66.11

Certificate Issued

The certificate you requested was issued to you
@ DER encoded or ¢ Base 64 encoded

w
=1 Download certificate chain

27 careh)
122072010 1105 AM  PKCS =7 Certi

- = |
() smg _server.o /020 s A B

Gl terares 5 vpraccess_caph

88 Compurer

& oo (c)
B V-

4l 1
e e [N

Sove sy pecs 27 s

= rade Faldes

Ll

Concel

A

Bore T

T

[ (7 | Trusted sites | Protected Mode: Gff

In the Juniper Gateway go back to Object — Certificates and Load the save Certificate

Download Base CRL
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(Ol T | | O T R
L rmvenes | W masszimme S0em0S . £ MasR A DIV C...
| | Mt A soeecs . | EMomeh et x| | BB e e sere Toms @

Download a A Certificate, Certificate Chain, or CRL

T trust centficales Issued 1fom IS Certfication auMorty, Install s GA certiicale: chain.

CA certificate, or CRL.
Ch certificats:

Encoding mothod:
@DER
 Base 4
Download CA cerbficate chain
Download latest base CRL

pare I O O - Y Fa- oo - 4

Load CRL in Juniper Gateway. In Objects — Certificates select CRL radio button and browse to saved
CRL file

‘Objects > Cerlificates

oad O care € cr.  Fie: [ CAANEENN R
Default Cert Valdation
™ e it New |
[ resuer Friendly Name  Type | Serial# | Expied  staus  Configure
[ pmsccess-20-cA | 51| LocAL| 20804900000000000id | 12-19-2012 1949 | Actve | Databsenavs nacconssorcn Ch | mraStsxtc HdaET7ne|-25.00 210 A e
vpnaccess-20-CA D | 31 Active |Detal s
L o -1 Y [7a - [0~ | | o 5 Y % [Fa = [Fomw <]

Test the connection

O Server VPNACCESS LOCAL anon Juniper Clent vpnaccess.ioc

3010-12:30 1339103 ke

01220 ches o |25 102 T
e epnecemn b

Prae
2010-12-30 1029143 B 10.39.10.111 Pt 25T TS SIS ey Nk B4an aeates ety

s e 55 163510 111 Puaes 1 g 0 05502387 Anmpnid 5 e gt ot mestage fm o
3001330 L3 | oy it CHever, B vpecci, D

3010-11-30 L1:19145 mfo |3 10:5010.111 Priase 1 Computed Mt mock segtotns wih 2680 second Haimme.

3610-12-30 119193 b5 103010 111 Racved S GO A Btk 3 e Mibes 3 854

0101338 0043 mhe 9% 103010101 oo 1 3z
2001320 L9193 e B 103010111 prase 1

301011230 17943 [mhe_|E 1020 10 111 e 1- Rapersar stars MAM: e st
301011230 13179178 A8 103008 evens i 32 et ceared Uy b ratsEreen

110 et it e 4
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8. Troubleshooting
The following section provides a few troubleshooting tips.

8.1. Juniper Gateway Event Log
Look in the Event Log on the Juniper Gateway

8.2. CLI Debugging
From the CLI you can do some advanced troubleshooting.

Login to the console of the gateway
Rainer-Enders-MacBook-Pro:~ rainer$ ssh -1 netscreen 10.20.10.212

netscreen@10.20.10.212's password:
Remote Management Console

Look at the sa table
$5g5-v92-> get sa
total configured sa: 8
HEXID Gateway Port Algorithm  SPI  Life:sec kb Sta PID vsys
0000000a< 0.0.0.0 500 esp:al128/shal 00000000 expir unlim I/I -1 0
0000000a> 0.0.0.0 500 esp:al128/shal 00000000 expir unlim I/I -1 0
00008001< 10.20.10.111 500 esp:al28/shal bbb23378 2180 unlim A/D -10
00008001> 10.20.10.111 500 esp:al28/shal 2af2bfe8 2180 unlim A/D -10
00000011< 0.0.0.0 500 esp:al128/shal 00000000 expir unlim I/I 20
00000011> 0.0.0.0 500 esp:a128/shal 00000000 expir unlim I/ 30
0000000f< 0.0.0.0 500 esp:a128/shal 00000000 expir unlim I/ 50
0000000£> 0.0.0.0 500 esp:a128/shal 00000000 expir unlim I/ 60
00008002< 10.20.10.111 500 esp:al128/shal bbb23379 2186 unlim A/D -10
00008002> 10.20.10.111 500 esp:al28/shal beeb3607 2186 unlim A/D -10
00000012< 0.0.0.0 500 esp:al28/shal 00000000 expir unlim I/I -1 0
00000012> 0.0.0.0 500 esp:al28/shal 00000000 expir unlim I/I -1 0
00000013< 0.0.0.0 500 esp:al28/shal 00000000 expir unlim I/ -1 0
00000013> 0.0.0.0 500 esp:al28/shal 00000000 expir unlim I/ -1 0
00008003<  10.20.10.111 500 esp:al28/shal bbb23375 2000 unlim /I 20
00008003> 10.20.10.111 500 esp:al28/shal dff8f939 2000 unlimI/I 30

Start debugging by unsetting all previous debug configurations — if any
$5g5-v92-> undebug all

Verify filter lists — if any
$5g5-v92-> get ffilter

Clear the debug database
$sg5-v92-> clear db

SECURE COMMUNICATIONS Wl
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Set the filter
$sg5-v92-> set ffilter src-ip 10.20.10.111 dst-ip 10.50.50.10

filter added

Initialize debug
$8g5-v92-> debug flow basic

Get debug info

$8g5-v92-> get db stream

$sg5-v92-> set ffilter src-ip 172.16.123.101 dst-ip 10.50.50.10

filter added

$8g5-v92-> get db stream

*dxdx* packet decapsulated, type=ipsec, len=60%*****
ipid = 3279(0ccf), @037f4cb0
tunnel.3:172.16.123.101/103->10.50.50.10/1,1(8/0)<Root>
no session found
flow_first sanity check: in <tunnel.3>, out <N/A>
chose interface tunnel.3 as incoming nat if.
flow _first routing: in <tunnel.3>, out <N/A>
search route to (tunnel.3, 172.16.123.101->10.50.50.10) in vr trust-vr for vsd-0/flag-0/ifp-null
cached route 0 for 10.50.50.10
no route to (172.16.123.101->10.50.50.10) in vr trust-vr/0
packet dropped, no route

We see the reason for packets not being forwarded.

Root cause was missing route entry in the virtual router.
*#%* pak processing end.

*H*HE* packet decapsulated, type=ipsec, len=60******
ipid = 3280(0cd0), @038004b0
tunnel.3:172.16.123.101/104->10.50.50.10/1,1(8/0)<Root>
no session found
flow first sanity check: in <tunnel.3>, out <N/A>
chose interface tunnel.3 as incoming nat if.
flow_first routing: in <tunnel.3>, out <N/A>
search route to (tunnel.3, 172.16.123.101->10.50.50.10) in vr trust-vr for vsd-0/flag-0/ifp-null
cached route 0 for 10.50.50.10
no route to (172.16.123.101->10.50.50.10) in vr trust-vr/0
packet dropped, no route
**%** pak processing end.

$sg5-v92-> unset ffilter

filter 0 removed

$sg5-v92-> undebug all

$sg5-v92-> clear db

$sg5-v92->
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After route issue has been corrected.
s$sg5-v92-> get sa
total configured sa: 6
HEX ID Gateway SPI

Port Algorithm Life:sec kb Sta PID vsys

0000000a< 0.0.0.0 500 esp:al28/shal 00000000 expir unlim I/I -10
0000000a> 0.0.0.0 500 esp:al28/shal 00000000 expir unlim I/I -10
00000011< 0.0.0.0 500 esp:al28/shal 00000000 expir unlim I/I 20
00000011> 0.0.0.0 500 esp:al28/shal 00000000 expir unlim I/I 30
00000001< 0.0.0.0 500 esp:al28/shal 00000000 expir unlim I/I 50
0000000f> 0.0.0.0 500 esp:al28/shal 00000000 expir unlim I/I 60
00008004< 10.20.10.111 500 esp:al28/shal bbb2337a 3548 unlim A/D -10
00008004> 10.20.10.111 500 esp:al28/shal 328abb5f 3548 unlim A/D -10
00000012< 0.0.0.0 500 esp:al28/shal 00000000 expir unlim I/I -10
00000012> 0.0.0.0 500 esp:al28/shal 00000000 expir unlim I/I -10
00008003< 10.20.10.111 500 esp:al28/shal bbb23375 1024 unlim I/I 20
00008003> 10.20.10.111 500 esp:al28/shal dff8f939 1024 unlim I/I 30
s$sg5-v92-> get sa active

Total active sa: 1

total configured sa: 6

HEXID Gateway Port Algorithm  SPI Life:sec kb Sta PID vsys
00008004< 10.20.10.111 500 esp:al28/shal bbb2337a 3545 unlim A/D -10
00008004> 10.20.10.111 500 esp:al28/shal 328abb5f 3545 unlim A/D -10
$8g5-v92->

s$sg5-v92-> get sa active

Total active sa: 2

total configured sa: 8

HEXID Gateway Port Algorithm  SPI Life:sec kb Sta PID vsys
00008005< 10.20.10.111 500 esp:al28/shal bbb2337b 3597 unlim A/D -10
00008005> 10.20.10.111 500 esp:al28/shal bebfd598 3597 unlim A/D -10
00008004< 10.20.10.111 500 esp:al28/shal bbb2337a 3537 unlim A/D -10
00008004> 10.20.10.111 500 esp:al28/shal 328abb5f 3537 unlim A/D -10

ss8g5-v92-> undebug all

s8g5-v92-> get ffilter

Flow filter based on:

id:0 srcip 172.16.123.101 dst ip 10.50.50.10

$5g5-v92-> clear db

ssg5-v92-> debug flow basic

$5g5-v92-> get db stream

$s8g5-v92-> get db stream

***xkk packet decapsulated, type=ipsec, len=60******
ipid = 3556(0de4), @0381e4b0
tunnel.2:172.16.123.101/111->10.50.50.10/1,1(8/0)<Root>
no session found
flow_first_sanity_check: in <tunnel.2>, out <N/A>
chose interface tunnel.2 as incoming nat if.
flow_first_routing: in <tunnel.2>, out <N/A>
search route to (tunnel.2, 172.16.123.101->10.50.50.10) in vr trust-vr for vsd-

0/flag-0/ifp-null
cached route 11 for 10.50.50.10
[ Dest] 11.route 10.50.50.10->192.168.66.254, to bgroupO
routed (x_dst_ip 10.50.50.10) from tunnel.2 (tunnel.2 in 0) to bgroupO
policy search from zone 1-> zone 2

policy_flow_search policy search nat_crt from zone 1-> zone 2
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RPC Mapping Table search returned O matched service(s) for (vsys Root, ip
10.50.50.10, port 19692, proto 1)
No SW RPC rule match, search HW rule
swrs_search_ip: policy matched id/idx/action = 4/3/0x1
Permitted by policy 4
No src xlate choose interface bgroupO as outgoing phy if
no loop on ifp bgroupO.
session application type O, name None, nas_id O, timeout 60sec
service lookup identified service O.
flow_first_final check: in <tunnel.2>, out <bgroup0O>
existing vector list 5-43ec5a4.
Session (id:8037) created for first pak 5
flow_first_install_session======>
route to 192.168.66.254
cached arp entry with MAC 000c29e0653f for 192.168.66.254
arp entry found for 192.168.66.254
ifp2 bgroupO, out_ifp bgroupO, flag 00800800, tunnel ffffffff, rc 1
outgoing wing prepared, ready
flow got session.
flow session id 8037
flow_main_body_vector in ifp tunnel.2 out ifp bgroupO
flow vector index 0x5, vector addr Ox1{f2a50, orig vector 0x1ff2a50
post addr xlation: 172.16.123.101->10.50.50.10.
no more encapping needed
packet send out to 000c29e0653f through bgroup0
**** pak processing end.
Frxkxk 12818.0: <Trust/bgroup0> packet received [60]******
ipid = 272(0110), @038f89b0
packet passed sanity check.
flow_decap_vector IPv4 process
bgroup0:10.50.50.10/1->172.16.123.101/111,1(0/0)<Root>
existing session found. sess token 3
flow got session.
flow session id 8037
flow_main_body_vector in ifp bgroupO out ifp N/A
flow vector index 0x5, vector addr Ox1ff2a50, orig vector 0x1{f2a50
post addr xlation: 10.50.50.10->172.16.123.101.
going into tunnel 40008005.
flow_encrypt: pipeline.
chip info: PIO. Tunnel id 00008005
(vn2) doing ESP encryption and size =64
ipsec encrypt prepare engine done
ipsec encrypt set engine done
ipsec encrypt engine released
ipsec encrypt done
put packet(3b9f958) into flush queue.
remove packet(3b9f958) out from flush queue.

**** jump to packet:10.20.10.211->10.20.10.111
packet encapsulated, type=ipsec, len=120
ipid = 20946(51d2), @038f8984
out encryption tunnel 40008005 gw:10.20.10.111
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no more encapping needed
send out through normal path.
flow_ip_send: 51d2:10.20.10.211->10.20.10.111,50 => ethernet0/0(120) flag 0xO,
vlan O
mac 000c298bcb54 in session
packet send out to 000c298bcb54 through ethernet0/0
**** pak processing end.
***xk* packet decapsulated, type=ipsec, len=60******
ipid = 3557(0de5), @0381f4b0
tunnel.2:172.16.123.101/112->10.50.50.10/1,1(8/0)<Root>
no session found
flow_first_sanity_check: in <tunnel.2>, out <N/A>
chose interface tunnel.2 as incoming nat if.
flow_first_routing: in <tunnel.2>, out <N/A>
search route to (tunnel.2, 172.16.123.101->10.50.50.10) in vr trust-vr for vsd-
0/flag-0/ifp-null
cached route 11 for 10.50.50.10
[ Dest] 11.route 10.50.50.10->192.168.66.254, to bgroupO
routed (x_dst_ip 10.50.50.10) from tunnel.2 (tunnel.2 in 0) to bgroupO
policy search from zone 1-> zone 2
policy_flow_search policy search nat_crt from zone 1-> zone 2
RPC Mapping Table search returned O matched service(s) for (vsys Root, ip
10.50.50.10, port 19691, proto 1)
No SW RPC rule match, search HW rule
swrs_search_ip: policy matched id/idx/action = 4/3/0x1
Permitted by policy 4
No src xlate choose interface bgroupO as outgoing phy if
$s8g5-v92-> unset ffilter
filter O removed
ssg5-v92-> undebug all
$8g5-v92-> clear db
$8g5-v92->
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Network Diagram

The following simple network is used for testing. The Test Server runs on Windows Server 2008 R2 Enterprise. It runs a Web Server (IIS 7) as well as Network Policy and Access Service, which provides for RADIUS authentication.
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Because the SSG5 VPN pool is in the 172.16.100.0 network range we must add a persistent route in the Test Server unless the Juniper is the default gateway.
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[bookmark: _Toc299048487][bookmark: _Toc320184748]Policy-Based VPN & Shared IKE ID with Preshared Key

With policy-based VPN tunnels, a tunnel is treated as an object (or a building block) that together with source, destination, service, and action, comprises a policy that permits VPN traffic. (Actually, the VPN policy action is tunnel, but the action permit is implied, if unstated). In a policy-based VPN configuration, a policy specifically references a VPN tunnel by name.


With route-based VPNs – which we will show later in this document, the policy does not specifically reference a VPN tunnel. Instead, the policy references a destination address. When the security device does a route lookup to find the interface through which it must send traffic to reach that address, it finds a route through a tunnel interface, which is bound to a specific VPN tunnel. We will explain the particular benefits of route-based VPN in the relevant section below in the document.



The Shared IKE ID feature facilitates the deployment of a large number of dialup users. With this feature, the security device authenticates multiple dialup VPN users using a single Group IKE ID and preshared key. Thus, it provides IPsec protection for large remote user groups through a common VPN configuration.



This feature is similar to the Group IKE ID with preshared keys feature (not described in this document), with the following differences:



With the Group IKE ID feature, the IKE ID can be an email address or a fully qualified domain name (FQDN). For this feature, the IKE ID must be an email address.



Instead of using the preshared key seed value and the full user IKE ID to generate a preshared key for each user, you specify a single preshared key for all users in the group.

You must use XAuth (for IKEv1) or EAP (for IKEv2) to authenticate the individual users.

To set up a Shared IKE ID and preshared key on the security device:

1.  	Create a new Group IKE ID user, and specify how many dialup users can use the Group 

IKE ID to log on. For this feature, use an email address as the IKE ID.

2. 	Assign the new Group IKE ID to a dialup user group.

3.  	In the dialup-to-LAN AutoKey IKE VPN configuration, create a Shared IKE ID gateway.

4.  	Define the XAuth users and enable XAuth on the remote IKE gateway.



On the VPN Client:

Configure a VPN tunnel to the security device using aggressive mode for Phase 1 negotiations, and enter the preshared key that you previously defined on the security device. Thereafter, the security device authenticates each remote user as follows:

During Phase 1 negotiations, the security device first authenticates the VPN client by matching the IKE ID and preshared key that the client sends with the IKE ID and preshared key on the security device.

If there is a match, then the security device uses XAuth to authenticate the individual user. It sends a login prompt to the user at the remote site between Phase 1 and Phase 2 IKE negotiations.

If the remote user successfully logs on with the correct username and password, Phase 2 negotiations begin.

In this example, you create a new Group IKE ID user named “NCP Users”. It accepts up to 25 Phase 1 negotiations concurrently from VPN clients with the same preshared key (Tunneling123). You name the dialup IKE user group “Office”. In addition, you configure two XAuth users, test1@juniper.net and test2@juniper.net with Password “password”.
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Interfaces

Network > Interfaces > List > Edit (for ethernet0/3): Enter the following, and then click OK:

Zone Name: Trust

Static IP: (select this option when present)

IP Address/Netmask: 192.168.66.1/24

Select the following, and then click OK:

Interface Mode: NAT

Network > Interfaces > List > Edit (for ethernet0/0): Enter the following, and then click OK:

Zone Name: Untrust

Static IP: (select this option when present)

IP Address/Netmask: 10.20.10.211/16



IP Pool

Objects > IP Pools > Local > New: 
Enter the following, and then click OK:

IP Pool Name:	VPN Pool

Start IP:	172.16.100.100

End IP:	172.16.100.200
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Users

Create the Shared IKE ID:

Objects > Users > Local > New: Enter the following, and then click OK:

User Name: NCP Users

Status: Enable

IKE User: (select)

Number of Multiple Logins with Same ID: 25

Simple Identity: (select) 

IKE ID Type: U-FQDN

IKE Identity: users@juniper.net
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Create a Group:

Objects > Users > Local Groups > New: Type Office in the Group Name field, do the following, and then click OK:

Select NCP Users and use the << button to move him from the Available Members column to the Group Members column.
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Create the Xauth Users:

Objects > Users > Local > New: Enter the following, and then click OK:

User Name: test1@juniper.net

Status: Enable

XAuth User: Checked

User Password: password

Confirm Password: password

L2TP/XAuth Remote Settings

	IP Pool: VPN Pool
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Objects > Users > Local > New: Enter the following, and then click OK:

User Name: test2@juniper.net

Status: Enable

XAuth User: Checked

User Password: password

Confirm Password: password

L2TP/XAuth Remote Settings

	IP Pool: VPN Pool
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If you don’t use the Shared IKE ID functionality but configure each user individually you can combine both configuration steps (IKE User and Xauth User) for every user. Create one user as IKE User, Simple Identity (either FQDN or U-FQDN) and enable Xauth User with Password and IP Pool assigned. Then add all the users into one Group.



Gateway

The Gateway configuration needs to be bound to the correct external interface. So before you go to the Gateway configuration screen you should validate your correct Outgoing Interface, the interface that is in the Untrust Zone and where the users will connect to from the Outside.



For this go to Network > Interfaces (List) and identify the correct Interface
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Here the external facing Interface is the default ethernet0/0. 

Now turn to the Gateway configuration.

VPNs > AutoKey > Advanced > Gateway > New: Enter the following, and then click OK:

Gateway Name: VPN Gateway

Version: IKEv1

Remote Gateway: (select)

Dialup User Group: (select)

	Group: Office
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Advanced

Preshared Key: Tunneling123

Outgoing Interface: ethernet0/0 (Note your own configuration may be different!)

	Security Level: User Defined: Custom (select)

						Phase 1 Proposal: pre-g2-aes128-sha

						Mode (Initiator): Aggressive
						Enable NAT-Traversal (recommended)

						UDP Checksum (recommended)



[image: ]



[bookmark: _GoBack]You will get a Warning message to configure Xauth.
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VPNs > AutoKey > Advanced > Gateway > Xauth: Enter the following, and then click OK:

Xauth Server: (select)

	Local Authentication: (select)

		Allow Any
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AutoKey IKE

VPNs > AutoKey IKE > New: Enter the following, and then click OK:

VPN Name: Secure Remote Access

Remote Gateway: (select)

	Predefined: VPN Gateway
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Advanced

	Security Level: User Defined: Custom (select)

				Phase 2 Proposal: nopfs-esp-aes128-sha

			VPN Monitor: (select)
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Policies

For your Policies you have the option to create either a generic Policy to any unspecified network or to specify a specific network for which the SA is created.



First we show the configuration for a generic Any network. 



Policy > Policies

From: Untrust		To: Trust

> New: Enter the following, and then click OK:

Source Address: Address Book Entry: Dial-Up VPN

Destination Address: Address Book Entry: Any

Action: Tunnel

Tunnel: VPN: Secure Remote Access

	Modify matching bidirectional VPN policy: (enable)

Logging: (select)

	at Session Beginning: (select)

Position at Top: (select)
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Watch for two policies created in the two specified zones.
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For a specific Network Policy, which is recommended over the Any approach, you first create an entry in the Addresses List for the protected network segment(s) in the Trust Zone. Here we want to protect the network 192.168.66.0/24.



Policy > Policy Elements > Addresses > List

Select Filter Trust
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Select New

Address Name: Trusted Access

IP Address/Netmask: 192.168.66.0 / 24

Zone: Trust
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Select OK
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Now we show the configuration of a Policy for a specific protected network. 



Policy > Policies

From: Untrust		To: Trust

> New: Enter the following, and then click OK:

Source Address: Address Book Entry: Dial-Up VPN

Destination Address: Address Book Entry: Trusted Access

Action: Tunnel

Tunnel: VPN: Secure Remote Access

	Modify matching bidirectional VPN policy: (enable)

Logging: (select)

	at Session Beginning: (select)

Position at Top: (select)
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Select OK



[image: ]







[bookmark: _Toc320184750][image: ]NCP Client Wizard: 

[bookmark: _Toc320184751]Connection Type

Configuration > Profiles > Add/Import

Link to Corporate Network Using IPsec: (select)


> Next


















[bookmark: _Toc320184752][image: ]Profile Name

Configuration

Profile Name:  ScreenOS VPN test1@juniper.net

> Next
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[bookmark: _Toc320184753]VPN Gateway Parameters

Gateway (Tunnel Endpoint): 10.20.10.210

Extended Authentication (XAUTH): (select)

	UserID: 		test1@juniper.net

	Password:		password

	Password (confirm):	password


> Next









[bookmark: _Toc320184754][image: ]Exchange Mode

Exchange Mode:	aggressive mode

PFS Group: 	none


> Next
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[bookmark: _Toc320184755]Pre-shared Key

Shared Secret:	Tunneling123

Confirm Secret:	Tunneling123

Local Identity (IKE):	Fully Qualified Username

ID:	users@juniper.net


> Next
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[bookmark: _Toc320184756]IPsec Configuration: IP Addresses

IP Address Assignment:  IKE Config Mode



> Next > OK



















[bookmark: _Toc320184757][image: ]NCP Client Configuration – Profile changes

Edit the Profile to specify specific 

Profile > Juniper VPN > Edit























[image: ]Select IPsec General Settings:

Select Policy Editor
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Select IKE Policy – Add



Enter the following parameters and select OK:

Name: PSK-AES-SHA-DH2

Authentication:	Pre-shared Key

Encryption:	AES 128 Bit

Hash:	SHA

DH-Group:	DH-Group 2 (1024 Bit)











[image: ]Select IPsec Policy – Add



Enter the following parameters and select OK:

Name: ESP-AES-SHA

Encryption:		AES 128 Bit

Hash:		SHA

















[image: ]Select Close

Select the configured policies from the IKE Policy and IPsec Policy drop-down menu
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The Spit Tunneling parameter must be set if you configured a specific Policy on the Juniper gateway. So if you did not set the target network to Any but chose a specific network such as our Trusted Access network you must specify the matching network addresses and netmasks for all your specific policies.



Select Split Tunneling and enter the Remote Network address(es) – here 192.168.66.0/24.







Select OK and close all the windows.



Verify client network configuration via ipconfig/all and netstat –rn
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Perform the same configuration on a second client on another test computer.



Click the connection button to establish the VPN gateway connection. 
Verify the Juniper gateway log.
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Verify client network configuration via ipconfig/all and netstat –rn
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Verify a connection to the web server.
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[bookmark: _Toc320184758]Route-Based VPN & Multiple Proxy ID support on a Route-Based VPN 
(Support for this feature started with ScreenOS 6.3!)

With route-based VPNs, the policy does not specifically reference a VPN tunnel. Instead, the policy references a destination address. When the security device does a route lookup to find the interface through which it must send traffic to reach that address, it finds a route through a tunnel interface, which is bound to a specific VPN tunnel.



Thus, with a policy-based VPN tunnel, you can consider a tunnel as an element in the construction of a policy. With a route-based VPN tunnel, you can consider a tunnel as a means for delivering traffic, and the policy as a method for either permitting or denying the delivery of that traffic.

When a tunnel does not connect large networks running dynamic routing protocols and you do not need to conserve tunnels or define various policies to filter traffic through the tunnel, a policy-based tunnel makes sense. Also, because there is no network beyond a dialup VPN client, policy-based VPN tunnels can be a good choice for dialup VPN configurations.

That said, when the dialup client supports a virtual internal IP address—which the NCP Juniper client does—there are also compelling reasons for using a route-based VPN configuration. A route-based dialup VPN tunnel offers the following benefits:


You can bind its tunnel interface to any zone to require or not require policy enforcement.

You can define routes to force traffic through the tunnel, unlike a policy-based VPN configuration.

You can adjust the proxy ID to accept any IP address from the dialup VPN client by configuring the remote client’s address as 255.255.255.255/32.

You can define one or more Mapped IP (MIP) addresses on the tunnel interface.

When configuring a VPN to a non-ScreenOS device, that has multiple subnets behind it, it requires defining a separate set of proxy id's to match each network that is behind the other side of the VPN. Support for multiple proxy id's is only available beginning with ScreenOS 6.3.0.



For this feature I created a new configuration as follows. Also the existing network diagram was enhanced.
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First create a new IP Pool called “Remote”
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a new IKE User and a new IKE Group “Proxy”.



[image: ]



[image: ]







Next create a new Gateway configuration “VPN Access”


[image: ]



[image: ]



Now we need to create a new Tunnel Interface “tunnel.2”. This tunnel interface is created for the trust-vr Virtual Router in the Untrust zone. The tunnel interface is Unnumbered and bound to the external (here Ethernet0/0) interface of the gateway.
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Now we create a new AutoKey IKE “VPN Access Tunnel” for the gateway “VPN Access” and bind this tunnel configuration to the Tunnel Interface “tunnel.2”
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In the Policies Address List we create new Network Address entries for our networks “Trusted Access” and “Remote Zone 10” (see network diagram above).
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	Now go back to AutoKey IKE and select the Proxy ID setting for the “VPN Access Tunnel” configuration. We create two Proxy ID entries, one for each VPN access network.
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Finally we must create a static route in the trust-vr routing domain for the remote network 10.50.50.0 with the appropriate next hop gateway. Otherwise the trust-vr router would not know how to route the packets as we can see in the troubleshooting section further below in this document.
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For the NCP client the configuration is identical to the previous configurations. The main configuration sections are shown here.
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[bookmark: _Toc320184759]Advanced Configuration



NAT-T

IPsec does not work across NAT devices. Therefore NAT Traversal is required.
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Replay Protection

Replay Protection provides a safeguard against snooped connection and injected packets.
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Active Directory Authentication

In Enterprise environments authentication against user directories is standard procedure. Below I explain the configuration of extended authentication against Active Directory



Active Directory Configuration

Here we will use a Windows Server 2008 R2 AD Domain server with the domain name vpnaccess.local and two domain users, “Domain User1” and “John Doe”.
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3.2 Juniper Gateway Configuration

First we setup a new IP Pool definition
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 Next step is to configure the Auth Server
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Next configure the Auth Server parameters
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Next create a new Gateway configuration as shown below



[image: ]





[image: ]



Don’t forget to go into the XAuth Gateway configuration settings
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And next create a VPN configuration using the configured gateway
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As you see we configure Proxy-ID with the Pool Remote IP Address.





The final step in the configuration is to create the Policy definition.
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Don’t forget to set the Authentication in the Advanced Policy configuration.
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And don’t forget the Routing off course, which is required. Create a Route in the trust-vr route domain for the IP Pool network with the Tunnel interface as the Gateway.
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NCP Client Configuration



The NCP client configuration is identical to the steps described earlier in this document.

Here I only describe the difference in the configuration.



First go into the client profile and edit Identities section. The xauth user parameters are the credentials of the Active Directory user.
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And then go to the IPsec Address Assignment.
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All set. Below I show the test with two separate clients connecting simultaneously.
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Certificate Authentication using Active Directory Certificate CA

In Enterprise environments Certificates are often used as a way of authentication. In this section we describe the steps to perform a setup with Certificates using a Microsoft Active Directory Certificate CA and self-signed Certificates.



We assume Active Directory Certificate Services is up and running
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Create a new Windows Server CA

Export the CA cert using “CertUtil –ca.cert ca_rootcert.cer” via CLI

[image: ]

or via a web browser download the CA Cert 
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Chose “Download CA certificate chain” link and save the file.
Import this cert into the Juniper gateway (Objects – Certificates)

[image: ]


Copy this cert into the Cacerts client folder. Verify you see it in the client under Connection – Certificates – Display CA Certificates
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For the User Certificate, with the VPN tunnel established from the client to reach the AD/Certificate server, connect to the CA via web browser and click on “Request a certificate”

[image: ]

From the “Request a Certificate” screen select “submit an advanced certificate request” link. This is necessary to have the keys exportable. 





From the Microsoft TechNet: “If a certificate was issued from a Windows Server 2003 certification authority, the private key for that certificate is only exportable if the certificate request was made via the Advanced Certificate Request certification authority Web page with the Mark keys as exportable check box selected, or if the certificate is for EFS (Encrypting File System) or EFS recovery.”
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From the Advanced Certificate Request screen select “Create and submit a request to this CA”
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On the Advanced Certificate Request screen select Certificate Template “User” and enter a Friendly Name (eg Demo_User) and ensure that “Mark keys as exportable” is checked
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Click on Submit button
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On the “Certificate Issued” screen select “Install this certificate”
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Confirm “Certificate Installed” message
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In the CA Store select the generated certificate and chose Export
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In the Certificate Export Wizard select “Yes, export the private key”
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Select “Personal Information Exchange – PKCS #12”
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Enter the Password (eg 123456)
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Complete the Client Certificate export by saving the certificate to a .pfx file
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Select finish to complete the certificate export process
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Verify export success
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Rename the file from demo_user.pfx to demo_user.p12

Import the Certificate into the NCP client
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Select certificate in the NCP Client Connection Profile
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On the Juniper gateway go to Objects – Certificates and select New and enter the relevant information parameters
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Click “Generate”

From the Cert Request window select “Save to File” 

[image: ]


Go back to the Cert Server Web UI and select Request a Certificate – submit an advanced certificate request

From the Advanced Certificate Request window select “Submit a certificate request by using a base-64-encoded CMC or PKCS #10 file”
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In the “Submit a Certificate Request or Renewal Request” window paste the cert request string
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Click Submit. 

From the Certificate Issued window select “Download certificate chain”. Save the file as the SSG Server Cert
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In the Juniper Gateway go back to Object – Certificates and Load the save Certificate 

Download Base CRL 
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Load CRL in Juniper Gateway. In Objects – Certificates select CRL radio button and browse to saved CRL file

[image: ] [image: ]


Test the connection
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[bookmark: _Toc320184760]Troubleshooting

The following section provides a few troubleshooting tips.



[bookmark: _Toc320184761]Juniper Gateway Event Log

Look in the Event Log on the Juniper Gateway



[bookmark: _Toc320184762]CLI Debugging

From the CLI you can do some advanced troubleshooting. 


Login to the console of the gateway

Rainer-Enders-MacBook-Pro:~ rainer$ ssh -l netscreen 10.20.10.212
netscreen@10.20.10.212's password: 
Remote Management Console

Look at the sa table

ssg5-v92-> get sa
total configured sa: 8
HEX ID    Gateway         Port Algorithm     SPI      Life:sec kb Sta   PID vsys
0000000a<         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0
0000000a>         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0
00008001<    10.20.10.111  500 esp:a128/sha1 bbb23378  2180 unlim A/D    -1 0
00008001>    10.20.10.111  500 esp:a128/sha1 2af2bfe8  2180 unlim A/D    -1 0
00000011<         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I     2 0
00000011>         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I     3 0
0000000f<         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I     5 0
0000000f>         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I     6 0
00008002<    10.20.10.111  500 esp:a128/sha1 bbb23379  2186 unlim A/D    -1 0
00008002>    10.20.10.111  500 esp:a128/sha1 beeb3607  2186 unlim A/D    -1 0
00000012<         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0
00000012>         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0
00000013<         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0
00000013>         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0
00008003<    10.20.10.111  500 esp:a128/sha1 bbb23375  2000 unlim I/I     2 0
00008003>    10.20.10.111  500 esp:a128/sha1 dff8f939  2000 unlim I/I     3 0

Start debugging by unsetting all previous debug configurations – if any

ssg5-v92-> undebug all

Verify filter lists – if any

ssg5-v92-> get ffilter

Clear the debug database

ssg5-v92-> clear db





Set the filter

ssg5-v92-> set ffilter src-ip 10.20.10.111 dst-ip 10.50.50.10

filter added

Initialize debug

ssg5-v92-> debug flow basic

Get debug info

ssg5-v92-> get db stream
ssg5-v92-> set ffilter src-ip 172.16.123.101 dst-ip 10.50.50.10
filter added
ssg5-v92-> get db stream
****** packet decapsulated, type=ipsec, len=60******
  ipid = 3279(0ccf), @037f4cb0
  tunnel.3:172.16.123.101/103->10.50.50.10/1,1(8/0)<Root>
  no session found
  flow_first_sanity_check: in <tunnel.3>, out <N/A>
  chose interface tunnel.3 as incoming nat if.
  flow_first_routing: in <tunnel.3>, out <N/A>
  search route to (tunnel.3, 172.16.123.101->10.50.50.10) in vr trust-vr for vsd-0/flag-0/ifp-null
  cached route 0 for 10.50.50.10
  no route to (172.16.123.101->10.50.50.10) in vr trust-vr/0
  packet dropped, no route

We see the reason for packets not being forwarded.
Root cause was missing route entry in the virtual router.

  **** pak processing end.
****** packet decapsulated, type=ipsec, len=60******
  ipid = 3280(0cd0), @038004b0
  tunnel.3:172.16.123.101/104->10.50.50.10/1,1(8/0)<Root>
  no session found
  flow_first_sanity_check: in <tunnel.3>, out <N/A>
  chose interface tunnel.3 as incoming nat if.
  flow_first_routing: in <tunnel.3>, out <N/A>
  search route to (tunnel.3, 172.16.123.101->10.50.50.10) in vr trust-vr for vsd-0/flag-0/ifp-null
  cached route 0 for 10.50.50.10
  no route to (172.16.123.101->10.50.50.10) in vr trust-vr/0
  packet dropped, no route
  **** pak processing end.
ssg5-v92->  unset ffilter
filter 0 removed
ssg5-v92-> undebug all
ssg5-v92-> clear db
ssg5-v92->



After route issue has been corrected.

ssg5-v92-> get sa

total configured sa: 6

HEX ID    Gateway         Port Algorithm     SPI      Life:sec kb Sta   PID vsys

0000000a<         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0

0000000a>         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0

00000011<         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I     2 0

00000011>         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I     3 0

0000000f<         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I     5 0

0000000f>         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I     6 0

00008004<    10.20.10.111  500 esp:a128/sha1 bbb2337a  3548 unlim A/D    -1 0

00008004>    10.20.10.111  500 esp:a128/sha1 328abb5f  3548 unlim A/D    -1 0

00000012<         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0

00000012>         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0

00008003<    10.20.10.111  500 esp:a128/sha1 bbb23375  1024 unlim I/I     2 0

00008003>    10.20.10.111  500 esp:a128/sha1 dff8f939  1024 unlim I/I     3 0

ssg5-v92-> get sa active

Total active sa: 1

total configured sa: 6

HEX ID    Gateway         Port Algorithm     SPI      Life:sec kb Sta   PID vsys

00008004<    10.20.10.111  500 esp:a128/sha1 bbb2337a  3545 unlim A/D    -1 0

00008004>    10.20.10.111  500 esp:a128/sha1 328abb5f  3545 unlim A/D    -1 0

ssg5-v92-> 

ssg5-v92-> get sa active

Total active sa: 2

total configured sa: 8

HEX ID    Gateway         Port Algorithm     SPI      Life:sec kb Sta   PID vsys

00008005<    10.20.10.111  500 esp:a128/sha1 bbb2337b  3597 unlim A/D    -1 0

00008005>    10.20.10.111  500 esp:a128/sha1 bebfd598  3597 unlim A/D    -1 0

00008004<    10.20.10.111  500 esp:a128/sha1 bbb2337a  3537 unlim A/D    -1 0

00008004>    10.20.10.111  500 esp:a128/sha1 328abb5f  3537 unlim A/D    -1 0

ssg5-v92-> undebug all

ssg5-v92-> get ffilter

Flow filter based on:

id:0 src ip 172.16.123.101 dst ip 10.50.50.10 

ssg5-v92-> clear db

ssg5-v92-> debug flow basic

ssg5-v92-> get db stream

ssg5-v92-> get db stream

****** packet decapsulated, type=ipsec, len=60******

  ipid = 3556(0de4), @0381e4b0

  tunnel.2:172.16.123.101/111->10.50.50.10/1,1(8/0)<Root>

  no session found

  flow_first_sanity_check: in <tunnel.2>, out <N/A>

  chose interface tunnel.2 as incoming nat if.

  flow_first_routing: in <tunnel.2>, out <N/A>

  search route to (tunnel.2, 172.16.123.101->10.50.50.10) in vr trust-vr for vsd-0/flag-0/ifp-null

  cached route 11 for 10.50.50.10

  [ Dest] 11.route 10.50.50.10->192.168.66.254, to bgroup0

  routed (x_dst_ip 10.50.50.10) from tunnel.2 (tunnel.2 in 0) to bgroup0 

  policy search from zone 1-> zone 2

 policy_flow_search  policy search nat_crt from zone 1-> zone 2

  RPC Mapping Table search returned 0 matched service(s) for (vsys Root, ip 10.50.50.10, port 19692, proto 1)

  No SW RPC rule match, search HW rule

swrs_search_ip: policy matched id/idx/action = 4/3/0x1

  Permitted by policy 4

  No src xlate   choose interface bgroup0 as outgoing phy if

  no loop on ifp bgroup0.

  session application type 0, name None, nas_id 0, timeout 60sec

  service lookup identified service 0.

  flow_first_final_check: in <tunnel.2>, out <bgroup0>

  existing vector list 5-43ec5a4.

  Session (id:8037) created for first pak 5

  flow_first_install_session======>

  route to 192.168.66.254

  cached arp entry with MAC 000c29e0653f for 192.168.66.254

  arp entry found for 192.168.66.254

  ifp2 bgroup0, out_ifp bgroup0, flag 00800800, tunnel ffffffff, rc 1

  outgoing wing prepared, ready

  flow got session.

  flow session id 8037

  flow_main_body_vector in ifp tunnel.2 out ifp bgroup0

  flow vector index 0x5, vector addr 0x1ff2a50, orig vector 0x1ff2a50

  post addr xlation: 172.16.123.101->10.50.50.10.

  no more encapping needed

  packet send out to 000c29e0653f through bgroup0

  **** pak processing end.

****** 12818.0: <Trust/bgroup0> packet received [60]******

  ipid = 272(0110), @038f89b0

  packet passed sanity check.

  flow_decap_vector IPv4 process

  bgroup0:10.50.50.10/1->172.16.123.101/111,1(0/0)<Root>

  existing session found. sess token 3

  flow got session.

  flow session id 8037

  flow_main_body_vector in ifp bgroup0 out ifp N/A

  flow vector index 0x5, vector addr 0x1ff2a50, orig vector 0x1ff2a50

  post addr xlation: 10.50.50.10->172.16.123.101.

  going into tunnel 40008005.

  flow_encrypt: pipeline.

chip info: PIO. Tunnel id 00008005

(vn2)  doing ESP encryption and size =64

ipsec encrypt prepare engine done

ipsec encrypt set engine done

ipsec encrypt engine released

ipsec encrypt done

        put packet(3b9f958) into flush queue.

        remove packet(3b9f958) out from flush queue.



**** jump to packet:10.20.10.211->10.20.10.111

  packet encapsulated, type=ipsec, len=120

  ipid = 20946(51d2), @038f8984

  out encryption tunnel 40008005 gw:10.20.10.111

  no more encapping needed

  send out through normal path.

  flow_ip_send: 51d2:10.20.10.211->10.20.10.111,50 => ethernet0/0(120) flag 0x0, vlan 0

  mac 000c298bcb54 in session

  packet send out to 000c298bcb54 through ethernet0/0

  **** pak processing end.

****** packet decapsulated, type=ipsec, len=60******

  ipid = 3557(0de5), @0381f4b0

  tunnel.2:172.16.123.101/112->10.50.50.10/1,1(8/0)<Root>

  no session found

  flow_first_sanity_check: in <tunnel.2>, out <N/A>

  chose interface tunnel.2 as incoming nat if.

  flow_first_routing: in <tunnel.2>, out <N/A>

  search route to (tunnel.2, 172.16.123.101->10.50.50.10) in vr trust-vr for vsd-0/flag-0/ifp-null

  cached route 11 for 10.50.50.10

  [ Dest] 11.route 10.50.50.10->192.168.66.254, to bgroup0

  routed (x_dst_ip 10.50.50.10) from tunnel.2 (tunnel.2 in 0) to bgroup0 

  policy search from zone 1-> zone 2

 policy_flow_search  policy search nat_crt from zone 1-> zone 2

  RPC Mapping Table search returned 0 matched service(s) for (vsys Root, ip 10.50.50.10, port 19691, proto 1)

  No SW RPC rule match, search HW rule

swrs_search_ip: policy matched id/idx/action = 4/3/0x1

  Permitted by policy 4

  No src xlate   choose interface bgroup0 as outgoing phy if

ssg5-v92-> unset ffilter

filter 0 removed

ssg5-v92-> undebug all

ssg5-v92-> clear db

ssg5-v92->
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Media State . . .
Connection-specific
Description . . .

Physical Address .
DHCP Enabled. . . .

Ethernet adapter Local

Connection-specific
Description . . .

Physical Address .
DHCP Enabled. . . .

IPud Address. . .
Subnet Mask . . . .
Default Gateway . .
DNS Sexvers . .

NetBIOS over Tepip.

Autoconfiguration Enabied

Autoconfiguration Enabied

indous IP Configuration

deno—PC

Hybrid
No
: No

Area Connection 2:

PR Media disconnected
DNS Sufgix
P NCP Secure Client Uirtual NDIS6 Adapter
92-00-45-43-50-49

: Yes

Area Connection:

DNS Suffix
P IntelCR) PRO/180A MI Netuork Connection
90-60-29-6-CB-54

Yoo

10.20.10.111 CPreferred>

255.255.0.0

10.38.30.3

68.94.156.1

: Enabled
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43 50 49 NCP Secure Client Uirtual NDIS6 Adapter
8h ch 54 IntelCR> PRO/1608 MI Netuork Connection
Softuare Loopback Interface 1
Microsoft ISATAP Adapter
00 08 80 80 o8 Teredo Tunneling Pseudo-Interface
00 08 B0 B0 o8 Microsoft 1SATAP Adapter #2

Netmask Gateway Interface Metric
0.0.0.0 10.20.30.3 10.20.10.111 266

255.255.0.0 On-1ink 10.200100111 266

255255255 1255 On-Link 10.200100111 266

10.3@,255.255 255255255255 On-Link 10.20.10.111 266
137.9.0.0 255.9.0.0 On-Link 306
127.8.8.1 255.255.255.255 On-Link 386
127.255.255 255 255285255255 On-Link 386
234.9.0.0 240.0.0.0 On-Link 386
224.9.0.0 240.9.0.0 On-Link 266
255.255.255.255  255.255.255.255 On-Link 306
285.255.255 255  255.285.255.255 On-Link 266

[Persistent Routes:
Netuork Address Gateway Addpess Metric
0.0.0.0 10.20.30.3 Default

Gateway
On-Link
On-Link
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Statistics:

{2 s595-v92:3uniper-Screen0S 6.3.0r7.0 - Windows ntemmet Explor

NCP Secure Client - Juniper Edition [_[C1x]

Connection Configuration Log View Help

Br
TR .

juniPer
Connection established.

Statistics:
Data (1) in Kyte: 2 “Time oniine
Data (Rx) in KByte: 7.8 Timeout (sec)
Speed (KBytels):  0.000  Encryption

RDP Server VPNACCESS.LOCAL

O - W omnm—e

i Favortes <5 (Il ssg5+82per Sreen0S .. £ Marosoft Acte Drectory ¢

Rs005+452:nper Sereen0S 63070
Reports > System Log > Event

List[20 7] per page

==l

(Bl x][5 o |

s5g5-v92

_cear| Retesh Searcn

Date /Time |Level

Description

2011-09-07 12:37:09 | crit

VPN ‘Secure Remote Access' NCP Users from 10.20.10.111 5 up.

2011-09-07 12:37:09 erit

VPN ‘Sacura Remote Access’ NCP Usars from 10.20.10.112 i up.

12011-09-07 12:37:04 | info

IKE 10.20.10.111 Phase 2 msg ID 65180282 Completed negotiations with SPI Cf4900fd, tunnel ID 32797, and lfetme
3600 seconds/o k.

12011-09-07 12:37:04 o

IKE 10.20.10.111 Phase 2 msg-id 65180a82: Completed for user UsersQjuniper.net.

IKE 10.20.10.111 phase 2:The symmetric crypto key has been generated successful

IKE 10.20.10.111 Phase 2 msg ID 65180282: Responded to the peer's frst message from user users Gjuniper.net.

IKE 10.20.10.11: Xauth login was passed for gateway VPN Gateway, ussmame testiQjuniper.net, retry: 0, Chent [P
Addr 172.16.100.103, 1PPool name: VPN Pool, Session-Timeout: 0s, Idle-Timeout: Os.

KE 10.20.10.111: Received inital contact notfication and removed Phase 1 S4s.

IKE 10.20.10.111 Phase 1: Completed Aggressive mode nagotiations with a 28800-second ffetime.

IKE 10.20.10.111 Phase 1: Completed for user users@juniper.net.

IKE 10.20.10.11: Received inital contact notification and removed Phase 2 SAs.

MCast Polcies 2011-09-07 12:37:04 | nfo
(2] Polcy Elements =
L e 2011-09-07 12:371
 Autokey IKE
2011-09-07 12:37:04 | nfo
(5] AutoKey Advanced
Gateway. 2011-09-07 12:37:04 | nfo
P1 Proposal
P2 Proposal 2011-09-07 12:37:04 | info
 Xauth Setings 2011-09-07 12:37:04 | nfo
VPN Groups, =
R o 2011-09-07 12:37:04
Manual Key 2011-09-07 12:37:04 | info.

IKE 10.20.10.111: Received 3 notification message for DOI 1 24578 INITIAL-CONTACT.
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[C:\NCP>ipcontig /all =]

iindous TP Configuration

Host Mame . . . . . .. .....:deno-PC
Prinary Dns Suffix

Node Type . . . . Hybrid
IP Routing Enable No

WINS Proxy Enabled. . 1 1 11l No

[Echernet adapter Local Area Connection 2:

[Echernet adapter Local Area Connectio

Connection-specific DNS Suffix .
Description . . . . .. . .
Physical Address

DHCP Enabled. . . . . .
Autoconfiguration Enabied
Link-local IPu6 Address .
IPud Address. . . . .
Subnet Mask .
Lease Obtaines
Lease Expires
Default Gateuay
DHCP Server . .
DHCPu6 IAID . .
DHCPu6 Client DUT

NCP Secure Client Uirtual NDIS6 Adapter
92-00-45-43-50-49

Yos

£080: :d146:0783:1c87:747715 Preferred)
172.16.100.108CPreforred>
255.255.255.0

Uednesday, June 23, 2018
Tuesday, fugust 18, 2010 10:03:19 PM
172.16.100.101

17216 160,101

335675478
00-01-80-81-13-4D-C5-A7-06-0C-29-16-D3-Ds|

DNS Servers . . . . . . . . . .

NetBIOS over Tepip. - - - - - - -

Connection-specific DNS Suffix .
Description . . . . .
Physical Address

IntelCR) PRO/180A MI Netuork Connection
00-0C-29-8B~CB-54

DHCP Enabled. . . . . . . No

Autoconfiguration Enabied Yoo

IPud Address. - - . .+ - 10.20.10.111 CPreferred>
Subnet Mask . . 285.255.

Default Gateway

DNS Sexvers . . 68.94.156.1

NetBIOS over Tépip: 1 1 1 111 Enabled







image40.tiff

NCP Secure Client Uirtual NDIS6 Adapter
IntelCR> PRO/1608 MI Netuork Connection
Softuare Loopback Interface 1

0070076000 o6 Microsoft ISATAP Adapter

00 08 80 80 o8 Teredo Tunneling Pseudo-Interface

Netmask Gateway Interface Metric
0.9.0.8  172.16 161 172.16.100.108 3
255.255.0.0 10.26.100111 266
255255255 1255 i 10.200100111 266
10.3@,255.255 255255255255 i 10.20.10.111 266
137.9.0.0 255.9.0.0 i 127.08.1 306
127.8.8.1 255.255.255.255 i 127,881 306
127,255,255 255 255285255255 i 127,881 306
i72.i6.108.0 _ 255.255.255.0 i 172.16.100.108 257
172.16.100.108 255.255.255.255 i 172 16100108 257
172.16.100.255 255.255.255 255 i 172016100108 257
234.9.0.0 240.0.0.0 i 137.0.8.1 306
224.9.0.0 240.9.0.0 i 10.20.10.111 266
255.255.255.255  255.255.255.255 i 127.08.1 306
2851255255 255 255285255255 i 10.20.10.111

Persistent Routes:
Netuork Address Netmask Gateway Address Metric

i

pctive Routes:
If Metric Netuork Destination Gateway
1 386 ::1/128 On-Link
15 276 £o80::/64 On-link
15 276 fev0::aide:e7a3rico7:var/ L2

££00::/8
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.l ([0 ]

{2 1157 - Windows Internet Explorer M[=1

Dl

[ o152 .66,
o Faverites | 45 & - g .
Eus7 ||

Screen0S VPN test @iuniper.net [

Welcome .

Sct Bienvenido
Willkommen Bem-vindo
Vitejte

' = Juniper
Connection establshed. SNl
IR

Bienve
Tervetuloa

& 02N 0N
kommen VELKOMEN
Benvenut

internet information services

Udvozoljik Kahdx opioare

[o6po noxanosark

@ Interet | Protected Mode: On
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uniper NGP Glient NP Enry Client

e ammrn
LAN Access
g0z 001310 0201311 o015
RS = = o~
ity Ek=4 = Nep gy
= 2
= = - e E—
192.168.66.1 192168662 i, 192.168.66.10 192.168.66.11
vpnusert o 1P Pool: DHCP Pool:
passwordiz e 2ok edions it
Trusted Access
1210800028

1n2 156254

1050501

Remote Zone 10 - 10505010
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B s595-v92: Juniper-Screen0S 6.3.0r4.0
s > IP Pools ssgsve2

Name Start 1P End 1P Inuse Configure
VPN Pool 172.16.100.100 172.16.100.200 1 - -
AD Pool 172.16.66.1 172.16.66.254 o Edit | Remove
Remote 172.16.123.101 172.16.123.111 1 - -
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s5-192:mperSeendS 53040

5 -8 -0

- Page v Safety~ Tods~ @~
ssg5-ve2 ||

Objects > Users > Local > Edit

Auth/IKE/XAuth/L2TP User
56592
E User Name [rainer Groups: Proxy
status & Enable C Disable
P IKE user Number of Multiple Logins with Same D [10
@ simple Identity
IKE ID Type [FODN = IKE Identity [vpn.net

C use Distinguished Name For ID

I” Authentication User User Password
¥ XAuth User

Confirm Password

I~ 1L2TP user

L2TP/XAuth Remote Settings ( Remote IP: 0.0.0.0 )

1P Pool hd Static IP |0.0.0.0
Primary DNS 1P Primary WINS 1P [0.0.0.0
Secondary DNS 1P Secondary WINS 1P [0.0.0.0
o | ranca |
= [T [ [ ol Tustdss [ProteciedMode: o
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[ ss05-192:3unper-Screen05 6.3.014.0

Objects > Users > Local Groups ssg5-ve2 ||
List[20 ~|per page
=0
Group Name Group type Members Configure

office ke xauth NCP Users Edit

Proxy ke xauth rainer Edit

Test auth ike aduser Edit Remove

Test2 ke xauth certuser Edit Remove
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5555-492: Juriper Screen0S 6.3.0r4.0

- [ 0 - Page- Safety - Tods- @~

VPNs > AutoKey Advanced > Gateway > Edit ssg5-ve2 g

Gateway Name [VPN Access

Version & IKEvi C IKEv2

© Remote Gateway

" static IP Address 1P Address/Hostname

" Dynamic IP Address Peer ID

" Dialup User user [None -
© Dialup User Group Group [Proxy 7|

€ ACVPN-Dynamic

Local 10 [[DistinguishedName]

€ ACVPN-Profile
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[ ss05-v92:uniper-Screen0S 6.3.0r4.0 % - B - e - Page- Safety- Toos~ @+
VPNs > AutoKey Advanced > Gateway > Edit ssg5ve2 [

ssGEvez

Preshared Keyfs. Use As Seed ™
Local (optional)
DUtgOINY sthemeto/o
Security Level

Predefined  Standard ' Compatible  Basic
User Defined & custom
Phase 1 Proposal
[pre-g2-aes128-sha ~| [None

Mode (Initiator) C Main (ID Protection) © Aggressive

¥ Enable NAT-Traversal
UDP Checksum [~

Keepalive Frequency |0 ‘Seconds (0~300)
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B8] ss95-92:Juniper-Screen0S 6.3.0r4.0 i - ) - [ & - Page- safety - Toos- @~
Network > Interfaces > Edit ssg5-ve2 [7]

Interface: tunnel.2 (IP/Netmask: 0.0.0.0/0) Back To Interface List

Properties: Basic Proxy ARP MIP DIP VIP IGMP NHTB Tunnel IRDP

Tunnel Interface Name tunnel.2

Zone (VR) [Untust (rustvy) =

 Fixed IP
P Address / Netmask

fo.0.0.0 s

Interface [ethemet0/0 (rustvr)

Maximum Transfer Unit(MTU) Admin MTU [0 Bytes  (Operating MTU: 1500; Default MTU: 1500)

NS Proxy

Traffic Bandwidth Egress Maximum Bandwidth [0

Guaranteed Bandwidth [0

§8¢

Ingress Maximum Bandwidth [0

NHRP Enable [~







image49.tiff

[ s05-v52:Jurper Screen0s 6.3.014.0

Network > Zon

s5g5-v92

0| Name | Virtual Router | Vsys | Default IF Type Attribute Configure
o Null untrust-vr | Root | serialo/0 Null Shared
2| Trust trust-vr | Root | bgroupd | Security(L3) Edit | Screen, Mal-URL
1| untrust trust-vr | Root | ethemet0/0 | Security(L3) | Shared Screen, Mal-URL
4 self trust-vr | Root self Function
10| Global trust-vr | Root null Security(L3)

HA trust-vr | Root null Function

MGT trust-vr | Root null Function Screen, Mal-URL
16 | Untrust-Tun | trust-vr | Root | hidden.1 Tunnel
15| vi-Nul trust-vr | Root v Security(L2) | shared Screen, Mal-URL
12| vi-Trust trust-vr | Root | vi-trust | Security(L2) | Shared Screen, Mal-URL
11| Vi-Untrust trust-vr | Root | vi-untrust | Security(L2) | Shared Screen, Mal-URL
3 omz trust-vr | Root | ethemeto/1 | Security(L3) Screen, Mal-URL
13| vi-omz trust-vr | Root | vi-dmz | Security(L2) | Shared Screen, Mal-URL
1 van trust-vr | Root |  viani | Function(vian) | Shared |Edit
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[ s05-v52:Jurper Screen0s 6.3.014.0

s5g5-v92

Configure

192.168.66.2/24

0.0.0.0/0

0.0.0.0/0

0.0.0.0/0

10.20.10.211/16

0.0.0.0/0

0.0.0.0/0

192.168.100.1/24

0.0.0.0/0

0.0.0.0/0
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] s505-v92:Juniper-Screen0S 6.3.0r4.0

VPNs > AutoKey IKE > Edit

)~ B) - ) & - Page~ Safety - Toos - @~

ssg5-ve2 |

[VPN Access Tunnel

€ ACVPN-Dynamic
€ ACVPN-Profile

Remote Gateway  Predefined

VPNAccess »

 Create a Simple Gateway.

Gateway Name

Version

Type

Local 1D
Preshared Key
Security Level

Outgoing Interface

& IKEvi

@ static P
© Dynamic 1P
 Dialup User

 Dialup Group

& Standard
ethemet0/0 =

© IKEv2

Address/Hostname

Peer 1D

User

Group
(optional)

None. -
None ~

Use As Seed I

© Compatible.

@ ==

Gateway [None =] Tunnel Towards Hub [None

Binding to Tunnel [None |

ok | cancel |

Advanced |
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- Page - Safety - Toos - @~

B s05-v92: uniper-Screen0S 6.3.0r4.0 -8

VPNs > AutoKey IKE > Edit ssg5-ve2 |
Security Level
Predefined  Standard ' Compatible  Basic
User Defined & custom
Phase 2 Proposal
[nopfs-esp-aes128-sha =] [None =] [None =] [None
Replay Protection V.
Transport Mode I~
Bind to © None
@ Tunnel Interface. tunnel2 =
€ Tunnel Zone UntrustTun =
Proxy-ID Check ™
Marking  Disable
€ Enable Dscp Value [0
VPN Group [None -/ weight [0

VPN Monitor [
Source Interface [defaul |

Destination IP [default _'_‘
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B s595-492: uniper-Screen0S 6.3.04.0.
ssgsve2

Juniper’

-v92 Name 1P/Domain Name Comment. Configure
172.16.66.0/24 $,172.16.66.0 /24 Remove
172.16.66.100/32 ™ 172.16.66.100 /32 Edit |Remove
Any £,0.0.0.0 /0 All Addr In Use
Dial-Up VPN @ 255.255.255.255 /32 Dial-Up VPN Addr
Remote Zone 10 £,10.50.50.0 /24 In Use
Trusted Access £192.168.66.0 /24 In Use
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5595-492: Juniper-Saeen0S 6.3.014.0

VPN > AutoKey > Proxy ID

55g5-v92 [7]

VPN Name VPN Access Tunnel
€ Local P ®: A
Local @ Local Address Zone:  |Untust |
Address: [102010111 =
© Remote 1P P A
Remote @ Remote Address  Zone: |Untrust ¥
Address: [102010111 =
Service APPLECHAT
New cancel
Local Remote Service | Configure
Zone: Trust  Address:Trusted Zone: Untrust _ Address:Dial-Up semove
Access. VPN || e
ZDTG M raD || AT L) emove

[T [ g [/ Trustedsites | Protected Mode: OFF

[7a - [® 0% ~
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[ s05-v52:Jurper Screen0s 6.3.014.0

List[20 ~] per page

Network > Routing > Routing Entries

List route entries for [tustvr <

P Permanent S Static
D Dynamic NNHRP.

A Auto-Exported 8 18GP R RIP

trust-vr
1P/Netmask Gateway | Interface | Protocol  Preference Metric Vsys

=10.20.0.0/16 etherneto/o |C Root -

=10.20.10.211/32 etherneto/o |H Root -
192.168.100.0/24 etherneto/3|C Root -
192.168.100.1/32 etherneto/3 |H Root -

= |192.168.66.0/24 bgroupo | C Root -

= |192.168.66.2/32 bgroupd  |H Root -
192.168.66.0/24 | untrust-vr - s 20 1 Root Remove

=|10.50.50.0/24 | 192.168.66.254 |bgroupo [P 20 1 Root Remove
= Active route  C Connected 1 Imported eBEBGP OOSPF E1OSPF exteral type 1 H Host Route

E2 OSPF external type 2
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Connection Configuration Log View Help

=lolx]

Profie Connestior:

Juniper
‘/ Connocton ostblshed  SERY

t 882

Statistics:
Data () nByte: 174 Time onine:  00:00:14
Data (Rx)inByte: 88 Timeout (sec). 0 sec

Speed (Kbytels): 0000 | Encrypton:  AES 128

-Avalabe Profie

Group:

Groun

Show al pofies

Profle Name
Juriper VPN

Juns Diskup VPN
Junos VPN Radius
NS MIP.

Remole Access
SereerDS CettLser
Sereen0S VPN

o |

file Settings_Remote Access

oo et Psze Genera Stings
Fict Coru e Gatewy (Turnel Endpn:

[iozni0zt

(Advanced Psec Uplions.
dertiios

Psec Addess Assignment
5l Tunneling

Cetficate Check

Poicies
Iz

0
= IPsec Foliy:

PSKAES128SHADHZ -
ESPAES1285HA -

IKE Foliy:

Exch Mode:  [aagressive mode -
FFSGop:  [rone -

Folicy Lifeimes Folcy Editor
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Connection Configuration Log View Help

=lolx]

-Avalabe Profie

Profie Connestior:

Groun

Femol Access =l (| | [orom st
JUNEEE Juniper VPN
@eL
c
2, M Peeirsorren
Date (Rx) i Byte: 88 Timeout (sec): 0 sec dd ot

rofile Settings Remote Access.

Basic Seltngs
Line Management
|Psec General Selings

e

Psec Addess Assignment
5l Tunneling
Cetficate Check

&

@

Idertiies
Local Idertity (KE)

IV Preshered Key

I¥' Evtended Authentication [<ALITH)

Fuly Qualied Domain Name -

[vpnnet

Tope:
[

ShacdSeast [
Confim Secret: [

Cetficate E—
configuation: o0)

UserID:

Password
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Connection Configuration Log View Help

=lolx]

Profie Connestior:

Juniper
‘/ Connocton ostblshed  SERY

! ®9L

G2
Statsio:
oeta ooyt 174 | Tmeonne:  ovants
DaiaGOnBye 65 | Tmeoutoec) 0 sec

Speed (Kbytels): 0000 | Encrypton:  AES 128

-Avalabe Profie

Group:

Show al pofies

Groun

Profle Name

Juriper VPN
Juns Diskup VPN
Junos VPN Radius
NS MIP.

Remole Access
SereerDS CettLser
Sereen0S VPN

Add / Impart

oS 1Psec Addess Assignment

Line Management

oot Goncl sotings Assignmentof th Pivete P Addiess

file Settings_Remote Access

&

(Advanced Psec plions
|deniiios

Pseo Ao
5pit Tunneing
Cetficate Check

[IKE condgmode

Assignment P Adkress: o000

I DNS/WINSServers

DNS Server: o000 0000

s

WIN Server o000 0000

Domain Name:
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Connection Configuration Log View Help

=lolx]

Profie Connestior:

Juniper
‘/ Connocton ostblshed  SERY

882

Statistics:
Data () nByte: 174 Time onine:  00:00:14
Data (Rx)inByte: 88 Timeout (sec). 0 sec

Speed (Kbytels): 0000 | Encrypton:  AES 128

-Avalabe Profie

Group:

Show al pofles Groun

Profle Name
Juriper VPN

Juns Diskup VPN
Junos VPN Radius
NS MIP.

Remole Access
SereerDS CettLser
Sereen0S VPN

Add / Impart

rofile Settings Remote Access.

Splt Tunneling

Basic Seltngs
Line Management

|Psec General Selings
(Advanced Psec plions
dertiios

bt e

Cetficale Check

Eterthe remte P networks the unnl should be used for Without
enties tuneling il hways be used

Femole Networks
192168.66.0
1050500

Female [P Net Masks
265.25.25.0
2525250

Delete

Add Ed

I Full Lo Network Enciosurs o

Cancel
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e View WM

Connection Configuration Log View Help

Profie Connestior:

| =

Juniper

@90

Statistics:

Software not yet activated
(Valid for another 9 days)

&
[Request tined out.
[Request tined out
[Request timed out’

[Ping statistics for 10.58.50.10
Packets: Sent = 4, Received

C:\Users\denodping 10.50.50.18

[Pinging 10.50.50.18 with 32 hytes of data
[Request tined out.
[Reply £rom 10.58.58.10: byte

[Reply from 18158150110: byte

[Ping statistics for 10.58.50.10
Packets: Sent = 4, Received = 3, Lost
poproxinate round trip times in milli-sec|
Mininum = ins, Maxinum = 9ns. Average

8. Lost

C:\Users\denodping 10.50.50.18

[Pinging 16.50.50.10 with 32 bytes of dat:
rovl "Fron 0'50"50. T0: "pyces T3 ¢ dne

Windc

7 System

nning]

~=lolx|

/62010 71240 AM
/6201071240 AM
/6201071240 AM
/6201071240 AM
/6201071240 AM
/6201071240 AM
/6201071240 AM
/6201071240 AM
/6201071240 AM
/6201071240 AM
/6201071240 AM
/6201071240 AM
/6201071240 AM
/6201071240 AM
/6/2010 71240 AM

/62010 71240 AM
/6201071240 AM
/6201071240 AM
/6201071240 AM
/6201071240 AM
/6201071243 AM
/6201071440 AM
/6201071440 AM
/6201071440 AM
/6201071440 AM
/6201071440 AM
/6201071440 AM
/6201071440 AM
/6201071440 AM
/6201071440 AM
/6201071440 AM
/62010 71440 AM

TkeClg: XMIT_IKECFG_ACK - Remote Access
IkeXauth: RECV_XAUTH_SET
TkeXauth: XMIT_<ALTH_ACK.
keCig: name <Remate & - keiXauth: erterstae open
SUCCESS: ke Extended Authentication i ready
1PSec: Quick Mads i Ready: Ikelndex = 00000035  VprSrcPort = 500
1PSec: Assigned IP Address: 17216123101
1PSec: DN Server: 192.168.66.11
1PSec: WING Server. 192.168.68.11
Ikefuick: XMIT_MSG1_QUICK - Remole Access
Ikefuick: Received Notiy{Remote Acoess)  remote is reducing LifeTime to 3600
Ikefuick: FECY_MSG2_QUICK - Remote Access
Ikefuick: XMIT_MSG3_OUICK - Remole Access
Ikefuick: phase2 name{Remote Acoess) - comnected
SUCCESS: ke phase 2 (quick mode] ready
Created an IPSEC 54 with ing
1172.16.123.101-172.16.123.101pDstFange-[192.168.66,0-132.158.66.255] e
520 and in KioBytes = 0
1PSec: Connested to Remate Access an channel 1
FPFllpcp): comnected to Remote Access with P Addess: 17216123101
SUCCESS: IpSes connecton ready
SUCCESS: Link > <Remte Access) IP adess assigned to P stack - rk is operatinal
IpsDisk creating_more_networks: stcads = ac107b85,sremsk = D dstnet = 05323200, dstmsk = 00
Ikefuick: XMIT_MSG1_QUICK - Remole Access
Ikefuick: Received Notiy{Remote Acoess)  remote is reducing LifeTime to 3600
Ikefuick: FECY_MSG2_QUICK - Remote Access
Ikefuick: XMIT_MSG3_OUICK - Remole Access
Ikefuick: phase2 name{Remote Acoess) - comnected
SUCCESS: Ike phase 2 (quick mode] ready
IpsDiak resetling connect pending for =28
1PSec: Created an IPSEC SA vith the follawing characteisios
IpSicRange=(172.16.123.101-17216.123.101 IpDstRange=[10.50.50.0-10.50.50.255] pProt=0 SrcFor

1PSec: connected: LifeDuraton in Seconds = 2520 and in KicBytes = 0
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dows Internet Explo

10.20.10.211 nswebus i

Su-
i Favortes | 93 8] Suggested Stes 2] Web Sice Gllry

VPNs > AutoKey Advanced > Gateway > Edit ssg5-ve2 [

—_— ™ IKEv2 Auth Method
o self[None =/
Configuration peer[None =

Network
Security Preshared Key]

Use As Seed I
Policy Local 1| (optional)
ST Outgoing Interface ethemet0/0

AutoKey IKE
[ AutoKey Advanced Sy e
Gateway Predefined  Standard ¢ Compatible (" Basic
i Emres User Defined & Custom
P2 Proposal
Xeuth Settings Phase 1 Proposal
VPN Groups pre-g2-aesi28-sha v| [None =
Manual Key E E
i None =] [None 5|
Monitor Status
Objects Mode (Initiator) © Main (ID Protection) @ Aggressive
Reports
Wizards ¥ Enable NAT-Traversal
Help UDP Checksum [~
Logout Keepalive Frequency |0 Seconds (0~300 Sec)

Toggle Menu Peer Status Detection
© Heartheat Hello [0 Serands (1~3600 0 disshle) 1=
[ [ [ [ [ | [@ mntemetProtected Mode: On
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Q-
i Favortes | 93 8] Suggested Stes 2] Web Sice Gllry

VPNs > AutoKey IKE > Edit

$595-v82

Security Level

Predefined * Standard ' Compatible  Basic
- User Defined & custom
Configuration Phase 2 Proposal
Network nopfs-esp-aesi2-sha v] |None =
Security
Policy None =] [None =

AutoKey IKE Replay Protection ¥
) AutoKey Advanced Transport Mode ™ (For L2TP-over-PSec orly)
Gateway
P1 Proposal Bind to & None
P2 Proposal © Tunnel Interface none v|
mheiell“;us € Tunnel Zone [Ontust-Tun <]
Manual Key
Proxy-
L2tP vl
. Local IP / Netmask /
@ Remote TP /
B Netmask /
e Service [ANY

woN Groun [Nane ~

Help
[ DSCP Marking  Disable
© Enable Dscp Value [0
Toggle Menu

winici I ]

@ Internet | Protected Mode: On

[a R =
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vpnaccesslocalProperies ______________HIE] Directory Users and Compu =[o[x]
Gener | Tuts | Monged y | C U B
= I 2E 4 0XDo»BmeaEyas
T racomson e s e
(] saved Queries [ L acmiistrator Buitn account for admin
3 vpnaccess ol & Alowed RODC PasswordR... Venbers ntis group ca
P s MRy 20003 (= ouitn 8 Certpublshers Menbers of ths group at
[VPNACCESS I computers 8 Deried RODC PasswordRe... Menbers n tis group ca
(5] Domain Conirclers 8,00 Adminstators Members who have adi
Descrpton: ] FordgnsearitPrincpls | g3 oicp Ugers Members who have view-
5 o s Ao | g g ONS Adminstators Grout
82 DsUpdateProxy DNS cients who are perm
Bominere izt 82, Domain Admins Designated administrator:
(i 2 T &2, Domain Computers Allworkstations and servi
82,Domain Controlers Al domain controlers n
82,Domain Guests Al domain quests
Forestfunctionllevel: % Domain Usert
Windows Server 2008 R2 2, Domain User2
42 omain Users Al domain users
82 Enterprie Admins Desinated admiistrator
‘8 enterprise Read-orly Do, Members of this aroup ar
82, Group Policy Creator Owners. Members in this aroup car
2. Guest Buitin account for guest.
Lo | G | 5 | 5 L omor
s 82 Netmon Users: Netmon Users can captur
[F Q3 Cti=Domain Adnins [ 88,45 and 1AS Servers Servers i this group can —|
ff Q3 Cr=Domain Computers i £2,Read-only Domain Controlers Members of this group an
t5 83 Cr=Domain Controlers Elcodepage o e O o
f¢ Q2 CN=Domsin Guests: =l countryCode | < D Zl_‘
/23 CN=Domain Usert < | Ebacpasonors 7
KT u" < - T o

a cache does ot exist o expred. Fetching new one. .
LDAP Syntaxes:  Total: 0 Invai: 0 Duplcated: 0
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20592 hriper Sreen0s 6. L0r7.0

Objects > IP Pools ssg5-ve2 ||
=0
Name Start 1P End 1P Inuse Configure
VPN Pool 172.16.100.100 172.16.100.200 o Edit | Remove
AD Pool 172.16.66.100 172.16.66.100 - -

[ [ [/ Trusted sites | Protected Mode: OFf

[7a ~ [®00% -
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] sz hnperSreen0s 6,170

Configuation > Auth > Auth Servers > Edit

)~ B) - ) & - Page~ Safety - Toos - @~
ssg5ve2 |

Source Interface

ADL

[192.168.66.11

Stripping Separator
Domain Name

Revert Interval

10 minutes (0 to disable)

o minutes (0 to disable)

o

fone 7

Mauth  M12TP [ Admin ¥ xauth [ 802.1x [ IKEv2EAP

oceuring [0 times

seconds (0 to disable)

© RADIUS

RADIUS Port
Retry times

Acct-Session-ID Length

1645

Shared Secret

g

Retry Timeout [3 seconds

Bytes (0 for default)
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B s05-v92: uniper-Screen0S 6. 1.0r7.0 %) v B - ) v Page Safety - Tods+ @~
Configuation > Auth > Auth Servers > Edit ssgsve2 @

T RADIUS PorE [T695—Shared Secret |
Retry times g Retry Timeout [3 seconds
Acct-Session-ID Length Bytes (0 for default)
RFC Compatibility I RFc2138
Zone Verification I Enabled
© SecurID  Client Retries 3 Client Timeout |5 seconds
Authentication Port  [5500
Encryption Type & DES € spI
Use Duress Coves & No
© oap LDAP Port 2389 common Name 1dentifier [en
Distinguished Name(dn) [cn=users, de=vpnaccess, de=local
© TACACS+  TACACS Port Shared Secret
ok | cancel
« >
= [ [ [ [ | [ [l tusedstes |protected wods: OFF
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] s505-492:riper Seen0S 6. 10r7.0

Configuration > Auth > Auth Servers

D | Name Server IP/Name Type Acct Type Configure
0 | Local Local Local ‘admin auth I2tp xauth Edit
1| Ao 192.168.66.11 LDAP. auth I2tp xauth Edit

= - Auth server is in use

[ [/ Trusted sies | Protected Mode: OFf

[7a - [® 0% ~
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B ssg5-v92:Juniper-Screen0s 6.1.0r7.0 i - B - 0 @ v Page~ Safety~ Took- @~
VENs > AutoKey Advanced > XAuth Settings ssg5ve2 [

Reserve Private IP for XAuth User [480 Minutes

Default Authentication Server [AD1 ~|
Query Client Settings on Default Server [~

CHAP [

1P Pool Name [ADPool ~|
DNS Primary Server IP [192.168.66.11

Secondary Server 1P [0.0.0.0

WINS Primary Server IP

WINS Secondary Server IP [0.0.0.0
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B8] ssq5-92:Juniper Screen0S 6.1.0r7.0 - [ @ v Page~ Safety~ Took~ @+
VPNs > AutoKey Advanced > Gateway > Edit s5g5-v92 [7]

Gateway Name [AD Gateway

Version & IKEvi C IKEv2

Remote Gateway
" static IP Address 1P Address/Hostname
& Dynamic IP Address Peer ID [vpnaccess.local
© Dialup User user [None -
 Dialup User Group Group [None ~

€ ACVPN-Dynamic

Local 1 [[DistinguishedName]

€ ACVPN-Profile

[3 Ccancel Advanced

[Done [ [ [ Trsiedsies 1poczdwodesoF
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ssgsve2

5565192 riper Sareen0S 6.10r7.0
VPNs > AutoKey Advanced > Gateway > Edit

self[None ~
Ppeer[None
Preshared Key]o '« Use As Seed I
Local (optional)
Outgoing Interface etherneto/o
Security Level
Predefined © Standard  Compatible  Basic
User Defined & custom
Phase 1 Proposal
pre-g2-aesi28-sha v| [None =
None =] [None =

Mode (Initiator) " Main (ID Protection) © Aggressive

¥ Enable NAT-Traversal
UDP Checksum [~

Keepalive Frequency [5 Seconds (0~300 Sec)

Peer Status Detection
© Heartbeat Hello [0 ‘Seconds (1~3600, 0: disable)
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VPNs > AutoKey Advanced > Gateway > Xauth ssg5ve2 [

Gateway Name: AD Gateway

ssGEvez

Allowed Authentication Type © Generic ' CHAP Only ' CHAP &PAP.
 Use Default Xauth Settings
© Local Authentication
& Allow Any
© User None [~
© User Group. None [~/

© External Authentication  [AD1 ~] I Query Remote Setting

& Allow Any
© user Name.
© User Group Name.

© Bypass Authentication

© XAuth Client
Allowed Authentication Type C Any  C CHAPOnly  C SecurlD
User Name
Password
Update DHCP Server I
el B Rl (0 D e aees Interface SLAID | SLALength | Action

[ L

[pone T T T T [ 7 rosedas [romcedmode: o o [
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] s505-492:riper Sceen0S 6. 10r7.0 - Page v Safety~ Tods~ @~

VPNs > AutoKey IKE > ssgsve2 B
ssGovez VPN Name [ap ven
Remote Gateway  Predefined AD Gateway =
€ Create a Simple Gateway
Gateway Name
Version & Kevi © wev2
Type @ StaticI?  Address/Hostname
 Dynamic 1P Peer D
© Dialup User User[None =
€ Dialup Group Group [Nane =
tocalm|[  (optional)
Presharedkey|  UseAsSeed I
Security Level © Standard Compatible Basic
Outgoing Interface [chem=0/0 =

€ ACUPN-Dynamic  Gateway |None | Tunnel Towards Hub |Secure MIP <]
£ ACVPN-Profile Binding to Tunnel [None ~

ok | cancel |  Advanced |

Done T T T T [ [ [l troswdstes [Protectedmode: OF
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VPNs > AutoKey IKE > Edit ssg5ve2 [

Predefined © Standard  Compatible  Basic
User Defined & Custom

Phase 2 Proposal
nopfs-esp-aes128-sha x|

None =

Replay Protection [
Transport Mode [~ (For L2TP-over-IPSec only)

Bind to & None
© Tunnel Interface
© Tunnel Zone

Proxy-ID©
Local IP / Netmask [192.168.66.0
Remote IP / Netmask |172.16.66.100
Service |ANY
Marking © Disable
€ Enable Dscp Value [0

VPN Group [None -/ weigheo
[ [ [ [ [ [ [ |/ Trusted stes | Potected Mode: Off

[~
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Policy > Policies (From Trust To Untrust) $5g5-v92 a8
Juniper
$SG5-v92 Name (optional)
.
Source Address /,
= Address Book Entry | 19216866.0/24 ~| Multiple
 New Address
Destination Address /,
& Address Book Entry | Any | _Muitiple
Service |[ANY - Multiple
Application |None -

I~ WEB Filtering

Action [Tunnel =]
Antispam enable [
Tunnel ven[ADVPN -]
¥ Modify matching bidirectional VPN policy L
L27p [None =

Logging ¥ at Session Beginning ¥

I” session-limit
Edit [T Ry [ Trusdsies [Promcd ode: o
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Policy > P ies (From Trust To Untrust)

- [ @ v Page~ Safety~ Took~ @+
ssg5v2 |

Advanced Policy Settings.

I Source Translation (D1P on) [None (Use Egress Interface IP) =

I Destination Translation & Translate to P [0.0.0.0

I™ Map to port [0

€ Translate to IP Range

f0.0.0.0 ~fo.00.0

& Auth Server
AD1

© WebAuth(Local)
Authentication

User Group  [Allow Any -
Group ~ [aliow Any =
User & [AlowAny ]
External User

© No Redirect ‘
€ infranet-auth | padiract C Badivact unathantinatad traffin ]
Edt [ [ [ [l [/ Trustedsites | Protected Mode: OFF [Fa - [Rwo% -
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Network > Routing > Routing Entries > Configuration

- [ @ - Page~ Safety- Toos- @~
5505-v92

Virtual Router Name trust-vr-

1P Address/Netmask [172.16.66.0 /24

NextHop  Virtual Router untustvr =]

I” Preference |20
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5595-492:Juniper-Seen0S 6.3.014.0
Network > Routing > Routing Entries ssg5-ve2 |

List[20 7] per page
List route entries for [Allvitual routers | [rustvr =] [New |
trust-vr
S P/Netmask | Gateway | Interface |Protocol |Preference Metric |Vsys Description | Configure
. = |10.200.0116 ethernet0/0 | Root -
) Network ~[10.20.10.211/32 ethemeto/0 |H Root -
Binding
i 192.168.100.0/24 ethemeto/3 | Root -
Zones 192.168.100.1/32 ethemeto/3 |H Root -
[ ~ | 192.168.66.0/24 bgrowpo | C Root -
Ermmy ~ | 192.168.66.2/32 bgrowpd |H Root -
‘E];‘ZC:’X =|10.50.50.0/24  [192.168.66.254 |bgroupo  |sP 20 1 Root
& Routing 192.166.66.0/24 |untrustvr |- B 20 1 Root
Destination 172.16.66.0/24 tumnel.l | 20 1 Root Remove
:Z:E [ = Active route C Connected 1 Imported eBEBGP O OSPF E1OSPF extemal type 1 H Host Route
MCast Routing PPermanent S Static AAuto-Exported B 1GP RRIP  E2 OSPF external type 2

PER D Dynamic N NHRP
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Profile Settings_AD Users

Idertiies

Basic Seltings
Line Management Local ldeniiy [KE)

Preo Benerl setings . FrEIETr——
oo s O Bz LFub Qusiled Donainfome
s

[vpnaccess ocal

Psec Addess Assignment
5l Tunneling I¥ PresharedKey

Cetficate Check

g& SharedSeciet [
Cotimsenst

S —
configuration: e

¥ Extended Authentication (<AUTH)
User ID: |Domain UserT

o =
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Profi

ings_AD

Basic Seltings
Line Management

|Psec General Setings
(Advanced Psec Dplions
|deniiios

5pit Tunneing
Cetficate Check

1Psec Addess Assignment

) (e
[IKE condgmode
Patdess  [0008

I~ DNS /WINS Servers

0000

@ DNS Server: 0000
000

WINS Server

Domain Name:

0000

Cancel
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Comnecton Configuration Log View Help

le:
[Juriper 555

BEEogno |

Connestior:

il

LA R

Tip of the day: How to enable the
client’s firewall.

Statistics:
“Time onine: 00:06:10 2 sec
Data (1) in KByte: 6123 ou
Data (R in KByte: 1461 | LinkType Lan
Speed (KBytels): 0,000 | Encrypton:  AES 128
» How to buy?
» Need support?

» How to activate?
» Yourlogo hero?

Glick)

Software not yet activated
(Valid for another 13 days)

Activation.

g L T

Connection Configuration Log View Help

Brofle: Connestion:

Juniper

B Comection ctabishod. ool
882

Statistics:
Data (1) in KByte: 1189
Data (R nByte: 88

Speed (Bytels): 0,000

“Time oniine:
Timeout (sec)
Encryption:

Software not yet activated
(Valid for another 25 days)

/217201060347 PM_ Ike: Turring on XAUTH mode - Juriper 556
/217201060347 PM  Ike: ke 3 negoliated with the following prop
721/201060347PM  Authentication=XALITH_INIT_PSK Enciypt
/217201060347 PM Ik Juriper S5 >Support for NAT-T versia
7R21/2010B0347PM ke XMIT_MSG3 AGGRESSIVE - Juriper §
/217201060347 PM  Ike: keS.a negoliated with the follwing prop
721/201060347PM  Authentication=XAUTH_INIT_PSK Enciypt
/217201060347 PM Ik Turring on DPD mode - Juriper 556
/217201060347 PM Ik phaseT namefJuniper S55) - connected
7/21/20106:03:47 P SUCCESS: KE phase 1 ready
721/201060347PM  PSec: Final Turnel EndPaint 5010020010
7R21/201060347PM  PSec: Phase! is Ready - Ikelndex=1B AIRe
7217201060347 PM IkeXauth RECV_XAUTH_REQUEST
721/2010 0347 PM  IkeKauth: XMIT_XALTH_REPLY
/217201060347 M IkeClg RECY_IKECFG_SET - Juriper 556
7217201060347 PM IkeClg XMIT_IKECFG_ACK - Juriper 556
721/201060347 M IkeXauith RECV_XALTH_SET
721/2010B0347 PM Ikeauth: XMIT_KALTH_ACK
/217201060347 PM IkeClg. name cJuriper > - IkeXauth: enter st
7217201060347 M SLICCESS: ke Extended Authertication i e
/217201060347 M IPSec: Quick Mode is Feady: Ikelndes = 00
7217201060347 M IPSec: Assigred IP Addess: 1721666.100
721/201060347PM  PSec: DNS Server: 192.168.68.11
721/201060347PM  PSec: WINS Server 192,168,861
7217201060347 M Ikefuick: XMIT_MSG1_QUICK - Juripes 59|
7217201060347 M Ikeuick: Received Notiy{Juriper SSG) > 1§
7217201060347 M Ikeuick: RECV_MSG2_QUICK - Juripes 53
7217201060347 M Ikefuick: XMIT_MSG3_QUICK - Juriper 59|
7217201060347 M Ikeuick: phass2namefJuniper S35 - conrg
/217201060347 PM SUCCESS: ke phase 2 (quick mode) eady
7/21/20106:0347PM  PSec: Created an IPSEL 54 with he folowi
7R1/2010B0347PM  IpSicRange={172 16.66.100172.16.66.10
7217201060347 M IPSec: connected: LifeDuration in Seconds
721/20106:0347PM  PSec: Connected to Juniper S5 on channg
7727201060347 PM  PPPllpcp): connectedto Juniper SSG with
7/21/20106:03:47PM  SLICCESS: pSec connection ready
7/21/20106:0349PM  SICCESS: Link > <Juniper S3G> [P addres]
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772172010 6:03:44 PM
772172010 6:03:44 PM
772172010 6:03:44 PM
772172010 6:03:44 PM
772172010 6:03:44 P
772172010 6:03:44 PH
772172010 6:03:44 P
772172010 6:03:44 PM
772172010 6:03:44 PM
772172010 6:03:44 PM
772172010 6:03:44 PM
772172010 6:03:44 PM
772172010 6:03:44 PM
772172010 6:03:44 PM
772172010 6:03:44 P
772172010 6:03:44 PH
772172010 6:03:44 P
772172010 6:03:44 PM
772172010 6:03:44 PM
772172010 6:03:44 PM
772172010 6:03:44 PM
772172010 6:03:44 PM
772172010 6:03:44 PM
772172010 6:03:44 PM
772172010 6:03:44 P
772172010 6:03:44 PH
772172010 6:03:44 P
772172010 6:03:44 PM
772172010 6:03:44 PM
772172010 6:03:44 PM
772172010 6:03:44 P
712172010 6:03:44 PH
772172010 60348 PH
7/21/20106:04:13PM
7721/20106:04:13 P
7/21/20106:0433 PM
772172010 6:0433 PM

Tke: XMIT_MSG3_AGGRESSIVE -AD Users
Ike: IkeSa negoliated with the following propeties
Authertication=XATH_INIT_PSK Enciyplion=AES H:
Tke: Turing on DPD mode - AD Users

Tke: phaseT:name{aD Users - comnected

SUCCESS: IKE phase 1 ready

1PSec: Final Tunel EndPaints:010.020.010.211

1PSec: PhaseT is Feady - Ikelndex=53 AlRekey=T
Ikeauth: RECY_XAUTH_REQUEST

IkeXauth: XMIT_<ALTH_REPLY

IkeCig: RECY_IKECFG_SET - AD Users

IkeCig: XMIT_IKECFG_ACK - AD Users

IkeXauth: RECY_XAUTH_SET

TkeXauth: XMIT_<ALTH_ACK

keCig: name <AD Lisers> - keXaulf enter state open
SUCCESS: ke Etended Authenticatian i ready

1PSec: Quick Mods i Ready: Ikelndex = 0000003,
1PSec: Assigned P Address: 172.16.86.100

1PSec: DN Server: 192.168.66.11

1PSec: WING Server. 192.168.68.11

Tkefuick: XMIT_MSG1_QUICK - 4D Users

IkeDuick: ieceived Nolip{4D Users) > remote i reduc
Ikefuick: RECY_MSG2_QUICK - AD Users

IkeDuick: XMIT_MSG3_QUICK - 4D Users

Ikefuick: phase name{AD Users) - comnected
SUCCESS: Ike phase 2 (quick mode] ready

1PSec: Created an IPSEC SA vith the follwing characts
IpSicRange={172.16.66.100-172.16 66.100] IpDstRan
1PSec: connected: LifeDuralon in Seconds = 2620 and
1PSec: Connested to AD Users an charnel 1

FPFllpcp): comnected o AD Users with P Address: 172
SUCCESS: IpSes connection ready

SUCCESS: Link > <AD Users> IP acess assigned to|
Tke: NOTIFY : AD Users : SENT : NOTIFY_MSG_R_UL_
Tke: NOTIFY : AD Users : RECEIVED : NOTIFY_MSG_f
Tke: NOTIFY : AD Users : SENT : NOTIFY_MSG_R_UL
Tke: NOTIFY : AD Users : RECEIVED : NOTIFY_MSG_F
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Objects > Certificates ssg-v92 a8

Load © cort © cRL Fles [ _Bowse.
Juniper ‘show [ENN=] pstaut cot vaigaton

T Seriale Expred [status] Configws
wpnaccess-a0-ca
Bomvar St
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