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1. Revision History 
This document outlines the configuration of a ScreenOS based Juniper VPN gateway 
and the NCP VPN client. 
 
Junos Version NCP Client Version Date Changes 
6.1.0r7.0 9.22 Build 63 2010-06-23 Initial document 
 9.23 Build 17 2010-07-21 New NCP client version 
6.3.0r4.0 9.23 Build 17 2010-08-06 New ScreenOS version 
  2010-09-01 Edits and formatting 
  2010-09-14 Edits and formatting 
  2010-09-29 Policy and Route VPN 
  2010-10-15 Update in AD config 
  2010-12-20 Added Certificate config 
 9.23 Build 64 2011-01-30 New NCP client version 
6.3.0r7.0 9.24 Build 65 2011-05-13 New NCP client version supporting IKEv2 
 9.24 Build 95 2011-09-07 Revised Multiple Logins with same IKE ID 

 
 
Network Diagram 
The following simple network is used for testing. The Test Server runs on Windows Server 2008 R2 
Enterprise. It runs a Web Server (IIS 7) as well as Network Policy and Access Service, which pro-
vides for RADIUS authentication. 
 

 
Because the SSG5 VPN pool is in the 172.16.100.0 network range we must add a persistent route in 
the Test Server unless the Juniper is the default gateway. 
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2. Policy-Based VPN & Shared IKE ID with Preshared Key 
With policy-based VPN tunnels, a tunnel is treated as an object (or a building block) that together 
with source, destination, service, and action, comprises a policy that permits VPN traffic. (Actually, 
the VPN policy action is tunnel, but the action permit is implied, if unstated). In a policy-based VPN 
configuration, a policy specifically references a VPN tunnel by name. 
 
With route-based VPNs – which we will show later in this document, the policy does not specifically 
reference a VPN tunnel. Instead, the policy references a destination address. When the security 
device does a route lookup to find the interface through which it must send traffic to reach that 
address, it finds a route through a tunnel interface, which is bound to a specific VPN tunnel. We will 
explain the particular benefits of route-based VPN in the relevant section below in the document. 
 
The Shared IKE ID feature facilitates the deployment of a large number of dialup users. With this 
feature, the security device authenticates multiple dialup VPN users using a single Group IKE ID and 
preshared key. Thus, it provides IPsec protection for large remote user groups through a common 
VPN configuration. 
 
This feature is similar to the Group IKE ID with preshared keys feature (not described in this docu-
ment), with the following differences: 
 
► With the Group IKE ID feature, the IKE ID can be an email address or a fully qualified domain 

name (FQDN). For this feature, the IKE ID must be an email address. 
 
► Instead of using the preshared key seed value and the full user IKE ID to generate a preshared 

key for each user, you specify a single preshared key for all users in the group. 
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► You must use XAuth (for IKEv1) or EAP (for IKEv2) to authenticate the individual users. 

To set up a Shared IKE ID and preshared key on the security device: 
1.   Create a new Group IKE ID user, and specify how many dialup users can use the Group  

IKE ID to log on. For this feature, use an email address as the IKE ID. 
2.  Assign the new Group IKE ID to a dialup user group. 
3.   In the dialup-to-LAN AutoKey IKE VPN configuration, create a Shared IKE ID gateway. 
4.   Define the XAuth users and enable XAuth on the remote IKE gateway. 
 
On the VPN Client: 
Configure a VPN tunnel to the security device using aggressive mode for Phase 1 negotiations, and 
enter the preshared key that you previously defined on the security device. Thereafter, the security 
device authenticates each remote user as follows: 
► During Phase 1 negotiations, the security device first authenticates the VPN client by matching 

the IKE ID and preshared key that the client sends with the IKE ID and preshared key on the 
security device. 

► If there is a match, then the security device uses XAuth to authenticate the individual user. It 
sends a login prompt to the user at the remote site between Phase 1 and Phase 2 IKE negotia-
tions. 

► If the remote user successfully logs on with the correct username and password, Phase 2 nego-
tiations begin. 

In this example, you create a new Group IKE ID user named “NCP Users”. It accepts up to 25 
Phase 1 negotiations concurrently from VPN clients with the same preshared key (Tunneling123). 
You name the dialup IKE user group “Office”. In addition, you configure two XAuth users, 
test1@juniper.net and test2@juniper.net with Password “password”. 
 
 

 
  

mailto:test1@juniper.net�
mailto:test2@juniper.net�
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3. Juniper Gateway Configuration - WebUI 
Interfaces 
Network > Interfaces > List > Edit (for ethernet0/3): Enter the following, and then click OK: 
Zone Name: Trust 
Static IP: (select this option when present) 
IP Address/Netmask: 192.168.66.1/24 
Select the following, and then click OK: 
Interface Mode: NAT 
Network > Interfaces > List > Edit (for ethernet0/0): Enter the following, and then click OK: 
Zone Name: Untrust 
Static IP: (select this option when present) 
IP Address/Netmask: 10.20.10.211/16 
 
IP Pool 
Objects > IP Pools > Local > New:  
Enter the following, and then click OK: 
IP Pool Name: VPN Pool 
Start IP: 172.16.100.100 
End IP: 172.16.100.200 
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Users 
Create the Shared IKE ID: 
Objects > Users > Local > New: Enter the following, and then click OK: 
User Name: NCP Users 
Status: Enable 
IKE User: (select) 
Number of Multiple Logins with Same ID: 25 
Simple Identity: (select)  
IKE ID Type: U-FQDN 
IKE Identity: users@juniper.net 
 

 
 
Create a Group: 
Objects > Users > Local Groups > New: Type Office in the Group Name field, do the following, and 
then click OK: 
Select NCP Users and use the << button to move him from the Available Members column to the 
Group Members column. 
 

 

mailto:users@juniper.net�
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Create the Xauth Users: 
Objects > Users > Local > New: Enter the following, and then click OK: 
User Name: test1@juniper.net 
Status: Enable 
XAuth User: Checked 
User Password: password 
Confirm Password: password 
L2TP/XAuth Remote Settings 
 IP Pool: VPN Pool 
 

 
 
Objects > Users > Local > New: Enter the following, and then click OK: 
User Name: test2@juniper.net 
Status: Enable 
XAuth User: Checked 
User Password: password 
Confirm Password: password 
L2TP/XAuth Remote Settings 
 IP Pool: VPN Pool 
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If you don’t use the Shared IKE ID functionality but configure each user individually you can com-
bine both configuration steps (IKE User and Xauth User) for every user. Create one user as IKE 
User, Simple Identity (either FQDN or U-FQDN) and enable Xauth User with Password and IP Pool 
assigned. Then add all the users into one Group. 
 
Gateway 
The Gateway configuration needs to be bound to the correct external interface. So before you go to 
the Gateway configuration screen you should validate your correct Outgoing Interface, the interface 
that is in the Untrust Zone and where the users will connect to from the Outside. 
 
For this go to Network > Interfaces (List) and identify the correct Interface 
 

 
 
Here the external facing Interface is the default ethernet0/0.  
 
Now turn to the Gateway configuration. 
VPNs > AutoKey > Advanced > Gateway > New: Enter the following, and then click OK: 
Gateway Name: VPN Gateway 
Version: IKEv1 
Remote Gateway: (select) 
Dialup User Group: (select) 
 Group: Office 
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Advanced 
Preshared Key: Tunneling123 
Outgoing Interface: ethernet0/0 (Note your own configuration may be different!) 
 Security Level: User Defined: Custom (select) 
      Phase 1 Proposal: pre-g2-aes128-sha 
      Mode (Initiator): Aggressive 
      Enable NAT-Traversal (recommended) 
      UDP Checksum (recommended) 
 

 
 
You will get a Warning message to configure Xauth. 
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VPNs > AutoKey > Advanced > Gateway > Xauth: Enter the following, and then click OK: 
Xauth Server: (select) 
 Local Authentication: (select) 
  Allow Any 
 

 
 
AutoKey IKE 
VPNs > AutoKey IKE > New: Enter the following, and then click OK: 
VPN Name: Secure Remote Access 
Remote Gateway: (select) 
 Predefined: VPN Gateway 
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Advanced 
 Security Level: User Defined: Custom (select) 
    Phase 2 Proposal: nopfs-esp-aes128-sha 
   VPN Monitor: (select) 
 

 
 
 



 

© NCP engineering  ▪  info@ncp-e.com   ▪  www.ncp-e.com  ▪  v1.1  ▪  Subject to change without notice 
Page 14 of 58 

Quick Installation Guide 

NCP Client with Juniper ScreenOS 

 
Policies 
For your Policies you have the option to create either a generic Policy to any unspecified network or 
to specify a specific network for which the SA is created. 
 
First we show the configuration for a generic Any network.  
 
Policy > Policies 
From: Untrust  To: Trust 
> New: Enter the following, and then click OK: 
Source Address: Address Book Entry: Dial-Up VPN 
Destination Address: Address Book Entry: Any 
Action: Tunnel 
Tunnel: VPN: Secure Remote Access 
 Modify matching bidirectional VPN policy: (enable) 
Logging: (select) 
 at Session Beginning: (select) 
Position at Top: (select) 
 

 
 
Watch for two policies created in the two specified zones. 
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For a specific Network Policy, which is recommended over the Any approach, you first create an 
entry in the Addresses List for the protected network segment(s) in the Trust Zone. Here we want 
to protect the network 192.168.66.0/24. 
 
Policy > Policy Elements > Addresses > List 
Select Filter Trust 
 

 
 
Select New 
Address Name: Trusted Access 
IP Address/Netmask: 192.168.66.0 / 24 
Zone: Trust 
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Select OK 
 

 
 
Now we show the configuration of a Policy for a specific protected network.  
 
Policy > Policies 
From: Untrust  To: Trust 
> New: Enter the following, and then click OK: 
Source Address: Address Book Entry: Dial-Up VPN 
Destination Address: Address Book Entry: Trusted Access 
Action: Tunnel 
Tunnel: VPN: Secure Remote Access 
 Modify matching bidirectional VPN policy: (enable) 
Logging: (select) 
 at Session Beginning: (select) 
Position at Top: (select) 
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Select OK 
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4. NCP Client Wizard:  
4.1. Connection Type 
Configuration > Profiles > Add/Import 
Link to Corporate Network Using IPsec: (select) 
 
> Next 
 
 
 
 
 
 
 
 
 
4.2. Profile Name 
Configuration 
Profile Name:  ScreenOS VPN test1@juniper.net 
 
> Next 
 
 
 
 
 
 
 
 
 
 
 
4.3. VPN Gateway Parameters 
Gateway (Tunnel Endpoint): 10.20.10.210 
Extended Authentication (XAUTH): (select) 
 UserID:   test1@juniper.net 
 Password:  password 
 Password (confirm): password 
 
> Next 
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4.4. Exchange Mode 
Exchange Mode: aggressive mode 
PFS Group:  none 
 
> Next 
 
 
 
 
 
 
 
 
 
 
 
4.5. Pre-shared Key 
Shared Secret: Tunneling123 
Confirm Secret: Tunneling123 
Local Identity (IKE): Fully Qualified Username 
ID: users@juniper.net 
 
> Next 
 
 
 
 
 
 
 
 
 
4.6. IPsec Configuration: IP Addresses 
IP Address Assignment:  IKE Config Mode 
 
> Next > OK 
 
 
 
 
 
 
 
 
 

mailto:users@juniper.net�
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5. NCP Client Configuration – Pro-

file changes 
Edit the Profile to specify specific  
Profile > Juniper VPN > Edit 
 
 
 
 
 
 
 
 
 
 
 
Select IPsec General Settings: 
Select Policy Editor 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Select IKE Policy – Add 
 
Enter the following parameters and select OK: 
Name: PSK-AES-SHA-DH2 
Authentication: Pre-shared Key 
Encryption: AES 128 Bit 
Hash: SHA 
DH-Group: DH-Group 2 (1024 Bit) 
 
 
 
 
 
Select IPsec Policy – Add 
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Enter the following parameters and select OK: 
Name: ESP-AES-SHA 
Encryption:  AES 128 Bit 
Hash:  SHA 
 
 
 
 
 
 
 
 
Select Close 
Select the configured policies from the IKE Policy 
and IPsec Policy drop-down menu 
 
 
 
 
 
 
 
 
 
 
 
 
 
The Spit Tunneling parameter must be set if you 
configured a specific Policy on the Juniper gateway. 
So if you did not set the target network to Any but 
chose a specific network such as our Trusted Ac-
cess network you must specify the matching net-
work addresses and netmasks for all your specific 
policies. 
 
Select Split Tunneling and enter the Remote Net-
work address(es) – here 192.168.66.0/24. 
 
 
 
Select OK and close all the windows. 
 
Verify client network configuration via ipconfig/all and netstat –rn 
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Perform the same configuration on a second client on another test computer. 
 
Click the connection button to establish the VPN gateway connection.  
Verify the Juniper gateway log. 
 

 
Verify client network configuration via ipconfig/all and netstat –rn 
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Verify a connection to the web server. 
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6. Route-Based VPN & Multiple Proxy ID support on a Route-Based VPN  

(Support for this feature started with ScreenOS 6.3!) 
With route-based VPNs, the policy does not specifically reference a VPN tunnel. Instead, the policy 
references a destination address. When the security device does a route lookup to find the interface 
through which it must send traffic to reach that address, it finds a route through a tunnel interface, 
which is bound to a specific VPN tunnel. 
 
Thus, with a policy-based VPN tunnel, you can consider a tunnel as an element in the construction 
of a policy. With a route-based VPN tunnel, you can consider a tunnel as a means for delivering 
traffic, and the policy as a method for either permitting or denying the delivery of that traffic. 
When a tunnel does not connect large networks running dynamic routing protocols and you do not 
need to conserve tunnels or define various policies to filter traffic through the tunnel, a policy-based 
tunnel makes sense. Also, because there is no network beyond a dialup VPN client, policy-based 
VPN tunnels can be a good choice for dialup VPN configurations. 
That said, when the dialup client supports a virtual internal IP address—which the NCP Juniper cli-
ent does—there are also compelling reasons for using a route-based VPN configuration. A route-
based dialup VPN tunnel offers the following benefits: 
 
► You can bind its tunnel interface to any zone to require or not require policy enforcement. 
► You can define routes to force traffic through the tunnel, unlike a policy-based VPN configura-

tion. 
► You can adjust the proxy ID to accept any IP address from the dialup VPN client by configuring 

the remote client’s address as 255.255.255.255/32. 
► You can define one or more Mapped IP (MIP) addresses on the tunnel interface. 

When configuring a VPN to a non-ScreenOS device, that has multiple subnets behind it, it requires 
defining a separate set of proxy id's to match each network that is behind the other side of the 
VPN. Support for multiple proxy id's is only available beginning with ScreenOS 6.3.0. 
 
For this feature I created a new configuration as follows. Also the existing network diagram was enhanced. 
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First create a new IP Pool called “Remote” 
 

 
 
 
a new IKE User and a new IKE Group “Proxy”. 
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Next create a new Gateway configuration “VPN Access” 
 

 
 

 
 

Now we need to create a new Tunnel Interface “tunnel.2”. This tunnel interface is created for the 
trust-vr Virtual Router in the Untrust zone. The tunnel interface is Unnumbered and bound to the 
external (here Ethernet0/0) interface of the gateway. 
 



 

© NCP engineering  ▪  info@ncp-e.com   ▪  www.ncp-e.com  ▪  v1.1  ▪  Subject to change without notice 
Page 27 of 58 

Quick Installation Guide 

NCP Client with Juniper ScreenOS 
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Now we create a new AutoKey IKE “VPN Access Tunnel” for the gateway “VPN Access” and bind 
this tunnel configuration to the Tunnel Interface “tunnel.2” 
 

 
 

 
 
In the Policies Address List we create new Network Address entries for our networks “Trusted Ac-
cess” and “Remote Zone 10” (see network diagram above). 
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 Now go back to AutoKey IKE and select the Proxy ID setting for the “VPN Access Tunnel” configura-
tion. We create two Proxy ID entries, one for each VPN access network. 
 

 
 
Finally we must create a static route in the trust-vr routing domain for the remote network 
10.50.50.0 with the appropriate next hop gateway. Otherwise the trust-vr router would not know 
how to route the packets as we can see in the troubleshooting section further below in this docu-
ment. 
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For the NCP client the configuration is identical to the previous configurations. The main configura-
tion sections are shown here. 
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7. Advanced Configuration 
 
NAT-T 
IPsec does not work across NAT devices. Therefore NAT Traversal is required. 
 

 
 
Replay Protection 
Replay Protection provides a safeguard against snooped connection and injected packets. 
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Active Directory Authentication 
In Enterprise environments authentication against user directories is standard procedure. Below I 
explain the configuration of extended authentication against Active Directory 
 
Active Directory Configuration 
Here we will use a Windows Server 2008 R2 AD Domain server with the domain name 
vpnaccess.local and two domain users, “Domain User1” and “John Doe”. 
 

 
 
3.2 Juniper Gateway Configuration 
First we setup a new IP Pool definition 
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 Next step is to configure the Auth Server 
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Next configure the Auth Server parameters 
 

 
 
Next create a new Gateway configuration as shown below 
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Don’t forget to go into the XAuth Gateway configuration settings 
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And next create a VPN configuration using the configured gateway 
 

 
 

 
 
As you see we configure Proxy-ID with the Pool Remote IP Address. 
 
 



 

© NCP engineering  ▪  info@ncp-e.com   ▪  www.ncp-e.com  ▪  v1.1  ▪  Subject to change without notice 
Page 39 of 58 

Quick Installation Guide 

NCP Client with Juniper ScreenOS 

 
The final step in the configuration is to create the Policy definition. 
 

 
 
Don’t forget to set the Authentication in the Advanced Policy configuration. 
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And don’t forget the Routing off course, which is required. Create a Route in the trust-vr route do-
main for the IP Pool network with the Tunnel interface as the Gateway. 
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NCP Client Configuration 
 
The NCP client configuration is identical to the steps described earlier in this document. 
Here I only describe the difference in the configuration. 
 
First go into the client profile and edit Identities section. The xauth user parameters are the creden-
tials of the Active Directory user. 
 

 
 
And then go to the IPsec Address Assignment. 
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All set. Below I show the test with two separate clients connecting simultaneously. 
 

 
 
 
Certificate Authentication using Active Directory Certificate CA 
In Enterprise environments Certificates are often used as a way of authentication. In this section we 
describe the steps to perform a setup with Certificates using a Microsoft Active Directory Certificate 
CA and self-signed Certificates. 
 
We assume Active Directory Certificate Services is up and running 
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Create a new Windows Server CA 
Export the CA cert using “CertUtil –ca.cert ca_rootcert.cer” via CLI 
 

 
 
or via a web browser download the CA Cert  
 

 
 
Chose “Download CA certificate chain” link and save the file. 
Import this cert into the Juniper gateway (Objects – Certificates) 
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Copy this cert into the Cacerts client folder. Verify you see it in the client under Connection – 
Certificates – Display CA Certificates 
 

 
 
For the User Certificate, with the VPN tunnel established from the client to reach the AD/Certificate 
server, connect to the CA via web browser and click on “Request a certificate” 
 

 
 
From the “Request a Certificate” screen select “submit an advanced certificate request” link. This is 
necessary to have the keys exportable.  
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From the Microsoft TechNet: “If a certificate was issued from a Windows Server 2003 certification 
authority, the private key for that certificate is only exportable if the certificate request was made 
via the Advanced Certificate Request certification authority Web page with the Mark keys as 
exportable check box selected, or if the certificate is for EFS (Encrypting File System) or EFS 
recovery.” 
 

 
 
From the Advanced Certificate Request screen select “Create and submit a request to this CA” 
 

 
 
On the Advanced Certificate Request screen select Certificate Template “User” and enter a Friendly 
Name (eg Demo_User) and ensure that “Mark keys as exportable” is checked 
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Click on Submit button 
 

 
 
On the “Certificate Issued” screen select “Install this certificate” 
 

 
 
Confirm “Certificate Installed” message 
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In the CA Store select the generated certificate and chose Export 
 

 
 
In the Certificate Export Wizard select “Yes, export the private key” 
 

 
 
Select “Personal Information Exchange – PKCS #12” 
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Enter the Password (eg 123456) 
 

 
 
Complete the Client Certificate export by saving the certificate to a .pfx file 
 

 
 
Select finish to complete the certificate export process 
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Verify export success 
 

 
 
Rename the file from demo_user.pfx to demo_user.p12 
Import the Certificate into the NCP client 
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Select certificate in the NCP Client Connection Profile 
 

 
 
On the Juniper gateway go to Objects – Certificates and select New and enter the relevant informa-
tion parameters 
 

 
 
Click “Generate” 
From the Cert Request window select “Save to File”  
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Go back to the Cert Server Web UI and select Request a Certificate – submit an advanced certifica-
te request 
From the Advanced Certificate Request window select “Submit a certificate request by using a base-
64-encoded CMC or PKCS #10 file” 
 

 
 
In the “Submit a Certificate Request or Renewal Request” window paste the cert request string 
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Click Submit.  
From the Certificate Issued window select “Download certificate chain”. Save the file as the SSG 
Server Cert 
 

 
 
In the Juniper Gateway go back to Object – Certificates and Load the save Certificate  
Download Base CRL  
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Load CRL in Juniper Gateway. In Objects – Certificates select CRL radio button and browse to saved 
CRL file 
 

  
 
Test the connection 
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8. Troubleshooting 
The following section provides a few troubleshooting tips. 
 
8.1. Juniper Gateway Event Log 
Look in the Event Log on the Juniper Gateway 
 

8.2. CLI Debugging 
From the CLI you can do some advanced troubleshooting.  
 
Login to the console of the gateway 

Rainer-Enders-MacBook-Pro:~ rainer$ ssh -l netscreen 10.20.10.212 
netscreen@10.20.10.212's password:  
Remote Management Console 

Look at the sa table 
ssg5-v92-> get sa 
total configured sa: 8 
HEX ID    Gateway         Port Algorithm     SPI      Life:sec kb Sta   PID vsys 
0000000a<         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0 
0000000a>         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0 
00008001<    10.20.10.111  500 esp:a128/sha1 bbb23378  2180 unlim A/D    -1 0 
00008001>    10.20.10.111  500 esp:a128/sha1 2af2bfe8  2180 unlim A/D    -1 0 
00000011<         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I     2 0 
00000011>         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I     3 0 
0000000f<         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I     5 0 
0000000f>         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I     6 0 
00008002<    10.20.10.111  500 esp:a128/sha1 bbb23379  2186 unlim A/D    -1 0 
00008002>    10.20.10.111  500 esp:a128/sha1 beeb3607  2186 unlim A/D    -1 0 
00000012<         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0 
00000012>         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0 
00000013<         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0 
00000013>         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0 
00008003<    10.20.10.111  500 esp:a128/sha1 bbb23375  2000 unlim I/I     2 0 
00008003>    10.20.10.111  500 esp:a128/sha1 dff8f939  2000 unlim I/I     3 0 

Start debugging by unsetting all previous debug configurations – if any 
ssg5-v92-> undebug all 

Verify filter lists – if any 
ssg5-v92-> get ffilter 

Clear the debug database 
ssg5-v92-> clear db 
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Set the filter 

ssg5-v92-> set ffilter src-ip 10.20.10.111 dst-ip 10.50.50.10 

filter added 

Initialize debug 
ssg5-v92-> debug flow basic 

Get debug info 
ssg5-v92-> get db stream 
ssg5-v92-> set ffilter src-ip 172.16.123.101 dst-ip 10.50.50.10 
filter added 
ssg5-v92-> get db stream 
****** packet decapsulated, type=ipsec, len=60****** 
  ipid = 3279(0ccf), @037f4cb0 
  tunnel.3:172.16.123.101/103->10.50.50.10/1,1(8/0)<Root> 
  no session found 
  flow_first_sanity_check: in <tunnel.3>, out <N/A> 
  chose interface tunnel.3 as incoming nat if. 
  flow_first_routing: in <tunnel.3>, out <N/A> 
  search route to (tunnel.3, 172.16.123.101->10.50.50.10) in vr trust-vr for vsd-0/flag-0/ifp-null 
  cached route 0 for 10.50.50.10 
  no route to (172.16.123.101->10.50.50.10) in vr trust-vr/0 
  packet dropped, no route 

We see the reason for packets not being forwarded. 
Root cause was missing route entry in the virtual router. 

  **** pak processing end. 
****** packet decapsulated, type=ipsec, len=60****** 
  ipid = 3280(0cd0), @038004b0 
  tunnel.3:172.16.123.101/104->10.50.50.10/1,1(8/0)<Root> 
  no session found 
  flow_first_sanity_check: in <tunnel.3>, out <N/A> 
  chose interface tunnel.3 as incoming nat if. 
  flow_first_routing: in <tunnel.3>, out <N/A> 
  search route to (tunnel.3, 172.16.123.101->10.50.50.10) in vr trust-vr for vsd-0/flag-0/ifp-null 
  cached route 0 for 10.50.50.10 
  no route to (172.16.123.101->10.50.50.10) in vr trust-vr/0 
  packet dropped, no route 
  **** pak processing end. 
ssg5-v92->  unset ffilter 
filter 0 removed 
ssg5-v92-> undebug all 
ssg5-v92-> clear db 
ssg5-v92-> 
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After route issue has been corrected. 

ssg5-v92-> get sa 
total configured sa: 6 
HEX ID    Gateway         Port Algorithm     SPI      Life:sec kb Sta   PID vsys 
0000000a<         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0 
0000000a>         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0 
00000011<         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I     2 0 
00000011>         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I     3 0 
0000000f<         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I     5 0 
0000000f>         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I     6 0 
00008004<    10.20.10.111  500 esp:a128/sha1 bbb2337a  3548 unlim A/D    -1 0 
00008004>    10.20.10.111  500 esp:a128/sha1 328abb5f  3548 unlim A/D    -1 0 
00000012<         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0 
00000012>         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0 
00008003<    10.20.10.111  500 esp:a128/sha1 bbb23375  1024 unlim I/I     2 0 
00008003>    10.20.10.111  500 esp:a128/sha1 dff8f939  1024 unlim I/I     3 0 
ssg5-v92-> get sa active 
Total active sa: 1 
total configured sa: 6 
HEX ID    Gateway         Port Algorithm     SPI      Life:sec kb Sta   PID vsys 
00008004<    10.20.10.111  500 esp:a128/sha1 bbb2337a  3545 unlim A/D    -1 0 
00008004>    10.20.10.111  500 esp:a128/sha1 328abb5f  3545 unlim A/D    -1 0 
ssg5-v92->  
ssg5-v92-> get sa active 
Total active sa: 2 
total configured sa: 8 
HEX ID    Gateway         Port Algorithm     SPI      Life:sec kb Sta   PID vsys 
00008005<    10.20.10.111  500 esp:a128/sha1 bbb2337b  3597 unlim A/D    -1 0 
00008005>    10.20.10.111  500 esp:a128/sha1 bebfd598  3597 unlim A/D    -1 0 
00008004<    10.20.10.111  500 esp:a128/sha1 bbb2337a  3537 unlim A/D    -1 0 
00008004>    10.20.10.111  500 esp:a128/sha1 328abb5f  3537 unlim A/D    -1 0 
ssg5-v92-> undebug all 
ssg5-v92-> get ffilter 
Flow filter based on: 
id:0 src ip 172.16.123.101 dst ip 10.50.50.10  
ssg5-v92-> clear db 
ssg5-v92-> debug flow basic 
ssg5-v92-> get db stream 
ssg5-v92-> get db stream 
****** packet decapsulated, type=ipsec, len=60****** 
  ipid = 3556(0de4), @0381e4b0 
  tunnel.2:172.16.123.101/111->10.50.50.10/1,1(8/0)<Root> 
  no session found 
  flow_first_sanity_check: in <tunnel.2>, out <N/A> 
  chose interface tunnel.2 as incoming nat if. 
  flow_first_routing: in <tunnel.2>, out <N/A> 
  search route to (tunnel.2, 172.16.123.101->10.50.50.10) in vr trust-vr for vsd-
0/flag-0/ifp-null 
  cached route 11 for 10.50.50.10 
  [ Dest] 11.route 10.50.50.10->192.168.66.254, to bgroup0 
  routed (x_dst_ip 10.50.50.10) from tunnel.2 (tunnel.2 in 0) to bgroup0  
  policy search from zone 1-> zone 2 
 policy_flow_search  policy search nat_crt from zone 1-> zone 2 
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  RPC Mapping Table search returned 0 matched service(s) for (vsys Root, ip 
10.50.50.10, port 19692, proto 1) 
  No SW RPC rule match, search HW rule 
swrs_search_ip: policy matched id/idx/action = 4/3/0x1 
  Permitted by policy 4 
  No src xlate   choose interface bgroup0 as outgoing phy if 
  no loop on ifp bgroup0. 
  session application type 0, name None, nas_id 0, timeout 60sec 
  service lookup identified service 0. 
  flow_first_final_check: in <tunnel.2>, out <bgroup0> 
  existing vector list 5-43ec5a4. 
  Session (id:8037) created for first pak 5 
  flow_first_install_session======> 
  route to 192.168.66.254 
  cached arp entry with MAC 000c29e0653f for 192.168.66.254 
  arp entry found for 192.168.66.254 
  ifp2 bgroup0, out_ifp bgroup0, flag 00800800, tunnel ffffffff, rc 1 
  outgoing wing prepared, ready 
  flow got session. 
  flow session id 8037 
  flow_main_body_vector in ifp tunnel.2 out ifp bgroup0 
  flow vector index 0x5, vector addr 0x1ff2a50, orig vector 0x1ff2a50 
  post addr xlation: 172.16.123.101->10.50.50.10. 
  no more encapping needed 
  packet send out to 000c29e0653f through bgroup0 
  **** pak processing end. 
****** 12818.0: <Trust/bgroup0> packet received [60]****** 
  ipid = 272(0110), @038f89b0 
  packet passed sanity check. 
  flow_decap_vector IPv4 process 
  bgroup0:10.50.50.10/1->172.16.123.101/111,1(0/0)<Root> 
  existing session found. sess token 3 
  flow got session. 
  flow session id 8037 
  flow_main_body_vector in ifp bgroup0 out ifp N/A 
  flow vector index 0x5, vector addr 0x1ff2a50, orig vector 0x1ff2a50 
  post addr xlation: 10.50.50.10->172.16.123.101. 
  going into tunnel 40008005. 
  flow_encrypt: pipeline. 
chip info: PIO. Tunnel id 00008005 
(vn2)  doing ESP encryption and size =64 
ipsec encrypt prepare engine done 
ipsec encrypt set engine done 
ipsec encrypt engine released 
ipsec encrypt done 
        put packet(3b9f958) into flush queue. 
        remove packet(3b9f958) out from flush queue. 
 
**** jump to packet:10.20.10.211->10.20.10.111 
  packet encapsulated, type=ipsec, len=120 
  ipid = 20946(51d2), @038f8984 
  out encryption tunnel 40008005 gw:10.20.10.111 
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  no more encapping needed 
  send out through normal path. 
  flow_ip_send: 51d2:10.20.10.211->10.20.10.111,50 => ethernet0/0(120) flag 0x0, 
vlan 0 
  mac 000c298bcb54 in session 
  packet send out to 000c298bcb54 through ethernet0/0 
  **** pak processing end. 
****** packet decapsulated, type=ipsec, len=60****** 
  ipid = 3557(0de5), @0381f4b0 
  tunnel.2:172.16.123.101/112->10.50.50.10/1,1(8/0)<Root> 
  no session found 
  flow_first_sanity_check: in <tunnel.2>, out <N/A> 
  chose interface tunnel.2 as incoming nat if. 
  flow_first_routing: in <tunnel.2>, out <N/A> 
  search route to (tunnel.2, 172.16.123.101->10.50.50.10) in vr trust-vr for vsd-
0/flag-0/ifp-null 
  cached route 11 for 10.50.50.10 
  [ Dest] 11.route 10.50.50.10->192.168.66.254, to bgroup0 
  routed (x_dst_ip 10.50.50.10) from tunnel.2 (tunnel.2 in 0) to bgroup0  
  policy search from zone 1-> zone 2 
 policy_flow_search  policy search nat_crt from zone 1-> zone 2 
  RPC Mapping Table search returned 0 matched service(s) for (vsys Root, ip 
10.50.50.10, port 19691, proto 1) 
  No SW RPC rule match, search HW rule 
swrs_search_ip: policy matched id/idx/action = 4/3/0x1 
  Permitted by policy 4 
  No src xlate   choose interface bgroup0 as outgoing phy if 
ssg5-v92-> unset ffilter 
filter 0 removed 
ssg5-v92-> undebug all 
ssg5-v92-> clear db 
ssg5-v92-> 
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Network Diagram

The following simple network is used for testing. The Test Server runs on Windows Server 2008 R2 Enterprise. It runs a Web Server (IIS 7) as well as Network Policy and Access Service, which provides for RADIUS authentication.
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Because the SSG5 VPN pool is in the 172.16.100.0 network range we must add a persistent route in the Test Server unless the Juniper is the default gateway.
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[bookmark: _Toc299048487][bookmark: _Toc320184748]Policy-Based VPN & Shared IKE ID with Preshared Key

With policy-based VPN tunnels, a tunnel is treated as an object (or a building block) that together with source, destination, service, and action, comprises a policy that permits VPN traffic. (Actually, the VPN policy action is tunnel, but the action permit is implied, if unstated). In a policy-based VPN configuration, a policy specifically references a VPN tunnel by name.


With route-based VPNs – which we will show later in this document, the policy does not specifically reference a VPN tunnel. Instead, the policy references a destination address. When the security device does a route lookup to find the interface through which it must send traffic to reach that address, it finds a route through a tunnel interface, which is bound to a specific VPN tunnel. We will explain the particular benefits of route-based VPN in the relevant section below in the document.



The Shared IKE ID feature facilitates the deployment of a large number of dialup users. With this feature, the security device authenticates multiple dialup VPN users using a single Group IKE ID and preshared key. Thus, it provides IPsec protection for large remote user groups through a common VPN configuration.



This feature is similar to the Group IKE ID with preshared keys feature (not described in this document), with the following differences:



With the Group IKE ID feature, the IKE ID can be an email address or a fully qualified domain name (FQDN). For this feature, the IKE ID must be an email address.



Instead of using the preshared key seed value and the full user IKE ID to generate a preshared key for each user, you specify a single preshared key for all users in the group.

You must use XAuth (for IKEv1) or EAP (for IKEv2) to authenticate the individual users.

To set up a Shared IKE ID and preshared key on the security device:

1.  	Create a new Group IKE ID user, and specify how many dialup users can use the Group 

IKE ID to log on. For this feature, use an email address as the IKE ID.

2. 	Assign the new Group IKE ID to a dialup user group.

3.  	In the dialup-to-LAN AutoKey IKE VPN configuration, create a Shared IKE ID gateway.

4.  	Define the XAuth users and enable XAuth on the remote IKE gateway.



On the VPN Client:

Configure a VPN tunnel to the security device using aggressive mode for Phase 1 negotiations, and enter the preshared key that you previously defined on the security device. Thereafter, the security device authenticates each remote user as follows:

During Phase 1 negotiations, the security device first authenticates the VPN client by matching the IKE ID and preshared key that the client sends with the IKE ID and preshared key on the security device.

If there is a match, then the security device uses XAuth to authenticate the individual user. It sends a login prompt to the user at the remote site between Phase 1 and Phase 2 IKE negotiations.

If the remote user successfully logs on with the correct username and password, Phase 2 negotiations begin.

In this example, you create a new Group IKE ID user named “NCP Users”. It accepts up to 25 Phase 1 negotiations concurrently from VPN clients with the same preshared key (Tunneling123). You name the dialup IKE user group “Office”. In addition, you configure two XAuth users, test1@juniper.net and test2@juniper.net with Password “password”.
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[bookmark: _Toc320184749]Juniper Gateway Configuration - WebUI

Interfaces

Network > Interfaces > List > Edit (for ethernet0/3): Enter the following, and then click OK:

Zone Name: Trust

Static IP: (select this option when present)

IP Address/Netmask: 192.168.66.1/24

Select the following, and then click OK:

Interface Mode: NAT

Network > Interfaces > List > Edit (for ethernet0/0): Enter the following, and then click OK:

Zone Name: Untrust

Static IP: (select this option when present)

IP Address/Netmask: 10.20.10.211/16



IP Pool

Objects > IP Pools > Local > New: 
Enter the following, and then click OK:

IP Pool Name:	VPN Pool

Start IP:	172.16.100.100

End IP:	172.16.100.200
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Users

Create the Shared IKE ID:

Objects > Users > Local > New: Enter the following, and then click OK:

User Name: NCP Users

Status: Enable

IKE User: (select)

Number of Multiple Logins with Same ID: 25

Simple Identity: (select) 

IKE ID Type: U-FQDN

IKE Identity: users@juniper.net
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Create a Group:

Objects > Users > Local Groups > New: Type Office in the Group Name field, do the following, and then click OK:

Select NCP Users and use the << button to move him from the Available Members column to the Group Members column.
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Create the Xauth Users:

Objects > Users > Local > New: Enter the following, and then click OK:

User Name: test1@juniper.net

Status: Enable

XAuth User: Checked

User Password: password

Confirm Password: password

L2TP/XAuth Remote Settings

	IP Pool: VPN Pool
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Objects > Users > Local > New: Enter the following, and then click OK:

User Name: test2@juniper.net

Status: Enable

XAuth User: Checked

User Password: password

Confirm Password: password

L2TP/XAuth Remote Settings

	IP Pool: VPN Pool
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If you don’t use the Shared IKE ID functionality but configure each user individually you can combine both configuration steps (IKE User and Xauth User) for every user. Create one user as IKE User, Simple Identity (either FQDN or U-FQDN) and enable Xauth User with Password and IP Pool assigned. Then add all the users into one Group.



Gateway

The Gateway configuration needs to be bound to the correct external interface. So before you go to the Gateway configuration screen you should validate your correct Outgoing Interface, the interface that is in the Untrust Zone and where the users will connect to from the Outside.



For this go to Network > Interfaces (List) and identify the correct Interface
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Here the external facing Interface is the default ethernet0/0. 

Now turn to the Gateway configuration.

VPNs > AutoKey > Advanced > Gateway > New: Enter the following, and then click OK:

Gateway Name: VPN Gateway

Version: IKEv1

Remote Gateway: (select)

Dialup User Group: (select)

	Group: Office







[image: ]



Advanced

Preshared Key: Tunneling123

Outgoing Interface: ethernet0/0 (Note your own configuration may be different!)

	Security Level: User Defined: Custom (select)

						Phase 1 Proposal: pre-g2-aes128-sha

						Mode (Initiator): Aggressive
						Enable NAT-Traversal (recommended)

						UDP Checksum (recommended)
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[bookmark: _GoBack]You will get a Warning message to configure Xauth.
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VPNs > AutoKey > Advanced > Gateway > Xauth: Enter the following, and then click OK:

Xauth Server: (select)

	Local Authentication: (select)

		Allow Any
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AutoKey IKE

VPNs > AutoKey IKE > New: Enter the following, and then click OK:

VPN Name: Secure Remote Access

Remote Gateway: (select)

	Predefined: VPN Gateway
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Advanced

	Security Level: User Defined: Custom (select)

				Phase 2 Proposal: nopfs-esp-aes128-sha

			VPN Monitor: (select)
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Policies

For your Policies you have the option to create either a generic Policy to any unspecified network or to specify a specific network for which the SA is created.



First we show the configuration for a generic Any network. 



Policy > Policies

From: Untrust		To: Trust

> New: Enter the following, and then click OK:

Source Address: Address Book Entry: Dial-Up VPN

Destination Address: Address Book Entry: Any

Action: Tunnel

Tunnel: VPN: Secure Remote Access

	Modify matching bidirectional VPN policy: (enable)

Logging: (select)

	at Session Beginning: (select)

Position at Top: (select)
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Watch for two policies created in the two specified zones.
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For a specific Network Policy, which is recommended over the Any approach, you first create an entry in the Addresses List for the protected network segment(s) in the Trust Zone. Here we want to protect the network 192.168.66.0/24.



Policy > Policy Elements > Addresses > List

Select Filter Trust
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Select New

Address Name: Trusted Access

IP Address/Netmask: 192.168.66.0 / 24

Zone: Trust
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Select OK
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Now we show the configuration of a Policy for a specific protected network. 



Policy > Policies

From: Untrust		To: Trust

> New: Enter the following, and then click OK:

Source Address: Address Book Entry: Dial-Up VPN

Destination Address: Address Book Entry: Trusted Access

Action: Tunnel

Tunnel: VPN: Secure Remote Access

	Modify matching bidirectional VPN policy: (enable)

Logging: (select)

	at Session Beginning: (select)

Position at Top: (select)



[image: ]



Select OK
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[bookmark: _Toc320184750][image: ]NCP Client Wizard: 

[bookmark: _Toc320184751]Connection Type

Configuration > Profiles > Add/Import

Link to Corporate Network Using IPsec: (select)


> Next


















[bookmark: _Toc320184752][image: ]Profile Name

Configuration

Profile Name:  ScreenOS VPN test1@juniper.net

> Next
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[bookmark: _Toc320184753]VPN Gateway Parameters

Gateway (Tunnel Endpoint): 10.20.10.210

Extended Authentication (XAUTH): (select)

	UserID: 		test1@juniper.net

	Password:		password

	Password (confirm):	password


> Next









[bookmark: _Toc320184754][image: ]Exchange Mode

Exchange Mode:	aggressive mode

PFS Group: 	none


> Next
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[bookmark: _Toc320184755]Pre-shared Key

Shared Secret:	Tunneling123

Confirm Secret:	Tunneling123

Local Identity (IKE):	Fully Qualified Username

ID:	users@juniper.net


> Next
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[bookmark: _Toc320184756]IPsec Configuration: IP Addresses

IP Address Assignment:  IKE Config Mode



> Next > OK



















[bookmark: _Toc320184757][image: ]NCP Client Configuration – Profile changes

Edit the Profile to specify specific 

Profile > Juniper VPN > Edit























[image: ]Select IPsec General Settings:

Select Policy Editor
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Select IKE Policy – Add



Enter the following parameters and select OK:

Name: PSK-AES-SHA-DH2

Authentication:	Pre-shared Key

Encryption:	AES 128 Bit

Hash:	SHA

DH-Group:	DH-Group 2 (1024 Bit)











[image: ]Select IPsec Policy – Add



Enter the following parameters and select OK:

Name: ESP-AES-SHA

Encryption:		AES 128 Bit

Hash:		SHA

















[image: ]Select Close

Select the configured policies from the IKE Policy and IPsec Policy drop-down menu
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The Spit Tunneling parameter must be set if you configured a specific Policy on the Juniper gateway. So if you did not set the target network to Any but chose a specific network such as our Trusted Access network you must specify the matching network addresses and netmasks for all your specific policies.



Select Split Tunneling and enter the Remote Network address(es) – here 192.168.66.0/24.







Select OK and close all the windows.



Verify client network configuration via ipconfig/all and netstat –rn
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Perform the same configuration on a second client on another test computer.



Click the connection button to establish the VPN gateway connection. 
Verify the Juniper gateway log.
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Verify client network configuration via ipconfig/all and netstat –rn
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Verify a connection to the web server.
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[bookmark: _Toc320184758]Route-Based VPN & Multiple Proxy ID support on a Route-Based VPN 
(Support for this feature started with ScreenOS 6.3!)

With route-based VPNs, the policy does not specifically reference a VPN tunnel. Instead, the policy references a destination address. When the security device does a route lookup to find the interface through which it must send traffic to reach that address, it finds a route through a tunnel interface, which is bound to a specific VPN tunnel.



Thus, with a policy-based VPN tunnel, you can consider a tunnel as an element in the construction of a policy. With a route-based VPN tunnel, you can consider a tunnel as a means for delivering traffic, and the policy as a method for either permitting or denying the delivery of that traffic.

When a tunnel does not connect large networks running dynamic routing protocols and you do not need to conserve tunnels or define various policies to filter traffic through the tunnel, a policy-based tunnel makes sense. Also, because there is no network beyond a dialup VPN client, policy-based VPN tunnels can be a good choice for dialup VPN configurations.

That said, when the dialup client supports a virtual internal IP address—which the NCP Juniper client does—there are also compelling reasons for using a route-based VPN configuration. A route-based dialup VPN tunnel offers the following benefits:


You can bind its tunnel interface to any zone to require or not require policy enforcement.

You can define routes to force traffic through the tunnel, unlike a policy-based VPN configuration.

You can adjust the proxy ID to accept any IP address from the dialup VPN client by configuring the remote client’s address as 255.255.255.255/32.

You can define one or more Mapped IP (MIP) addresses on the tunnel interface.

When configuring a VPN to a non-ScreenOS device, that has multiple subnets behind it, it requires defining a separate set of proxy id's to match each network that is behind the other side of the VPN. Support for multiple proxy id's is only available beginning with ScreenOS 6.3.0.



For this feature I created a new configuration as follows. Also the existing network diagram was enhanced.
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First create a new IP Pool called “Remote”
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a new IKE User and a new IKE Group “Proxy”.
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Next create a new Gateway configuration “VPN Access”
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Now we need to create a new Tunnel Interface “tunnel.2”. This tunnel interface is created for the trust-vr Virtual Router in the Untrust zone. The tunnel interface is Unnumbered and bound to the external (here Ethernet0/0) interface of the gateway.
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Now we create a new AutoKey IKE “VPN Access Tunnel” for the gateway “VPN Access” and bind this tunnel configuration to the Tunnel Interface “tunnel.2”
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In the Policies Address List we create new Network Address entries for our networks “Trusted Access” and “Remote Zone 10” (see network diagram above).
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	Now go back to AutoKey IKE and select the Proxy ID setting for the “VPN Access Tunnel” configuration. We create two Proxy ID entries, one for each VPN access network.
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Finally we must create a static route in the trust-vr routing domain for the remote network 10.50.50.0 with the appropriate next hop gateway. Otherwise the trust-vr router would not know how to route the packets as we can see in the troubleshooting section further below in this document.
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For the NCP client the configuration is identical to the previous configurations. The main configuration sections are shown here.
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[bookmark: _Toc320184759]Advanced Configuration



NAT-T

IPsec does not work across NAT devices. Therefore NAT Traversal is required.
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Replay Protection

Replay Protection provides a safeguard against snooped connection and injected packets.
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Active Directory Authentication

In Enterprise environments authentication against user directories is standard procedure. Below I explain the configuration of extended authentication against Active Directory



Active Directory Configuration

Here we will use a Windows Server 2008 R2 AD Domain server with the domain name vpnaccess.local and two domain users, “Domain User1” and “John Doe”.
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3.2 Juniper Gateway Configuration

First we setup a new IP Pool definition
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 Next step is to configure the Auth Server
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Next configure the Auth Server parameters
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Next create a new Gateway configuration as shown below
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Don’t forget to go into the XAuth Gateway configuration settings
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And next create a VPN configuration using the configured gateway
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As you see we configure Proxy-ID with the Pool Remote IP Address.





The final step in the configuration is to create the Policy definition.
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Don’t forget to set the Authentication in the Advanced Policy configuration.
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And don’t forget the Routing off course, which is required. Create a Route in the trust-vr route domain for the IP Pool network with the Tunnel interface as the Gateway.
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NCP Client Configuration



The NCP client configuration is identical to the steps described earlier in this document.

Here I only describe the difference in the configuration.



First go into the client profile and edit Identities section. The xauth user parameters are the credentials of the Active Directory user.
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And then go to the IPsec Address Assignment.
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All set. Below I show the test with two separate clients connecting simultaneously.
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Certificate Authentication using Active Directory Certificate CA

In Enterprise environments Certificates are often used as a way of authentication. In this section we describe the steps to perform a setup with Certificates using a Microsoft Active Directory Certificate CA and self-signed Certificates.



We assume Active Directory Certificate Services is up and running
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Create a new Windows Server CA

Export the CA cert using “CertUtil –ca.cert ca_rootcert.cer” via CLI
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or via a web browser download the CA Cert 
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Chose “Download CA certificate chain” link and save the file.
Import this cert into the Juniper gateway (Objects – Certificates)
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Copy this cert into the Cacerts client folder. Verify you see it in the client under Connection – Certificates – Display CA Certificates
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For the User Certificate, with the VPN tunnel established from the client to reach the AD/Certificate server, connect to the CA via web browser and click on “Request a certificate”
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From the “Request a Certificate” screen select “submit an advanced certificate request” link. This is necessary to have the keys exportable. 





From the Microsoft TechNet: “If a certificate was issued from a Windows Server 2003 certification authority, the private key for that certificate is only exportable if the certificate request was made via the Advanced Certificate Request certification authority Web page with the Mark keys as exportable check box selected, or if the certificate is for EFS (Encrypting File System) or EFS recovery.”

[image: ]


From the Advanced Certificate Request screen select “Create and submit a request to this CA”
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On the Advanced Certificate Request screen select Certificate Template “User” and enter a Friendly Name (eg Demo_User) and ensure that “Mark keys as exportable” is checked
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Click on Submit button
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On the “Certificate Issued” screen select “Install this certificate”
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Confirm “Certificate Installed” message
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In the CA Store select the generated certificate and chose Export
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In the Certificate Export Wizard select “Yes, export the private key”
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Select “Personal Information Exchange – PKCS #12”
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Enter the Password (eg 123456)
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Complete the Client Certificate export by saving the certificate to a .pfx file
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Select finish to complete the certificate export process
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Verify export success
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Rename the file from demo_user.pfx to demo_user.p12

Import the Certificate into the NCP client
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Select certificate in the NCP Client Connection Profile
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On the Juniper gateway go to Objects – Certificates and select New and enter the relevant information parameters
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Click “Generate”

From the Cert Request window select “Save to File” 
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Go back to the Cert Server Web UI and select Request a Certificate – submit an advanced certificate request

From the Advanced Certificate Request window select “Submit a certificate request by using a base-64-encoded CMC or PKCS #10 file”
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In the “Submit a Certificate Request or Renewal Request” window paste the cert request string
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Click Submit. 

From the Certificate Issued window select “Download certificate chain”. Save the file as the SSG Server Cert
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In the Juniper Gateway go back to Object – Certificates and Load the save Certificate 

Download Base CRL 
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Load CRL in Juniper Gateway. In Objects – Certificates select CRL radio button and browse to saved CRL file
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Test the connection
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[bookmark: _Toc320184760]Troubleshooting

The following section provides a few troubleshooting tips.



[bookmark: _Toc320184761]Juniper Gateway Event Log

Look in the Event Log on the Juniper Gateway



[bookmark: _Toc320184762]CLI Debugging

From the CLI you can do some advanced troubleshooting. 


Login to the console of the gateway

Rainer-Enders-MacBook-Pro:~ rainer$ ssh -l netscreen 10.20.10.212
netscreen@10.20.10.212's password: 
Remote Management Console

Look at the sa table

ssg5-v92-> get sa
total configured sa: 8
HEX ID    Gateway         Port Algorithm     SPI      Life:sec kb Sta   PID vsys
0000000a<         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0
0000000a>         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0
00008001<    10.20.10.111  500 esp:a128/sha1 bbb23378  2180 unlim A/D    -1 0
00008001>    10.20.10.111  500 esp:a128/sha1 2af2bfe8  2180 unlim A/D    -1 0
00000011<         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I     2 0
00000011>         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I     3 0
0000000f<         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I     5 0
0000000f>         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I     6 0
00008002<    10.20.10.111  500 esp:a128/sha1 bbb23379  2186 unlim A/D    -1 0
00008002>    10.20.10.111  500 esp:a128/sha1 beeb3607  2186 unlim A/D    -1 0
00000012<         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0
00000012>         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0
00000013<         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0
00000013>         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0
00008003<    10.20.10.111  500 esp:a128/sha1 bbb23375  2000 unlim I/I     2 0
00008003>    10.20.10.111  500 esp:a128/sha1 dff8f939  2000 unlim I/I     3 0

Start debugging by unsetting all previous debug configurations – if any

ssg5-v92-> undebug all

Verify filter lists – if any

ssg5-v92-> get ffilter

Clear the debug database

ssg5-v92-> clear db





Set the filter

ssg5-v92-> set ffilter src-ip 10.20.10.111 dst-ip 10.50.50.10

filter added

Initialize debug

ssg5-v92-> debug flow basic

Get debug info

ssg5-v92-> get db stream
ssg5-v92-> set ffilter src-ip 172.16.123.101 dst-ip 10.50.50.10
filter added
ssg5-v92-> get db stream
****** packet decapsulated, type=ipsec, len=60******
  ipid = 3279(0ccf), @037f4cb0
  tunnel.3:172.16.123.101/103->10.50.50.10/1,1(8/0)<Root>
  no session found
  flow_first_sanity_check: in <tunnel.3>, out <N/A>
  chose interface tunnel.3 as incoming nat if.
  flow_first_routing: in <tunnel.3>, out <N/A>
  search route to (tunnel.3, 172.16.123.101->10.50.50.10) in vr trust-vr for vsd-0/flag-0/ifp-null
  cached route 0 for 10.50.50.10
  no route to (172.16.123.101->10.50.50.10) in vr trust-vr/0
  packet dropped, no route

We see the reason for packets not being forwarded.
Root cause was missing route entry in the virtual router.

  **** pak processing end.
****** packet decapsulated, type=ipsec, len=60******
  ipid = 3280(0cd0), @038004b0
  tunnel.3:172.16.123.101/104->10.50.50.10/1,1(8/0)<Root>
  no session found
  flow_first_sanity_check: in <tunnel.3>, out <N/A>
  chose interface tunnel.3 as incoming nat if.
  flow_first_routing: in <tunnel.3>, out <N/A>
  search route to (tunnel.3, 172.16.123.101->10.50.50.10) in vr trust-vr for vsd-0/flag-0/ifp-null
  cached route 0 for 10.50.50.10
  no route to (172.16.123.101->10.50.50.10) in vr trust-vr/0
  packet dropped, no route
  **** pak processing end.
ssg5-v92->  unset ffilter
filter 0 removed
ssg5-v92-> undebug all
ssg5-v92-> clear db
ssg5-v92->



After route issue has been corrected.

ssg5-v92-> get sa

total configured sa: 6

HEX ID    Gateway         Port Algorithm     SPI      Life:sec kb Sta   PID vsys

0000000a<         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0

0000000a>         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0

00000011<         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I     2 0

00000011>         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I     3 0

0000000f<         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I     5 0

0000000f>         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I     6 0

00008004<    10.20.10.111  500 esp:a128/sha1 bbb2337a  3548 unlim A/D    -1 0

00008004>    10.20.10.111  500 esp:a128/sha1 328abb5f  3548 unlim A/D    -1 0

00000012<         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0

00000012>         0.0.0.0  500 esp:a128/sha1 00000000 expir unlim I/I    -1 0

00008003<    10.20.10.111  500 esp:a128/sha1 bbb23375  1024 unlim I/I     2 0

00008003>    10.20.10.111  500 esp:a128/sha1 dff8f939  1024 unlim I/I     3 0

ssg5-v92-> get sa active

Total active sa: 1

total configured sa: 6

HEX ID    Gateway         Port Algorithm     SPI      Life:sec kb Sta   PID vsys

00008004<    10.20.10.111  500 esp:a128/sha1 bbb2337a  3545 unlim A/D    -1 0

00008004>    10.20.10.111  500 esp:a128/sha1 328abb5f  3545 unlim A/D    -1 0

ssg5-v92-> 

ssg5-v92-> get sa active

Total active sa: 2

total configured sa: 8

HEX ID    Gateway         Port Algorithm     SPI      Life:sec kb Sta   PID vsys

00008005<    10.20.10.111  500 esp:a128/sha1 bbb2337b  3597 unlim A/D    -1 0

00008005>    10.20.10.111  500 esp:a128/sha1 bebfd598  3597 unlim A/D    -1 0

00008004<    10.20.10.111  500 esp:a128/sha1 bbb2337a  3537 unlim A/D    -1 0

00008004>    10.20.10.111  500 esp:a128/sha1 328abb5f  3537 unlim A/D    -1 0

ssg5-v92-> undebug all

ssg5-v92-> get ffilter

Flow filter based on:

id:0 src ip 172.16.123.101 dst ip 10.50.50.10 

ssg5-v92-> clear db

ssg5-v92-> debug flow basic

ssg5-v92-> get db stream

ssg5-v92-> get db stream

****** packet decapsulated, type=ipsec, len=60******

  ipid = 3556(0de4), @0381e4b0

  tunnel.2:172.16.123.101/111->10.50.50.10/1,1(8/0)<Root>

  no session found

  flow_first_sanity_check: in <tunnel.2>, out <N/A>

  chose interface tunnel.2 as incoming nat if.

  flow_first_routing: in <tunnel.2>, out <N/A>

  search route to (tunnel.2, 172.16.123.101->10.50.50.10) in vr trust-vr for vsd-0/flag-0/ifp-null

  cached route 11 for 10.50.50.10

  [ Dest] 11.route 10.50.50.10->192.168.66.254, to bgroup0

  routed (x_dst_ip 10.50.50.10) from tunnel.2 (tunnel.2 in 0) to bgroup0 

  policy search from zone 1-> zone 2

 policy_flow_search  policy search nat_crt from zone 1-> zone 2

  RPC Mapping Table search returned 0 matched service(s) for (vsys Root, ip 10.50.50.10, port 19692, proto 1)

  No SW RPC rule match, search HW rule

swrs_search_ip: policy matched id/idx/action = 4/3/0x1

  Permitted by policy 4

  No src xlate   choose interface bgroup0 as outgoing phy if

  no loop on ifp bgroup0.

  session application type 0, name None, nas_id 0, timeout 60sec

  service lookup identified service 0.

  flow_first_final_check: in <tunnel.2>, out <bgroup0>

  existing vector list 5-43ec5a4.

  Session (id:8037) created for first pak 5

  flow_first_install_session======>

  route to 192.168.66.254

  cached arp entry with MAC 000c29e0653f for 192.168.66.254

  arp entry found for 192.168.66.254

  ifp2 bgroup0, out_ifp bgroup0, flag 00800800, tunnel ffffffff, rc 1

  outgoing wing prepared, ready

  flow got session.

  flow session id 8037

  flow_main_body_vector in ifp tunnel.2 out ifp bgroup0

  flow vector index 0x5, vector addr 0x1ff2a50, orig vector 0x1ff2a50

  post addr xlation: 172.16.123.101->10.50.50.10.

  no more encapping needed

  packet send out to 000c29e0653f through bgroup0

  **** pak processing end.

****** 12818.0: <Trust/bgroup0> packet received [60]******

  ipid = 272(0110), @038f89b0

  packet passed sanity check.

  flow_decap_vector IPv4 process

  bgroup0:10.50.50.10/1->172.16.123.101/111,1(0/0)<Root>

  existing session found. sess token 3

  flow got session.

  flow session id 8037

  flow_main_body_vector in ifp bgroup0 out ifp N/A

  flow vector index 0x5, vector addr 0x1ff2a50, orig vector 0x1ff2a50

  post addr xlation: 10.50.50.10->172.16.123.101.

  going into tunnel 40008005.

  flow_encrypt: pipeline.

chip info: PIO. Tunnel id 00008005

(vn2)  doing ESP encryption and size =64

ipsec encrypt prepare engine done

ipsec encrypt set engine done

ipsec encrypt engine released

ipsec encrypt done

        put packet(3b9f958) into flush queue.

        remove packet(3b9f958) out from flush queue.



**** jump to packet:10.20.10.211->10.20.10.111

  packet encapsulated, type=ipsec, len=120

  ipid = 20946(51d2), @038f8984

  out encryption tunnel 40008005 gw:10.20.10.111

  no more encapping needed

  send out through normal path.

  flow_ip_send: 51d2:10.20.10.211->10.20.10.111,50 => ethernet0/0(120) flag 0x0, vlan 0

  mac 000c298bcb54 in session

  packet send out to 000c298bcb54 through ethernet0/0

  **** pak processing end.

****** packet decapsulated, type=ipsec, len=60******

  ipid = 3557(0de5), @0381f4b0

  tunnel.2:172.16.123.101/112->10.50.50.10/1,1(8/0)<Root>

  no session found

  flow_first_sanity_check: in <tunnel.2>, out <N/A>

  chose interface tunnel.2 as incoming nat if.

  flow_first_routing: in <tunnel.2>, out <N/A>

  search route to (tunnel.2, 172.16.123.101->10.50.50.10) in vr trust-vr for vsd-0/flag-0/ifp-null

  cached route 11 for 10.50.50.10

  [ Dest] 11.route 10.50.50.10->192.168.66.254, to bgroup0

  routed (x_dst_ip 10.50.50.10) from tunnel.2 (tunnel.2 in 0) to bgroup0 

  policy search from zone 1-> zone 2

 policy_flow_search  policy search nat_crt from zone 1-> zone 2

  RPC Mapping Table search returned 0 matched service(s) for (vsys Root, ip 10.50.50.10, port 19691, proto 1)

  No SW RPC rule match, search HW rule

swrs_search_ip: policy matched id/idx/action = 4/3/0x1

  Permitted by policy 4

  No src xlate   choose interface bgroup0 as outgoing phy if

ssg5-v92-> unset ffilter

filter 0 removed

ssg5-v92-> undebug all

ssg5-v92-> clear db

ssg5-v92->
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& Alow Any
© User Name.
€ User Group Name.
© Bypass Authentication
Accounting Settings:
Accounting Server None <]
Accounting Off -
© Xauth Client
C oy O secumd

‘Allowed Authentication Type C Any.

N
|

Update 4P server -
SLAD | siA Length | Action

Prefx Delegation to Tpvs Interfaces | nterface
= fo =)
o entry avaiable
ok | _apply | _cancel
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VPNs > AutoKey IKE > Edit ssg5-v92 2]

Juniper’

8$5G5-v92 VPN Name Secure Remote Access

® Remote Gateway ® Predefined VPN Gateway v |
(" Create a Simple Gateway

Gateway Namel
Version @ IKEvi  IKEv2

Type © Static IP Address/Hostname

¢ Dynamic IP Peer ID

¢ Dialup User User |None

¢ Dialup Group Group |None |
Local ID (optional)

Preshared Key Use As Seed |

Security Level @ Standard ¢ Compatible ¢ Basic
Outgoing Interface ethemet0/0 ~ |

C ACVPN-Dynamic  Gateway |None v| Tunnel Towards Hub
¢ ACVPN-Profile Binding to Tunnel |None ~|

OK | Cancel Advanced |
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VPNs > AutoKey IKE > Edit s8g5-v92 2]

Security Level

Predefined ¢ Standard ¢ Compatible ¢ Basic
User Defined ® Custom

‘ Phase 2 Proposaf
nopfs-esp-aes128-sha v | |None ~

None ~| |None 5

Replay Protection [
Transport Mode | (For L2TP-over-IPSec only)

Bind to © None

C Tunnel Interface none v|
C Tunnel Zone Untrust-Tun v |
Proxy-ID [

Local IP / Netmask
Remote IP / Netmask
Service |ANY

S <

DSCP Marking ¢ Disable

" Enable Dscp Value |

VPN Group |None v| Weight |1

VPN Monitor ¥

Source Interface default
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Policy > Policies (From Untrust To Trust) ssg5-v92 2]

$SG5-v92 Name (optional) |
I
Source Address Dewiaddizss - _/

@ Address Book Entry |Dial-Up VPN v | Multiple
¢ New Addi

Destination Address o 1ese _/
@ Address Book Entry | Any ~| Multiple

Service |ANY >| Multiple
Application |None =

[~ WEB Filtering

Action |Tunnel v|

Antispam enable [

Tunnel VPN |Secure Remote Access v |

¥ Modify matching bidirectional VPN policy

L2TP |None |
Logging ¥  at Session Beginning
Position at Top

" session-limit

Counter |0
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Policy > Policies (From All zones To All zones) s5g5-v92

List |20 ~|per page Search

Y From |Allzones ~| To |Allzones L. Go New

From Trust To Untrust, total policy: 2
= ID ! Source Destination ! Service Action Options Configure Enable I Move
Home
Configuration 3 Ay pikupven any |y ([ Edit Clone Remove| @ | & =
Network
Security 1 Any Any ANY @ Edit | Clone Remove M 3 -
= Poﬁcx From Untrust To Trust, total policy: 1
Policies P " = =
~ MCast Policies ID Source Destination Service Action Options Configure Enable Move
[+] Policy Elements Dial-Up .
| VPNs 21 ypn | ANY ANY @& B’ Edit| Clone Remove W | & =
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O W sz

i Favortes | g [ sgssznmiper-Sreencs .. € Mcrosot Actve ey ...

Policy > Policy Elements > Addresses > List

ust[20 ~Iper page.

=[8[]x ][5 oo

M Juniper

ssesm Name. 12/Domain Name
172.16.66.0/24 B172.16.66.0 /24 Edt |Remove
172.16.66.100/32 8172.16.66.100 /32 Edt |Remove
192.168.66.10 192.168.66.10 /32 it [inuse
192.168.66.11 192.168.66.11 /32 Edit [inUse
£ B192.168.66.11 /32 Edit |Remove
any 80.0.00/0 1 addr Inuse
Dal-Up VPN B255.255.255.255 /32 ial-Up VPN Addr
Radius. #192.168.66.10 /32 Edit |Remove
Remote Zone 10 #10.50.50.0 /24 it [inuse
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Address Name [Trusted Accese

comment [

P Address/Domain Name

© 1P Address/Netmask

Rt [152.165.66.0 1R
© Domain Name. 7
P |
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GO
i Fevortes | 4 [ sg592hruper Screend ... £ Mcrosoft Actwe Drectory C...

[I—
i ik el

ust[20 ~Iper page.

S1[8)[6][x)[ o

Name. 12/Domain Name
172.16.66.0/24 8172.16.66.0 /24 Edt  |Remove
172.16.66.100/32 8172.16.66.100 /32 Edt |Remove
192.168.66.10 192.168.66.10 /32 it [inuse
192.168.66.11 192.168.66.11 /32 Edit [inUse
£ B192.168.66.11 /32 Edit |Remove
any 80.0.00/0 1 addr Inuse
Dal-Up VPN B255.255.255.255 /32 ial-Up VPN Addr

Radius. #192.168.66.10 /32 Edit |Remove
Remote Zone 10 #10.50.50.0 /24 it [inuse
Trusted Access B 192168660 /24 it |nuse
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Chewaddess| |

@ Address Book Entry [DislUp VPN =] _Multiple

Cnewadaess|

 Address Book Entry [Trusted Access =] _Multiple
Service [41Y S vndtale

‘Source Address.

Destination Address

I W Fitanng
Action [Tummel =
Antispam enable |
Frunnel NVonl[Secure Remote Access =1
% Modfy matching bidrectionsl VPN poiy
L21p [None =
Logging ¥ at Session Beginning
position at Top @
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i revtes | (B ssg5szunperSasends . £ Mool Acve Drectory C...

[ —————reT] - Page Safety - Tods @
Policy > Policies (From All zones To All ones) sgsvez B
tist[2 Slper page Search ]
From [Aizones 5] 1o [izores =1 60 | Hew

From Trust To Untrust, total polcy: 5

™ Ssource Destination | Service | Action options  Configure Enable | Move
12 Trusted Access | Diak-Up VPN any @& B Edit |Clone |Remove | P -
- . om0 & D dt |Clone |memove | @ | © =
ey = vy @ Edit |Cone [pemove | B | 7 =
o [womnsom |omwven  |w | @ B cat |cone [samre | @ | 0 =
10 192.168.66.11 | Dial-Up VPN any @ B Edit |Clone [Remove | B | % =
From Untrust To Trust, total polcy: 5

D] sowes Dastination | Servica | Action | options | Configura Enable | Move
11 Diak-Up VN Trusted Access | ANY & A Edit | Clone |Remove | P -
2 Disk-Up voN any. any @ [ED Edit |Clone [Remove | P | ¢ =
. ) v @ Eat |clone [femove | ® | ¢ =
|7 oiakup ven 1021686610 | ANy @ B Edit |Clone |femove | B | @ =
Bloao v [measeson |wv | @ B cat |cone [samre | @ | 0 =

T[T [ [ [ [P [/ Trusted sites | Protected Mode: Off
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Availble Profles

Group:

O]

Show al pofies

Profle Name

' Juniper

Add / Impart

 Manually configure profile
Create anPsec VPN profie o a Juriper device.

€ Profile Import
Iuport & configuraton i you may aeady have (<, *spd)
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Availble Profles

Group:

O]

Show al pofies

Profle Name

' Juniper

Add / Impart

The connection may be given a descrilive name, up to 33 aphanumeic characters
long. Enter the name i the follawing fsk

* Profile Name:
[Seien5 VPR s Gramper el
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i L [CT=I{ b L-[ofx]

Availble Profles

Ear
| B | = SIS

Profle Name

Juniper

Add / Impart

VPN Gateway Parameters
To which VEN gatoway shaud the cormection be NG
extabished?

Enter the DNS name .. vpnserver. domain. com) o the oficia I address i 212.10.17.29) of
the VPN gateway you want (o conrect o

Using Extended Authertication (XALITH) you can enter the user ID and password or the
authenticaton. I no auhentication data are entered they willbe requested when establishing .

connection

] Gtoway (Tumnel Ercpon

S [ioz01021

¥ Extended Authentication (XLTH)

@ UserlD
B rem

Password Password (confim}
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Availble Profles

Group:

O]

Show al pofies

Profle Name

' Juniper

Add / Impart

1Psec Configuration
Conttre the bae IPsee paraneles NG

The bsic Psec parameters can be speciii here. The IPsec negatations wil use “sutomalic:
mode’” which are predefined defaull] poposals

I the event thl uriquely defined IKE- / Psec poicies ae to be used, these can then be.
defined and assigned using the policy edior undet [Psec GeneralSettings.

*

Exchange Mode:

FFS Group:
frone
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Availble Profles

Group:

O]

Show al pofies

Profle Name

' Juniper

Add / Impart

A shared secret o preshared key is used to enciypt the carmection. This then needs o be.
identicall configurec on both sides (VPN clent and VPN gatemay)

Eterthe approprate value for the IKE ID accarding ta the selected ID type.

\& Pre-shared Key
‘Shered Secret Confim Secret

{ 5 Locslcenib0KE)

Tope: Fuly Qualied Usemame

users@iuriper nef

[
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Availble Profles

Group:

O]

Show al pofies

Profle Name

' Juniper

Add / Impart

1Psec Configuration - IP Addresses
Asining he IF s tohe clent NG

Speciy which P addess the clisntis going to use. By selecting "Use IKE Confg Mode' the
Gl IP addess is dynamicaly assigned by the VPN gateway.

Futhermore, define where the DNS / WINS servers f used] can be found.

[[) 1P Addvess Assignment
TKE Corfig

1P Address:
0000

DNS /WINS Servers

DNS Server: WINS Server
0000 0000
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JUpec Scteen3 VPN test] @inipernet
| | iy
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i [ [Cix]{ i)

Availble Profles

Group:

[Sercents VPN tesi@iampesnet — <Ifl oM

Show al pofies

Profle Name

' Juniper
]

Add / Impart

Sereen05 VPN testl @iuniper.net

Basic Seltings
Line Management

1Psec General Seltings
(Advanced Psec plions.
dertiios

g\‘ ‘Gateway (Tunnel Endpoit]:
=) fiozmozn
[Pcc Address Assigrment

St Tunneing Folicies

Cetfcae Check. @ KE Polcy aomatc mode =
1PsecPoliy  [automaic mode =
Evch Mode:  [aggressive mode (KEvT] = |
PFS Grou: rare -

1Psec Configuration

¥ IPsec Folcy

Folicy Lifeimes

Policy Edtor

e o ==
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i [-[OIx]
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Availble Profles

Group:

[Sercents VPN tesi@iampesnet — <Ifl oM

' Juniper

Show al pofies

Profle Name
Sereen05 VPN testl @iuniper.net

Nare: [Pecaes-srmonz

Authertization
Pre-shared Key

Encyplion
AES 12881

DH Group
DH-Group 2 (1024 B1)

SHA

1Psec General Seltings

Basic Seltings

Line Managenent (’\1 ‘Gateway Tunnel Endpoirt]: Authentication Fre-shared Key | Add
(;1;73;:”’3%”“““"3 S [ro2ot021 Encryplion: [4E5 128 Bit
[Pcc Address Assigrment -
Split Tunneling Policies (et
Certicate Check @ KE Poley automaticmode | DH Group: DR Group 2 (1024 B1) =
PsecPolcy: [automatic mode

Exchbode: [sggessvemode Hep oK Corcel |

EFS Group one

Folicy Lifeimes Policy Edtor

e o ==
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Availble Profles

Group:

Screen3 VPN testl @hriper.ret | _O || MiErrrer

Profle Name
' Screen0S VPN test] @iuniper net

Nare: [EsPaes-ana

Add,

Protacel Encyplion Autheriication
ESP AES 12881 SHA

1Psec General Seltings

B Seigs
P @ ot

Ahonced FoccOptons. |y [020t0211 | Eoloce
[ T—— Ercupion es 12888
Soi Tuneing Polcies

Cetiicate Check @ IKE Polcy: automatic mode.

1Psec Foliy: utomatic mods

Authertication

Exch. Mode: sagressive mode

EFS Group one

Folicy Lifeimes Policy Edtor
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P
e P oGt ol | Weerr= 3 s |
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' JUNEEE Screen03 VPN testl @hmipernet
-
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[Profile Settings_Screen0S VPN testi@juniper.net
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C:\NCP>ipconfig sall

Host Name . . . . .
Prinary Dns Suffix
Node Type . . .

IP Routing Enabled’
WINS Proxy Enahbled.

Ethernet adapter Local

Media State . . .
Connection-specific
Description . . .

Physical Address .
DHCP Enabled. . . .

Ethernet adapter Local

Connection-specific
Description . . .

Physical Address .
DHCP Enabled. . . .

IPud Address. . .
Subnet Mask . . . .
Default Gateway . .
DNS Sexvers . .

NetBIOS over Tepip.

Autoconfiguration Enabied

Autoconfiguration Enabied

indous IP Configuration

deno—PC

Hybrid
No
: No

Area Connection 2:

PR Media disconnected
DNS Sufgix
P NCP Secure Client Uirtual NDIS6 Adapter
92-00-45-43-50-49

: Yes

Area Connection:

DNS Suffix
P IntelCR) PRO/180A MI Netuork Connection
90-60-29-6-CB-54

Yoo

10.20.10.111 CPreferred>

255.255.0.0

10.38.30.3

68.94.156.1

: Enabled






image37.tiff

43 50 49 NCP Secure Client Uirtual NDIS6 Adapter
8h ch 54 IntelCR> PRO/1608 MI Netuork Connection
Softuare Loopback Interface 1
Microsoft ISATAP Adapter
00 08 80 80 o8 Teredo Tunneling Pseudo-Interface
00 08 B0 B0 o8 Microsoft 1SATAP Adapter #2

Netmask Gateway Interface Metric
0.0.0.0 10.20.30.3 10.20.10.111 266

255.255.0.0 On-1ink 10.200100111 266

255255255 1255 On-Link 10.200100111 266

10.3@,255.255 255255255255 On-Link 10.20.10.111 266
137.9.0.0 255.9.0.0 On-Link 306
127.8.8.1 255.255.255.255 On-Link 386
127.255.255 255 255285255255 On-Link 386
234.9.0.0 240.0.0.0 On-Link 386
224.9.0.0 240.9.0.0 On-Link 266
255.255.255.255  255.255.255.255 On-Link 306
285.255.255 255  255.285.255.255 On-Link 266

[Persistent Routes:
Netuork Address Gateway Addpess Metric
0.0.0.0 10.20.30.3 Default

Gateway
On-Link
On-Link
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Statistics:

{2 s595-v92:3uniper-Screen0S 6.3.0r7.0 - Windows ntemmet Explor

NCP Secure Client - Juniper Edition [_[C1x]

Connection Configuration Log View Help

Br
TR .

juniPer
Connection established.

Statistics:
Data (1) in Kyte: 2 “Time oniine
Data (Rx) in KByte: 7.8 Timeout (sec)
Speed (KBytels):  0.000  Encryption

RDP Server VPNACCESS.LOCAL

O - W omnm—e

i Favortes <5 (Il ssg5+82per Sreen0S .. £ Marosoft Acte Drectory ¢

Rs005+452:nper Sereen0S 63070
Reports > System Log > Event

List[20 7] per page

==l

(Bl x][5 o |

s5g5-v92

_cear| Retesh Searcn

Date /Time |Level

Description

2011-09-07 12:37:09 | crit

VPN ‘Secure Remote Access' NCP Users from 10.20.10.111 5 up.

2011-09-07 12:37:09 erit

VPN ‘Sacura Remote Access’ NCP Usars from 10.20.10.112 i up.

12011-09-07 12:37:04 | info

IKE 10.20.10.111 Phase 2 msg ID 65180282 Completed negotiations with SPI Cf4900fd, tunnel ID 32797, and lfetme
3600 seconds/o k.

12011-09-07 12:37:04 o

IKE 10.20.10.111 Phase 2 msg-id 65180a82: Completed for user UsersQjuniper.net.

IKE 10.20.10.111 phase 2:The symmetric crypto key has been generated successful

IKE 10.20.10.111 Phase 2 msg ID 65180282: Responded to the peer's frst message from user users Gjuniper.net.

IKE 10.20.10.11: Xauth login was passed for gateway VPN Gateway, ussmame testiQjuniper.net, retry: 0, Chent [P
Addr 172.16.100.103, 1PPool name: VPN Pool, Session-Timeout: 0s, Idle-Timeout: Os.

KE 10.20.10.111: Received inital contact notfication and removed Phase 1 S4s.

IKE 10.20.10.111 Phase 1: Completed Aggressive mode nagotiations with a 28800-second ffetime.

IKE 10.20.10.111 Phase 1: Completed for user users@juniper.net.

IKE 10.20.10.11: Received inital contact notification and removed Phase 2 SAs.

MCast Polcies 2011-09-07 12:37:04 | nfo
(2] Polcy Elements =
L e 2011-09-07 12:371
 Autokey IKE
2011-09-07 12:37:04 | nfo
(5] AutoKey Advanced
Gateway. 2011-09-07 12:37:04 | nfo
P1 Proposal
P2 Proposal 2011-09-07 12:37:04 | info
 Xauth Setings 2011-09-07 12:37:04 | nfo
VPN Groups, =
R o 2011-09-07 12:37:04
Manual Key 2011-09-07 12:37:04 | info.

IKE 10.20.10.111: Received 3 notification message for DOI 1 24578 INITIAL-CONTACT.
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[C:\NCP>ipcontig /all =]

iindous TP Configuration

Host Mame . . . . . .. .....:deno-PC
Prinary Dns Suffix

Node Type . . . . Hybrid
IP Routing Enable No

WINS Proxy Enabled. . 1 1 11l No

[Echernet adapter Local Area Connection 2:

[Echernet adapter Local Area Connectio

Connection-specific DNS Suffix .
Description . . . . .. . .
Physical Address

DHCP Enabled. . . . . .
Autoconfiguration Enabied
Link-local IPu6 Address .
IPud Address. . . . .
Subnet Mask .
Lease Obtaines
Lease Expires
Default Gateuay
DHCP Server . .
DHCPu6 IAID . .
DHCPu6 Client DUT

NCP Secure Client Uirtual NDIS6 Adapter
92-00-45-43-50-49

Yos

£080: :d146:0783:1c87:747715 Preferred)
172.16.100.108CPreforred>
255.255.255.0

Uednesday, June 23, 2018
Tuesday, fugust 18, 2010 10:03:19 PM
172.16.100.101

17216 160,101

335675478
00-01-80-81-13-4D-C5-A7-06-0C-29-16-D3-Ds|

DNS Servers . . . . . . . . . .

NetBIOS over Tepip. - - - - - - -

Connection-specific DNS Suffix .
Description . . . . .
Physical Address

IntelCR) PRO/180A MI Netuork Connection
00-0C-29-8B~CB-54

DHCP Enabled. . . . . . . No

Autoconfiguration Enabied Yoo

IPud Address. - - . .+ - 10.20.10.111 CPreferred>
Subnet Mask . . 285.255.

Default Gateway

DNS Sexvers . . 68.94.156.1

NetBIOS over Tépip: 1 1 1 111 Enabled
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NCP Secure Client Uirtual NDIS6 Adapter
IntelCR> PRO/1608 MI Netuork Connection
Softuare Loopback Interface 1

0070076000 o6 Microsoft ISATAP Adapter

00 08 80 80 o8 Teredo Tunneling Pseudo-Interface

Netmask Gateway Interface Metric
0.9.0.8  172.16 161 172.16.100.108 3
255.255.0.0 10.26.100111 266
255255255 1255 i 10.200100111 266
10.3@,255.255 255255255255 i 10.20.10.111 266
137.9.0.0 255.9.0.0 i 127.08.1 306
127.8.8.1 255.255.255.255 i 127,881 306
127,255,255 255 255285255255 i 127,881 306
i72.i6.108.0 _ 255.255.255.0 i 172.16.100.108 257
172.16.100.108 255.255.255.255 i 172 16100108 257
172.16.100.255 255.255.255 255 i 172016100108 257
234.9.0.0 240.0.0.0 i 137.0.8.1 306
224.9.0.0 240.9.0.0 i 10.20.10.111 266
255.255.255.255  255.255.255.255 i 127.08.1 306
2851255255 255 255285255255 i 10.20.10.111

Persistent Routes:
Netuork Address Netmask Gateway Address Metric

i

pctive Routes:
If Metric Netuork Destination Gateway
1 386 ::1/128 On-Link
15 276 £o80::/64 On-link
15 276 fev0::aide:e7a3rico7:var/ L2

££00::/8
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{2 1157 - Windows Internet Explorer M[=1

Dl
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o Faverites | 45 & - g .
Eus7 ||

Screen0S VPN test @iuniper.net [

Welcome .

Sct Bienvenido
Willkommen Bem-vindo
Vitejte

' = Juniper
Connection establshed. SNl
IR

Bienve
Tervetuloa

& 02N 0N
kommen VELKOMEN
Benvenut

internet information services

Udvozoljik Kahdx opioare
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@ Interet | Protected Mode: On
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B s595-v92: Juniper-Screen0S 6.3.0r4.0
s > IP Pools ssgsve2

Name Start 1P End 1P Inuse Configure
VPN Pool 172.16.100.100 172.16.100.200 1 - -
AD Pool 172.16.66.1 172.16.66.254 o Edit | Remove
Remote 172.16.123.101 172.16.123.111 1 - -
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s5-192:mperSeendS 53040

5 -8 -0

- Page v Safety~ Tods~ @~
ssg5-ve2 ||

Objects > Users > Local > Edit

Auth/IKE/XAuth/L2TP User
56592
E User Name [rainer Groups: Proxy
status & Enable C Disable
P IKE user Number of Multiple Logins with Same D [10
@ simple Identity
IKE ID Type [FODN = IKE Identity [vpn.net

C use Distinguished Name For ID

I” Authentication User User Password
¥ XAuth User

Confirm Password

I~ 1L2TP user

L2TP/XAuth Remote Settings ( Remote IP: 0.0.0.0 )

1P Pool hd Static IP |0.0.0.0
Primary DNS 1P Primary WINS 1P [0.0.0.0
Secondary DNS 1P Secondary WINS 1P [0.0.0.0
o | ranca |
= [T [ [ ol Tustdss [ProteciedMode: o
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[ ss05-192:3unper-Screen05 6.3.014.0

Objects > Users > Local Groups ssg5-ve2 ||
List[20 ~|per page
=0
Group Name Group type Members Configure

office ke xauth NCP Users Edit

Proxy ke xauth rainer Edit

Test auth ike aduser Edit Remove

Test2 ke xauth certuser Edit Remove
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5555-492: Juriper Screen0S 6.3.0r4.0

- [ 0 - Page- Safety - Tods- @~

VPNs > AutoKey Advanced > Gateway > Edit ssg5-ve2 g

Gateway Name [VPN Access

Version & IKEvi C IKEv2

© Remote Gateway

" static IP Address 1P Address/Hostname

" Dynamic IP Address Peer ID

" Dialup User user [None -
© Dialup User Group Group [Proxy 7|

€ ACVPN-Dynamic

Local 10 [[DistinguishedName]

€ ACVPN-Profile
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[ ss05-v92:uniper-Screen0S 6.3.0r4.0 % - B - e - Page- Safety- Toos~ @+
VPNs > AutoKey Advanced > Gateway > Edit ssg5ve2 [

ssGEvez

Preshared Keyfs. Use As Seed ™
Local (optional)
DUtgOINY sthemeto/o
Security Level

Predefined  Standard ' Compatible  Basic
User Defined & custom
Phase 1 Proposal
[pre-g2-aes128-sha ~| [None

Mode (Initiator) C Main (ID Protection) © Aggressive

¥ Enable NAT-Traversal
UDP Checksum [~

Keepalive Frequency |0 ‘Seconds (0~300)
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B8] ss95-92:Juniper-Screen0S 6.3.0r4.0 i - ) - [ & - Page- safety - Toos- @~
Network > Interfaces > Edit ssg5-ve2 [7]

Interface: tunnel.2 (IP/Netmask: 0.0.0.0/0) Back To Interface List

Properties: Basic Proxy ARP MIP DIP VIP IGMP NHTB Tunnel IRDP

Tunnel Interface Name tunnel.2

Zone (VR) [Untust (rustvy) =

 Fixed IP
P Address / Netmask

fo.0.0.0 s

Interface [ethemet0/0 (rustvr)

Maximum Transfer Unit(MTU) Admin MTU [0 Bytes  (Operating MTU: 1500; Default MTU: 1500)

NS Proxy

Traffic Bandwidth Egress Maximum Bandwidth [0

Guaranteed Bandwidth [0

§8¢

Ingress Maximum Bandwidth [0

NHRP Enable [~
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[ s05-v52:Jurper Screen0s 6.3.014.0

Network > Zon

s5g5-v92

0| Name | Virtual Router | Vsys | Default IF Type Attribute Configure
o Null untrust-vr | Root | serialo/0 Null Shared
2| Trust trust-vr | Root | bgroupd | Security(L3) Edit | Screen, Mal-URL
1| untrust trust-vr | Root | ethemet0/0 | Security(L3) | Shared Screen, Mal-URL
4 self trust-vr | Root self Function
10| Global trust-vr | Root null Security(L3)

HA trust-vr | Root null Function

MGT trust-vr | Root null Function Screen, Mal-URL
16 | Untrust-Tun | trust-vr | Root | hidden.1 Tunnel
15| vi-Nul trust-vr | Root v Security(L2) | shared Screen, Mal-URL
12| vi-Trust trust-vr | Root | vi-trust | Security(L2) | Shared Screen, Mal-URL
11| Vi-Untrust trust-vr | Root | vi-untrust | Security(L2) | Shared Screen, Mal-URL
3 omz trust-vr | Root | ethemeto/1 | Security(L3) Screen, Mal-URL
13| vi-omz trust-vr | Root | vi-dmz | Security(L2) | Shared Screen, Mal-URL
1 van trust-vr | Root |  viani | Function(vian) | Shared |Edit
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[ s05-v52:Jurper Screen0s 6.3.014.0

s5g5-v92

Configure

192.168.66.2/24

0.0.0.0/0

0.0.0.0/0

0.0.0.0/0

10.20.10.211/16

0.0.0.0/0

0.0.0.0/0

192.168.100.1/24

0.0.0.0/0

0.0.0.0/0
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] s505-v92:Juniper-Screen0S 6.3.0r4.0

VPNs > AutoKey IKE > Edit

)~ B) - ) & - Page~ Safety - Toos - @~

ssg5-ve2 |

[VPN Access Tunnel

€ ACVPN-Dynamic
€ ACVPN-Profile

Remote Gateway  Predefined

VPNAccess »

 Create a Simple Gateway.

Gateway Name

Version

Type

Local 1D
Preshared Key
Security Level

Outgoing Interface

& IKEvi

@ static P
© Dynamic 1P
 Dialup User

 Dialup Group

& Standard
ethemet0/0 =

© IKEv2

Address/Hostname

Peer 1D

User

Group
(optional)

None. -
None ~

Use As Seed I

© Compatible.

@ ==

Gateway [None =] Tunnel Towards Hub [None

Binding to Tunnel [None |

ok | cancel |

Advanced |
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- Page - Safety - Toos - @~

B s05-v92: uniper-Screen0S 6.3.0r4.0 -8

VPNs > AutoKey IKE > Edit ssg5-ve2 |
Security Level
Predefined  Standard ' Compatible  Basic
User Defined & custom
Phase 2 Proposal
[nopfs-esp-aes128-sha =] [None =] [None =] [None
Replay Protection V.
Transport Mode I~
Bind to © None
@ Tunnel Interface. tunnel2 =
€ Tunnel Zone UntrustTun =
Proxy-ID Check ™
Marking  Disable
€ Enable Dscp Value [0
VPN Group [None -/ weight [0

VPN Monitor [
Source Interface [defaul |

Destination IP [default _'_‘
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B s595-492: uniper-Screen0S 6.3.04.0.
ssgsve2

Juniper’

-v92 Name 1P/Domain Name Comment. Configure
172.16.66.0/24 $,172.16.66.0 /24 Remove
172.16.66.100/32 ™ 172.16.66.100 /32 Edit |Remove
Any £,0.0.0.0 /0 All Addr In Use
Dial-Up VPN @ 255.255.255.255 /32 Dial-Up VPN Addr
Remote Zone 10 £,10.50.50.0 /24 In Use
Trusted Access £192.168.66.0 /24 In Use
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5595-492: Juniper-Saeen0S 6.3.014.0

VPN > AutoKey > Proxy ID

55g5-v92 [7]

VPN Name VPN Access Tunnel
€ Local P ®: A
Local @ Local Address Zone:  |Untust |
Address: [102010111 =
© Remote 1P P A
Remote @ Remote Address  Zone: |Untrust ¥
Address: [102010111 =
Service APPLECHAT
New cancel
Local Remote Service | Configure
Zone: Trust  Address:Trusted Zone: Untrust _ Address:Dial-Up semove
Access. VPN || e
ZDTG M raD || AT L) emove

[T [ g [/ Trustedsites | Protected Mode: OFF

[7a - [® 0% ~
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[ s05-v52:Jurper Screen0s 6.3.014.0

List[20 ~] per page

Network > Routing > Routing Entries

List route entries for [tustvr <

P Permanent S Static
D Dynamic NNHRP.

A Auto-Exported 8 18GP R RIP

trust-vr
1P/Netmask Gateway | Interface | Protocol  Preference Metric Vsys

=10.20.0.0/16 etherneto/o |C Root -

=10.20.10.211/32 etherneto/o |H Root -
192.168.100.0/24 etherneto/3|C Root -
192.168.100.1/32 etherneto/3 |H Root -

= |192.168.66.0/24 bgroupo | C Root -

= |192.168.66.2/32 bgroupd  |H Root -
192.168.66.0/24 | untrust-vr - s 20 1 Root Remove

=|10.50.50.0/24 | 192.168.66.254 |bgroupo [P 20 1 Root Remove
= Active route  C Connected 1 Imported eBEBGP OOSPF E1OSPF exteral type 1 H Host Route

E2 OSPF external type 2
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Connection Configuration Log View Help

=lolx]

Profie Connestior:

Juniper
‘/ Connocton ostblshed  SERY

t 882

Statistics:
Data () nByte: 174 Time onine:  00:00:14
Data (Rx)inByte: 88 Timeout (sec). 0 sec

Speed (Kbytels): 0000 | Encrypton:  AES 128

-Avalabe Profie

Group:

Groun

Show al pofies

Profle Name
Juriper VPN

Juns Diskup VPN
Junos VPN Radius
NS MIP.

Remole Access
SereerDS CettLser
Sereen0S VPN

o |

file Settings_Remote Access

oo et Psze Genera Stings
Fict Coru e Gatewy (Turnel Endpn:

[iozni0zt

(Advanced Psec Uplions.
dertiios

Psec Addess Assignment
5l Tunneling

Cetficate Check

Poicies
Iz

0
= IPsec Foliy:

PSKAES128SHADHZ -
ESPAES1285HA -

IKE Foliy:

Exch Mode:  [aagressive mode -
FFSGop:  [rone -

Folicy Lifeimes Folcy Editor
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Connection Configuration Log View Help

=lolx]

-Avalabe Profie

Profie Connestior:

Groun

Femol Access =l (| | [orom st
JUNEEE Juniper VPN
@eL
c
2, M Peeirsorren
Date (Rx) i Byte: 88 Timeout (sec): 0 sec dd ot

rofile Settings Remote Access.

Basic Seltngs
Line Management
|Psec General Selings

e

Psec Addess Assignment
5l Tunneling
Cetficate Check

&

@

Idertiies
Local Idertity (KE)

IV Preshered Key

I¥' Evtended Authentication [<ALITH)

Fuly Qualied Domain Name -

[vpnnet

Tope:
[

ShacdSeast [
Confim Secret: [

Cetficate E—
configuation: o0)

UserID:

Password
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Connection Configuration Log View Help

=lolx]

Profie Connestior:

Juniper
‘/ Connocton ostblshed  SERY

! ®9L

G2
Statsio:
oeta ooyt 174 | Tmeonne:  ovants
DaiaGOnBye 65 | Tmeoutoec) 0 sec

Speed (Kbytels): 0000 | Encrypton:  AES 128

-Avalabe Profie

Group:

Show al pofies

Groun

Profle Name

Juriper VPN
Juns Diskup VPN
Junos VPN Radius
NS MIP.

Remole Access
SereerDS CettLser
Sereen0S VPN

Add / Impart

oS 1Psec Addess Assignment

Line Management

oot Goncl sotings Assignmentof th Pivete P Addiess

file Settings_Remote Access

&

(Advanced Psec plions
|deniiios

Pseo Ao
5pit Tunneing
Cetficate Check

[IKE condgmode

Assignment P Adkress: o000

I DNS/WINSServers

DNS Server: o000 0000

s

WIN Server o000 0000

Domain Name:
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Connection Configuration Log View Help

=lolx]

Profie Connestior:

Juniper
‘/ Connocton ostblshed  SERY

882

Statistics:
Data () nByte: 174 Time onine:  00:00:14
Data (Rx)inByte: 88 Timeout (sec). 0 sec

Speed (Kbytels): 0000 | Encrypton:  AES 128

-Avalabe Profie

Group:

Show al pofles Groun

Profle Name
Juriper VPN

Juns Diskup VPN
Junos VPN Radius
NS MIP.

Remole Access
SereerDS CettLser
Sereen0S VPN

Add / Impart

rofile Settings Remote Access.

Splt Tunneling

Basic Seltngs
Line Management

|Psec General Selings
(Advanced Psec plions
dertiios

bt e

Cetficale Check

Eterthe remte P networks the unnl should be used for Without
enties tuneling il hways be used

Femole Networks
192168.66.0
1050500

Female [P Net Masks
265.25.25.0
2525250

Delete

Add Ed

I Full Lo Network Enciosurs o

Cancel
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e View WM

Connection Configuration Log View Help

Profie Connestior:

| =

Juniper

@90

Statistics:

Software not yet activated
(Valid for another 9 days)

&
[Request tined out.
[Request tined out
[Request timed out’

[Ping statistics for 10.58.50.10
Packets: Sent = 4, Received

C:\Users\denodping 10.50.50.18

[Pinging 10.50.50.18 with 32 hytes of data
[Request tined out.
[Reply £rom 10.58.58.10: byte

[Reply from 18158150110: byte

[Ping statistics for 10.58.50.10
Packets: Sent = 4, Received = 3, Lost
poproxinate round trip times in milli-sec|
Mininum = ins, Maxinum = 9ns. Average

8. Lost

C:\Users\denodping 10.50.50.18

[Pinging 16.50.50.10 with 32 bytes of dat:
rovl "Fron 0'50"50. T0: "pyces T3 ¢ dne

Windc

7 System

nning]

~=lolx|

/62010 71240 AM
/6201071240 AM
/6201071240 AM
/6201071240 AM
/6201071240 AM
/6201071240 AM
/6201071240 AM
/6201071240 AM
/6201071240 AM
/6201071240 AM
/6201071240 AM
/6201071240 AM
/6201071240 AM
/6201071240 AM
/6/2010 71240 AM

/62010 71240 AM
/6201071240 AM
/6201071240 AM
/6201071240 AM
/6201071240 AM
/6201071243 AM
/6201071440 AM
/6201071440 AM
/6201071440 AM
/6201071440 AM
/6201071440 AM
/6201071440 AM
/6201071440 AM
/6201071440 AM
/6201071440 AM
/6201071440 AM
/62010 71440 AM

TkeClg: XMIT_IKECFG_ACK - Remote Access
IkeXauth: RECV_XAUTH_SET
TkeXauth: XMIT_<ALTH_ACK.
keCig: name <Remate & - keiXauth: erterstae open
SUCCESS: ke Extended Authentication i ready
1PSec: Quick Mads i Ready: Ikelndex = 00000035  VprSrcPort = 500
1PSec: Assigned IP Address: 17216123101
1PSec: DN Server: 192.168.66.11
1PSec: WING Server. 192.168.68.11
Ikefuick: XMIT_MSG1_QUICK - Remole Access
Ikefuick: Received Notiy{Remote Acoess)  remote is reducing LifeTime to 3600
Ikefuick: FECY_MSG2_QUICK - Remote Access
Ikefuick: XMIT_MSG3_OUICK - Remole Access
Ikefuick: phase2 name{Remote Acoess) - comnected
SUCCESS: ke phase 2 (quick mode] ready
Created an IPSEC 54 with ing
1172.16.123.101-172.16.123.101pDstFange-[192.168.66,0-132.158.66.255] e
520 and in KioBytes = 0
1PSec: Connested to Remate Access an channel 1
FPFllpcp): comnected to Remote Access with P Addess: 17216123101
SUCCESS: IpSes connecton ready
SUCCESS: Link > <Remte Access) IP adess assigned to P stack - rk is operatinal
IpsDisk creating_more_networks: stcads = ac107b85,sremsk = D dstnet = 05323200, dstmsk = 00
Ikefuick: XMIT_MSG1_QUICK - Remole Access
Ikefuick: Received Notiy{Remote Acoess)  remote is reducing LifeTime to 3600
Ikefuick: FECY_MSG2_QUICK - Remote Access
Ikefuick: XMIT_MSG3_OUICK - Remole Access
Ikefuick: phase2 name{Remote Acoess) - comnected
SUCCESS: Ike phase 2 (quick mode] ready
IpsDiak resetling connect pending for =28
1PSec: Created an IPSEC SA vith the follawing characteisios
IpSicRange=(172.16.123.101-17216.123.101 IpDstRange=[10.50.50.0-10.50.50.255] pProt=0 SrcFor

1PSec: connected: LifeDuraton in Seconds = 2520 and in KicBytes = 0

G S | | GesoFio

7:34AM
8/6/2010

A E G
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dows Internet Explo

10.20.10.211 nswebus i

Su-
i Favortes | 93 8] Suggested Stes 2] Web Sice Gllry

VPNs > AutoKey Advanced > Gateway > Edit ssg5-ve2 [

—_— ™ IKEv2 Auth Method
o self[None =/
Configuration peer[None =

Network
Security Preshared Key]

Use As Seed I
Policy Local 1| (optional)
ST Outgoing Interface ethemet0/0

AutoKey IKE
[ AutoKey Advanced Sy e
Gateway Predefined  Standard ¢ Compatible (" Basic
i Emres User Defined & Custom
P2 Proposal
Xeuth Settings Phase 1 Proposal
VPN Groups pre-g2-aesi28-sha v| [None =
Manual Key E E
i None =] [None 5|
Monitor Status
Objects Mode (Initiator) © Main (ID Protection) @ Aggressive
Reports
Wizards ¥ Enable NAT-Traversal
Help UDP Checksum [~
Logout Keepalive Frequency |0 Seconds (0~300 Sec)

Toggle Menu Peer Status Detection
© Heartheat Hello [0 Serands (1~3600 0 disshle) 1=
[ [ [ [ [ | [@ mntemetProtected Mode: On
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10.20.10.211

Q-
i Favortes | 93 8] Suggested Stes 2] Web Sice Gllry

VPNs > AutoKey IKE > Edit

$595-v82

Security Level

Predefined * Standard ' Compatible  Basic
- User Defined & custom
Configuration Phase 2 Proposal
Network nopfs-esp-aesi2-sha v] |None =
Security
Policy None =] [None =

AutoKey IKE Replay Protection ¥
) AutoKey Advanced Transport Mode ™ (For L2TP-over-PSec orly)
Gateway
P1 Proposal Bind to & None
P2 Proposal © Tunnel Interface none v|
mheiell“;us € Tunnel Zone [Ontust-Tun <]
Manual Key
Proxy-
L2tP vl
. Local IP / Netmask /
@ Remote TP /
B Netmask /
e Service [ANY

woN Groun [Nane ~

Help
[ DSCP Marking  Disable
© Enable Dscp Value [0
Toggle Menu

winici I ]

@ Internet | Protected Mode: On

[a R =
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000

10.20.13.11

vpnaccesslocalProperies ______________HIE] Directory Users and Compu =[o[x]
Gener | Tuts | Monged y | C U B
= I 2E 4 0XDo»BmeaEyas
T racomson e s e
(] saved Queries [ L acmiistrator Buitn account for admin
3 vpnaccess ol & Alowed RODC PasswordR... Venbers ntis group ca
P s MRy 20003 (= ouitn 8 Certpublshers Menbers of ths group at
[VPNACCESS I computers 8 Deried RODC PasswordRe... Menbers n tis group ca
(5] Domain Conirclers 8,00 Adminstators Members who have adi
Descrpton: ] FordgnsearitPrincpls | g3 oicp Ugers Members who have view-
5 o s Ao | g g ONS Adminstators Grout
82 DsUpdateProxy DNS cients who are perm
Bominere izt 82, Domain Admins Designated administrator:
(i 2 T &2, Domain Computers Allworkstations and servi
82,Domain Controlers Al domain controlers n
82,Domain Guests Al domain quests
Forestfunctionllevel: % Domain Usert
Windows Server 2008 R2 2, Domain User2
42 omain Users Al domain users
82 Enterprie Admins Desinated admiistrator
‘8 enterprise Read-orly Do, Members of this aroup ar
82, Group Policy Creator Owners. Members in this aroup car
2. Guest Buitin account for guest.
Lo | G | 5 | 5 L omor
s 82 Netmon Users: Netmon Users can captur
[F Q3 Cti=Domain Adnins [ 88,45 and 1AS Servers Servers i this group can —|
ff Q3 Cr=Domain Computers i £2,Read-only Domain Controlers Members of this group an
t5 83 Cr=Domain Controlers Elcodepage o e O o
f¢ Q2 CN=Domsin Guests: =l countryCode | < D Zl_‘
/23 CN=Domain Usert < | Ebacpasonors 7
KT u" < - T o

a cache does ot exist o expred. Fetching new one. .
LDAP Syntaxes:  Total: 0 Invai: 0 Duplcated: 0







image64.tiff

20592 hriper Sreen0s 6. L0r7.0

Objects > IP Pools ssg5-ve2 ||
=0
Name Start 1P End 1P Inuse Configure
VPN Pool 172.16.100.100 172.16.100.200 o Edit | Remove
AD Pool 172.16.66.100 172.16.66.100 - -

[ [ [/ Trusted sites | Protected Mode: OFf

[7a ~ [®00% -
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] sz hnperSreen0s 6,170

Configuation > Auth > Auth Servers > Edit

)~ B) - ) & - Page~ Safety - Toos - @~
ssg5ve2 |

Source Interface

ADL

[192.168.66.11

Stripping Separator
Domain Name

Revert Interval

10 minutes (0 to disable)

o minutes (0 to disable)

o

fone 7

Mauth  M12TP [ Admin ¥ xauth [ 802.1x [ IKEv2EAP

oceuring [0 times

seconds (0 to disable)

© RADIUS

RADIUS Port
Retry times

Acct-Session-ID Length

1645

Shared Secret

g

Retry Timeout [3 seconds

Bytes (0 for default)
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B s05-v92: uniper-Screen0S 6. 1.0r7.0 %) v B - ) v Page Safety - Tods+ @~
Configuation > Auth > Auth Servers > Edit ssgsve2 @

T RADIUS PorE [T695—Shared Secret |
Retry times g Retry Timeout [3 seconds
Acct-Session-ID Length Bytes (0 for default)
RFC Compatibility I RFc2138
Zone Verification I Enabled
© SecurID  Client Retries 3 Client Timeout |5 seconds
Authentication Port  [5500
Encryption Type & DES € spI
Use Duress Coves & No
© oap LDAP Port 2389 common Name 1dentifier [en
Distinguished Name(dn) [cn=users, de=vpnaccess, de=local
© TACACS+  TACACS Port Shared Secret
ok | cancel
« >
= [ [ [ [ | [ [l tusedstes |protected wods: OFF
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] s505-492:riper Seen0S 6. 10r7.0

Configuration > Auth > Auth Servers

D | Name Server IP/Name Type Acct Type Configure
0 | Local Local Local ‘admin auth I2tp xauth Edit
1| Ao 192.168.66.11 LDAP. auth I2tp xauth Edit

= - Auth server is in use

[ [/ Trusted sies | Protected Mode: OFf

[7a - [® 0% ~
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B ssg5-v92:Juniper-Screen0s 6.1.0r7.0 i - B - 0 @ v Page~ Safety~ Took- @~
VENs > AutoKey Advanced > XAuth Settings ssg5ve2 [

Reserve Private IP for XAuth User [480 Minutes

Default Authentication Server [AD1 ~|
Query Client Settings on Default Server [~

CHAP [

1P Pool Name [ADPool ~|
DNS Primary Server IP [192.168.66.11

Secondary Server 1P [0.0.0.0

WINS Primary Server IP

WINS Secondary Server IP [0.0.0.0
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B8] ssq5-92:Juniper Screen0S 6.1.0r7.0 - [ @ v Page~ Safety~ Took~ @+
VPNs > AutoKey Advanced > Gateway > Edit s5g5-v92 [7]

Gateway Name [AD Gateway

Version & IKEvi C IKEv2

Remote Gateway
" static IP Address 1P Address/Hostname
& Dynamic IP Address Peer ID [vpnaccess.local
© Dialup User user [None -
 Dialup User Group Group [None ~

€ ACVPN-Dynamic

Local 1 [[DistinguishedName]

€ ACVPN-Profile

[3 Ccancel Advanced

[Done [ [ [ Trsiedsies 1poczdwodesoF
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~ [ g v Page~ Safety~ Toos~ @~
ssgsve2

5565192 riper Sareen0S 6.10r7.0
VPNs > AutoKey Advanced > Gateway > Edit

self[None ~
Ppeer[None
Preshared Key]o '« Use As Seed I
Local (optional)
Outgoing Interface etherneto/o
Security Level
Predefined © Standard  Compatible  Basic
User Defined & custom
Phase 1 Proposal
pre-g2-aesi28-sha v| [None =
None =] [None =

Mode (Initiator) " Main (ID Protection) © Aggressive

¥ Enable NAT-Traversal
UDP Checksum [~

Keepalive Frequency [5 Seconds (0~300 Sec)

Peer Status Detection
© Heartbeat Hello [0 ‘Seconds (1~3600, 0: disable)
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[R)ss05-v92:Juniper Screen0S 6.1.0r7.0 i - ) - ) & - Page- safety - Toos- @~
VPNs > AutoKey Advanced > Gateway > Xauth ssg5ve2 [

Gateway Name: AD Gateway

ssGEvez

Allowed Authentication Type © Generic ' CHAP Only ' CHAP &PAP.
 Use Default Xauth Settings
© Local Authentication
& Allow Any
© User None [~
© User Group. None [~/

© External Authentication  [AD1 ~] I Query Remote Setting

& Allow Any
© user Name.
© User Group Name.

© Bypass Authentication

© XAuth Client
Allowed Authentication Type C Any  C CHAPOnly  C SecurlD
User Name
Password
Update DHCP Server I
el B Rl (0 D e aees Interface SLAID | SLALength | Action

[ L

[pone T T T T [ 7 rosedas [romcedmode: o o [
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] s505-492:riper Sceen0S 6. 10r7.0 - Page v Safety~ Tods~ @~

VPNs > AutoKey IKE > ssgsve2 B
ssGovez VPN Name [ap ven
Remote Gateway  Predefined AD Gateway =
€ Create a Simple Gateway
Gateway Name
Version & Kevi © wev2
Type @ StaticI?  Address/Hostname
 Dynamic 1P Peer D
© Dialup User User[None =
€ Dialup Group Group [Nane =
tocalm|[  (optional)
Presharedkey|  UseAsSeed I
Security Level © Standard Compatible Basic
Outgoing Interface [chem=0/0 =

€ ACUPN-Dynamic  Gateway |None | Tunnel Towards Hub |Secure MIP <]
£ ACVPN-Profile Binding to Tunnel [None ~

ok | cancel |  Advanced |

Done T T T T [ [ [l troswdstes [Protectedmode: OF
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B s595-v92: uiper-Screen0S 6. 10r7.0. - Page~ Safety~ Tooks~ @~
VPNs > AutoKey IKE > Edit ssg5ve2 [

Predefined © Standard  Compatible  Basic
User Defined & Custom

Phase 2 Proposal
nopfs-esp-aes128-sha x|

None =

Replay Protection [
Transport Mode [~ (For L2TP-over-IPSec only)

Bind to & None
© Tunnel Interface
© Tunnel Zone

Proxy-ID©
Local IP / Netmask [192.168.66.0
Remote IP / Netmask |172.16.66.100
Service |ANY
Marking © Disable
€ Enable Dscp Value [0

VPN Group [None -/ weigheo
[ [ [ [ [ [ [ |/ Trusted stes | Potected Mode: Off

[~
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] s505-492:riper Sceen0S 6. 10r7.0 - B - ) @ v Page~ Safety~ Took~ @+

Policy > Policies (From Trust To Untrust) $5g5-v92 a8
Juniper
$SG5-v92 Name (optional)
.
Source Address /,
= Address Book Entry | 19216866.0/24 ~| Multiple
 New Address
Destination Address /,
& Address Book Entry | Any | _Muitiple
Service |[ANY - Multiple
Application |None -

I~ WEB Filtering

Action [Tunnel =]
Antispam enable [
Tunnel ven[ADVPN -]
¥ Modify matching bidirectional VPN policy L
L27p [None =

Logging ¥ at Session Beginning ¥

I” session-limit
Edit [T Ry [ Trusdsies [Promcd ode: o
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] sz hnperSreen0s 6,170
Policy > P ies (From Trust To Untrust)

- [ @ v Page~ Safety~ Took~ @+
ssg5v2 |

Advanced Policy Settings.

I Source Translation (D1P on) [None (Use Egress Interface IP) =

I Destination Translation & Translate to P [0.0.0.0
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Comnecton Configuration Log View Help

le:
[Juriper 555

BEEogno |

Connestior:

il

LA R

Tip of the day: How to enable the
client’s firewall.

Statistics:
“Time onine: 00:06:10 2 sec
Data (1) in KByte: 6123 ou
Data (R in KByte: 1461 | LinkType Lan
Speed (KBytels): 0,000 | Encrypton:  AES 128
» How to buy?
» Need support?

» How to activate?
» Yourlogo hero?

Glick)

Software not yet activated
(Valid for another 13 days)

Activation.

g L T

Connection Configuration Log View Help

Brofle: Connestion:

Juniper

B Comection ctabishod. ool
882

Statistics:
Data (1) in KByte: 1189
Data (R nByte: 88

Speed (Bytels): 0,000

“Time oniine:
Timeout (sec)
Encryption:

Software not yet activated
(Valid for another 25 days)

/217201060347 PM_ Ike: Turring on XAUTH mode - Juriper 556
/217201060347 PM  Ike: ke 3 negoliated with the following prop
721/201060347PM  Authentication=XALITH_INIT_PSK Enciypt
/217201060347 PM Ik Juriper S5 >Support for NAT-T versia
7R21/2010B0347PM ke XMIT_MSG3 AGGRESSIVE - Juriper §
/217201060347 PM  Ike: keS.a negoliated with the follwing prop
721/201060347PM  Authentication=XAUTH_INIT_PSK Enciypt
/217201060347 PM Ik Turring on DPD mode - Juriper 556
/217201060347 PM Ik phaseT namefJuniper S55) - connected
7/21/20106:03:47 P SUCCESS: KE phase 1 ready
721/201060347PM  PSec: Final Turnel EndPaint 5010020010
7R21/201060347PM  PSec: Phase! is Ready - Ikelndex=1B AIRe
7217201060347 PM IkeXauth RECV_XAUTH_REQUEST
721/2010 0347 PM  IkeKauth: XMIT_XALTH_REPLY
/217201060347 M IkeClg RECY_IKECFG_SET - Juriper 556
7217201060347 PM IkeClg XMIT_IKECFG_ACK - Juriper 556
721/201060347 M IkeXauith RECV_XALTH_SET
721/2010B0347 PM Ikeauth: XMIT_KALTH_ACK
/217201060347 PM IkeClg. name cJuriper > - IkeXauth: enter st
7217201060347 M SLICCESS: ke Extended Authertication i e
/217201060347 M IPSec: Quick Mode is Feady: Ikelndes = 00
7217201060347 M IPSec: Assigred IP Addess: 1721666.100
721/201060347PM  PSec: DNS Server: 192.168.68.11
721/201060347PM  PSec: WINS Server 192,168,861
7217201060347 M Ikefuick: XMIT_MSG1_QUICK - Juripes 59|
7217201060347 M Ikeuick: Received Notiy{Juriper SSG) > 1§
7217201060347 M Ikeuick: RECV_MSG2_QUICK - Juripes 53
7217201060347 M Ikefuick: XMIT_MSG3_QUICK - Juriper 59|
7217201060347 M Ikeuick: phass2namefJuniper S35 - conrg
/217201060347 PM SUCCESS: ke phase 2 (quick mode) eady
7/21/20106:0347PM  PSec: Created an IPSEL 54 with he folowi
7R1/2010B0347PM  IpSicRange={172 16.66.100172.16.66.10
7217201060347 M IPSec: connected: LifeDuration in Seconds
721/20106:0347PM  PSec: Connected to Juniper S5 on channg
7727201060347 PM  PPPllpcp): connectedto Juniper SSG with
7/21/20106:03:47PM  SLICCESS: pSec connection ready
7/21/20106:0349PM  SICCESS: Link > <Juniper S3G> [P addres]
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772172010 6:03:44 PH
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772172010 6:03:44 PM
772172010 6:03:44 PM
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772172010 6:03:44 PM
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772172010 6:03:44 PM
772172010 6:03:44 P
772172010 6:03:44 PH
772172010 6:03:44 P
772172010 6:03:44 PM
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772172010 6:03:44 PH
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772172010 6:03:44 PM
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772172010 6:03:44 PM
772172010 6:03:44 P
712172010 6:03:44 PH
772172010 60348 PH
7/21/20106:04:13PM
7721/20106:04:13 P
7/21/20106:0433 PM
772172010 6:0433 PM

Tke: XMIT_MSG3_AGGRESSIVE -AD Users
Ike: IkeSa negoliated with the following propeties
Authertication=XATH_INIT_PSK Enciyplion=AES H:
Tke: Turing on DPD mode - AD Users

Tke: phaseT:name{aD Users - comnected

SUCCESS: IKE phase 1 ready

1PSec: Final Tunel EndPaints:010.020.010.211

1PSec: PhaseT is Feady - Ikelndex=53 AlRekey=T
Ikeauth: RECY_XAUTH_REQUEST

IkeXauth: XMIT_<ALTH_REPLY

IkeCig: RECY_IKECFG_SET - AD Users

IkeCig: XMIT_IKECFG_ACK - AD Users

IkeXauth: RECY_XAUTH_SET
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IkeDuick: XMIT_MSG3_QUICK - 4D Users

Ikefuick: phase name{AD Users) - comnected
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IpSicRange={172.16.66.100-172.16 66.100] IpDstRan
1PSec: connected: LifeDuralon in Seconds = 2620 and
1PSec: Connested to AD Users an charnel 1

FPFllpcp): comnected o AD Users with P Address: 172
SUCCESS: IpSes connection ready

SUCCESS: Link > <AD Users> IP acess assigned to|
Tke: NOTIFY : AD Users : SENT : NOTIFY_MSG_R_UL_
Tke: NOTIFY : AD Users : RECEIVED : NOTIFY_MSG_f
Tke: NOTIFY : AD Users : SENT : NOTIFY_MSG_R_UL
Tke: NOTIFY : AD Users : RECEIVED : NOTIFY_MSG_F
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